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3.2 EZESSL VPNRIX%

#SSLVPNRIKIPHELHES A1 ith222.1.1.1.00, IROSIEK94433, FREIRO 443, 443i%
O#NhttpsiwHsE, AEFERENKEE.

<H3C>sys

[H3C]sslvpn gateway SSLVPNGW

[H3C-sslvpn-gateway-SSLVPNGW]ip address 222.1.1.100 port 4433
[H3C-sslvpn-gateway-SSLVPNGW]service enable
[H3C-sslvpn-gateway-SSLVPNGW]quit

#BUEESSL VPN ACHE:1,BcE$11P/910.10.10.1/24

[H3Clinterface SSLVPN-AC 1

[H3C-SSLVPN-AC1] ip address 10.10.10.1 255.255.255.0
[H3C-SSLVPN-AC1]quit

#EEEME - FRA“SSLPOOL”, $EREIPHIIEEEF910.10.10.2——10.10.10.254
[H3C]sslvpn ip address-pool SSLPOOL 10.10.10.2 10.10.10.254

#BIFEACL 3999, FBIFSSL VPNAIFIHIERIPIMER192.168.10.0/24R9E%
[H3CJacl advanced 3999

[H3C-acl-ipv4-adv-3999]rule permit ip destination 192.168.10.0 0.0.0.255
[H3C-acl-ipv4-adv-3999]quit


https://zhiliao.h3c.com/questions/catesDis/239
https://zhiliao.h3c.com/User/other/24679

3.3 EEESSL VPNLf)

# BECESSL VPNifIa)sEI*SSLVPNSL S| FISSL VPNRI&“SSLVPNGW”

[H3C] sslvpn context SSLVPN

[H3C-sslvpn-context-SSLVPN]gateway SSLVPNGW

#3|FASSL VPN

[H3C-sslvpn-context-SSLVPN] ip-tunnel interface SSLVPN-AC1

#5|FASSL VPNitiibt, #f8#0dns

[H3C-sslvpn-context-SSLVPN]ip-tunnel address-pool SSLPOOL mask 255.255.255.0
[H3C-sslvpn-context-SSLVPN]ip-tunnel dns-server primary 114.114.114.114
#EUEREEHZIZR NEIWANG”, INESHZRIT192.168.10.0/24
[H3C-sslvpn-context-SSLVPN] ip-route-list NEIWANG
[H3C-sslvpn-context-SSLVPN-route-list-NEIWANG] include 192.168.10.0 255.255.255.0
# BUEESSL VPNERER4E SSLVPNZIYUAN", 5|FEEEHFIZRNEIWANG”, BEEACLIRE, REEIFACL
ICEARR A BT LASIE)I PR

[H3C-sslvpn-context-SSLVPN] policy-group SSLVPNZIYUAN
[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUANTfilter ip-tunnel acl 3999
[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUAN]ip-tunnel access-route ip-route-list NEI
WANG

[H3C-sslvpn-context-SSLVPN-policy-group-SSLVPNZIYUAN]quit
[H3C-sslvpn-context-SSLVPN] service enable

[H3C-sslvpn-context-SSLVPN]quit

3.4 FREESSL VPN, XEXSSLVPNZFRA

#BIFESSLVPNABRF Be B A A& Buser1, JRE 28 sslvpn, 5|AZRIBIEAISSLVPNERA
H3Cllocal-user user1 class network

H3C-luser-network-user1]password simple user1

[

[

[H3C-luser-network-user1]service-type sslvpn
[H3C-luser-network-user1]authorization-attribute sslvpn-policy-group SSLVPNZIYUAN
[H3C-luser-network-user1]quit

3.5 15SSL VPNiROMARL1E, MBI RS

HER SR, BMASSLVPNY, $5SSL VPNiRO1IIAZIZ 2 SSLVPN
[H3C]security-zone name SSLVPN

[H3C-security-zone-SSLVPN]import interface SSLVPN-AC1
[H3C-security-zone-SSLVPN]quit

#OURRIRSSYISA, HEFR/I4433, ILECSSLVPNiR

[H3Clobject-group service 4433

[H3C-obj-grp-service-4433]service tcp destination eq 4433
[H3C-obj-grp-service-4433]quit

#ECERLE R 2RIBE UntrustZlLocaltz B A% M /9 TCP44 33k L AE
H3Clsecurity-policy ip

H3C-security-policy-ip]Jrule 5 name Untrst-Local
H3C-security-policy-ip-5-Untrst-Local]laction pass

[
[
[
[H3C-security-policy-ip-5-Untrst-Local]source-zone Untrust
[H3C-security-policy-ip-5-Untrst-Local]destination-zone Local
[H3C-security-policy-ip-5-Untrst-Local]service 4433
[H3C-security-policy-ip-5-Untrst-Local]quit

L ERER RIS MBRZ S ASSLVPN, BrikeEh Trust EiERE
[H3C-security-policy-ip]rule 10 name SSLVPN-Trust
[H3C-security-policy-ip-10-SSLVPN-Trust] action pass
[H3C-security-policy-ip-10-SSLVPN-Trust] source-zone SSLVPN
[H3C-security-policy-ip-10-SSLVPN-Trust] destination-zone Trust
[H3C-security-policy-ip-10-SSLVPN-Trust]quit

3.6 (RFECE

save force

3.7 ERELGIE, BERSRIIMER

<H3Cxdis sslvpn session verbose

User :userl

Context :SSLVPN

Policy group  :SSLVPNZIYUAN

Idle timeout  : 30 min

Created at :18:16:02 UTC Sun 08/26/2018



Lastest :18:32:32 UTC Sun 08/26/2018
User IPv4 address : 222.1.1.99

Alloced IP :10.10.10.2

Session ID 13

Web browser/OS  : Windows
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