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1.1 ERPERERT

AZGREATFUF1000-A-G2,. F1000-S-G2, F100-M-G2. F100-S-G2ZF1000-X-G2. F100-X-G2&
SUIRA K,

1.2 BERREEMAIHE

HATRIREN SR E R AN TRE KRB T =R ARIZEHIINNEE, TSNS
K

1) ESREK PG BRI AR sh iR SURE M ahikis e R . 58 BRI A BOE SR SR N BXE
HEBREER. V510 B A9t e SRR SR M BB S HE R R K.

2) MBSEHWIIRALERRINBEZTFE, BRIFAFEHOPHIHEET. IEEVSLIRMNEEE
AHREYEERERRETREN0%E, BERERREIBEER .

‘WEBB&%E

2 ANE

Internet

02.90.112.024

REEE 192.168.0.100
1
@74.204.0.2-24 2 4 *
hERRE 172.16.0.0°24
218.200.0.2124
Internet
92.168.0.024
hEzh
1588 :

ISP SO N TG s NTIZES
i 1/0/3 218.200.5.8/24 218.200.5.9
BXiE 1/0/2 14.204.0.2/24 14.204.0.1
EB{E 1/0/1 202.90.112.2/24 202.90.112.1

EELR

SERESE

3.1 BUENQAKRIILE A FHERERT

RNEEZFR AN, Hiktest, ATFAANEEEERELE.
<H3C>system

[H3C]nga template icmp nga
[H3C-ngatplt-icmp-ngaldescription test

[H3C-ngatplt-icmp-nga]reaction trigger per-probe
[H3C-ngatplt-icmp-nga]lquit

3.2 BEXHNMES

3.2.1 SMRIROERE

EeER SO, HABGREE—BihEE.
[H3Clinterface GigabitEthernet1/0/1
[H3C-GigabitEthernet1/0/1]ip address 202.90.112.2 255.255.255.0
[H3C-GigabitEthernet1/0/1]ip last-hop hold
[H3C-GigabitEthernet1/0/1]nat outbound
[H3C-GigabitEthernet1/0/1]quit

ECERCBAtI O, HASRT E—BThaEE.
[H3Clinterface GigabitEthernet1/0/2
[H3C-GigabitEthernet1/0/2]ip address 14.204.0.2 255.255.255.0
[H3C-GigabitEthernet1/0/2]ip last-hop hold
[H3C-GigabitEthernet1/0/2]nat outbound
[H3C-GigabitEthernet1/0/2]quit

EcERanptigEOiblt, HAFSREL—BIhEE.


https://zhiliao.h3c.com/questions/catesDis/277
https://zhiliao.h3c.com/User/other/24679

[H3Clinterface GigabitEthernet1/0/3
[H3C-GigabitEthernet1/0/3]ip address 218.200.5.8 255.255.255.0
[H3C-GigabitEthernet1/0/3]ip last-hop hold
[H3C-GigabitEthernet1/0/3]nat outbound
[H3C-GigabitEthernet1/0/3]quit

3.2.2 R2MYREZLHRIERE
BINRECIAASEX
[H3C]security-zone name Untrust

[H3C-security-zone-Untrust]import interface Dialer1
[H3C-security-zone-Untrust]import interface GigabitEthernet1/0/1
[H3C-security-zone-Untrust]import interface GigabitEthernet1/0/2
[H3C-security-zone-Untrust]import interface GigabitEthernet1/0/3
[H3C-security-zone-Untrust]quit

Bl REpass, EARERNSEENBREIYE, HERERAREEREBENIR,
[H3C]object-policy ip pass

[H3C-object-policy-ip-pass] rule 0 pass

[H3C-object-policy-ip-pass]quit

BllEanyEanylfAYis B SR EE A Fpass 5REK.

[H3C]zone-pair security source any destination any

[H3C-zone-pair-security- Any-AnyJobject-policy apply ip pass
[H3C-zone-pair-security- Any-Any]quit

3.2.3 IRMEIRE

RERH LR BIE R ERIaE RIS S MNE R R
[H3Clip route-static 0.0.0.0 0 218.200.5.9 preference 80

[H3Clip route-static 0.0.0.0 0 14.204.0.1 preference 70

[H3Clip route-static 0.0.0.0 0 202.90.112.1

3.3 ECEHEIRA

REHEIE KM AIreschedule: EEMIERE, RNBEEEERZHEEREERIREMIELE, FEMtran
sparent enableX [ EASHINATINEEHSPENqaRNIZA.

3.3.1 ECESEhtEIRA

[H3Clloadbalance link-group cmcc

H3C-Ib-Igroup-cmcc]fail-action reschedule

H3C-Ib-Igroup-cmccltransparent enable

]
H3C-Ib-Igroup-cmcc]probe nga.
H3C-Ib-Igroup-cmcc]quit

3.3.2 ECEBXEHEIRA
H3C]loadbalance link-group cnc
H3C-Ib-Igroup-cnc]fail-action reschedule

[
[
[H3C-Ib-Igroup-cnc]transparent enable
[H3C-Ib-Igroup-cnc]probe nqga.

[

H3C-Ib-Igroup-cnc]quit

3.3.3 ELEFR(SHEIRA
H3Clloadbalance link-group china-isp
H3C-Ib-Igroup-china-isp]fail-action reschedule

[
[
[H3C-Ib-Igroup-china-isp]transparent enable
[H3C-Ib-Igroup-china-isp]probe nga

[

H3C-Ib-Igroup-china-isp]quit

3.3.4 EEVSHEEE
H3ClJloadbalance link-group caiwu
H3C-Ib-Igroup-caiwul]fail-action reschedule

[
[
[H3C-Ib-Igroup-caiwultransparent enable
[H3C-Ib-Igroup-caiwu]probe nqa

[H3C-Ib-Igroup-caiwu]quit

3.4 ELEHEE

router ipfEHERSRIRIKIEIL, K EERGRERERS B SIZHERE 7 RS,
3.4.1 EEEENEg

[H3Clloadbalance link cmcc-link



[H3C-Ib-link-cmcc-link]router ip 218.200.5.9
[H3C-Ib-link-cmcc-link]link-group cmcc
[H3C-Ib-link-cmcc-link]probe nga
[H3C-Ib-link-cmcc-link]quit

3.4.2 EREBXIEHENS

[H3CJloadbalance link cnc-link
[H3C-Ib-link-cnc-link]router ip 14.204.0.1
[H3C-Ib-link-cnc-link]link-group cnc
[H3C-Ib-link-cnc-link]probe nga
[H3C-Ib-link-cnc-link]quit

3.4.3 EoER(SHENR

SEEEHRIETHEEEEI100M, RETEHITHSHEAAZEIF0% 100M=90M, HiZsession&Hh
HEIE thskE.

H3C]loadbalance link chinanet-link

H3C-Ib-link-cnc-chinanet-link]router ip 202.90.112.1

H3C-Ib-link-cnc-chinanet-link]link-group china-isp

[
[
[
[H3C-Ib-link-cnc-chinanet-link]probe ngqa
[H3C-Ib-link-cnc-chinanet-linkjmax-bandwidth outbound 102400
[H3C-Ib-link-cnc-chinanet-link]bandwidth outbound busy-rate 90
[H3C-Ib-link-cnc-chinanet-link]quit

3.4.4 EREMVSHER

[H3Clloadbalance link link-caiwu

[H3C-Ib-link- link-caiwu] router ip 202.90.112.1

[H3C-Ib-link- link-caiwu] link-group caiwu

[H3C-Ib-link- link-caiwu]quit

3.5 BEGHIIGMNCRIEZEREH%

3.5.1 EvismGE M ESshEE

[H3C]loadbalance class cmcc type link-generic match-any
[H3C-Ibc-link-generic-cmcc]match 1 isp cmcc
[H3C-Ibc-link-generic-cmcc]quit

3.5.2 EyEREREHIN A B
[H3Clloadbalance class cnc type link-generic match-any
[H3C-Ibc-link-generic-cncmatch 1 isp cnc
[H3C-Ibc-link-generic-cnc]quit

3.5.3 EvA(SHEFMNIICARSEE

[H3C]loadbalance class chinanet type link-generic match-any
[H3C-Ibc-link-generic-chinanet]match 1 isp chinatel
[H3C-Ibc-link-generic-chinanet]quit

3.5.4 B M3 REHMNIITET172.16.0.0M455MER

[H3C] loadbalance class caiwu type link-generic match-any
[H3C-Ibc-link-generic-caiwu]match 1 source ip address 172.16.0.0 24
[H3C-Ibc-link-generic-caiwu]quit

3.6 EREGAHIIEITTHICESHEIRA
BLEREATHHESIEIRE, REEREMHIN 4R LIS,
3.6.1 EEISENGARET HICEISTHERSE
[H3C]loadbalance action cmcc type link-generic
[H3C-Ibc-link-generic- cmec]link-group cmcc
[H3C-Ibc-link-generic- cmcc]fallback-action continue
[H3C-Ibc-link-generic- cmcc]quit

3.6.2 EVEXEIETTH A EHERRE
[H3C]loadbalance action cnc type link-generic
[H3C-Ibc-link-generic-cnc]link-group cnc
[H3C-Ibc-link-generic-cnc]fallback-action continue
[H3C-Ibc-link-generic-cnc]quit



3.6.3 EVA(SHEFIIETTHICERISHERE
[H3C]loadbalance action chinanet type link-generic
[H3C-Ibc-link-generic-chinanet]link-group china-isp
[H3C-Ibc-link-generic-chinanet]fallback-action continue
[H3C-Ibc-link-generic-chinanet]quit

3.6.4 EUVSGEEIETTHLERMSHERE
[H3Clloadbalance action caiwu type link-generic
[H3C-Ibc-link-generic-caiwu]link-group caiwu
[H3C-Ibc-link-generic-caiwu]fallback-action continue
[H3C-Ibc-link-generic-caiwu]quit

3.7 BeEGAEINERE

REISE R ERRE BN TREG, RSEMSER TR RERLRE.,
[H3ClJloadbalance policy 1 type link-generic

[H3C-Ibp-link-generic-1]class caiwu action caiwu

[H3C-Ibp-link-generic-1]class chinanet action chinanet

[H3C-Ibp-link-generic-1]class cmcc action cmcc

[H3C-Ibp-link-generic-1]class cnc action cnc

3.8 EREMEARSSERIR

BCELBREARSS, REARSSIHEEY90.0.0.0/0RTAMILRIME SRS R ECREIRSHTRK, I05RELE
FRZARIEAIERER, MRTEEEE ISR RE NEIER.

[H3C]virtual-server outbound type link-ip

[H3C-vs-link-ip-outbound]virtual ip address 0.0.0.0 0

[H3C-vs-link-ip-outbound]lb-policy 1

[H3C-vs-link-ip-outbound]default link-group cmcc

[H3C-vs-link-ip-outbound]service enable

[H3C-vs-link-ip-outbound]quit

3.9 FFEE
[H3C]quit
<H3C>save force

3.10 EEEISIE

3.10.1 jMiea(EHERS

FERM—&itbit}192.168.0.20968f%, HiRISMN— MiBUEER M MEOH? A%
FIRTISPER IR RE B IER? BIMNIELISEIIPHILHER A1 .41 1T,
RENENBREREE:

<Fw>display Toadbalance isp name chinatel
(*) - User-defined object

LB ISP: chinatel
Description: ChinaTel
IPv4 address/Mask length:
0.1.0/24

1. 1.0.2.0/23 1.0.8.0/21
1.0.32.0/19 1.1.0.0/24 1.1.2.0/23
1.1.4.0/22 1.1.9.0/24 1.1.10.0/23
1.1.12.0/22 1.1.16.0/20 1.1.32.0/19
1.2.0.0/23 1.2.5.0/24 1.2.6.0/23
1.2.9.0/;4 1.2.10.0/23 1.2.12.0;22
1.2.16.0/20 (Ll 1.2.64.0/18
1.3.0.0/16 1.4.1.0/24 1.4.2.0/23

Teacert45ER :

1.4.1.1

PR



Initiator:
source IP/port: 192.168.0.2/1
Destination IP/port: 1.4.1.1/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/15
Source security zone: Trust
Responder:
Source IP/port: 1.4.1.1/5
Destination IP/port: 202.90.112.2/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/1
Source security zone: Untrust
State: ICMP_REPLY
Application: ICMP
Start time: 2017-11-24 18:09:27 TTL: 29s
Injtiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

EEHERO NI NHEIRAER.

<Fw>display loadbalance link statistics
slot 1:
Loadbalance 1ink: chinanet-isp
Total connections: 1
Active connections: 1
Max connections: 1
Connections per second: 0
Max connections per second: 1
Downstream traffic: 240 bytes
Upstream traffic: 240 bytes
Throughput: 0 bytes/s
Inbound throughﬁut: 0 bﬁtes/s
Outbound throughput: O bytes/s
Max throughput: 120 bytes/s
Max inbound throughput: 60 bytes/s
Max outbound througﬁput Eytes/s
Received packets: 4
sent packets: 4
Dropped packets: 0

3.10.2 MiKBXEHERS

AR —ait/9192.168.0. 20988, 15lA5MY—MBIEEEME-MEOE? Fsk
FIBTISPER R BECEIEN? 1S/MNIELIS SR PHEIHER/27.50.128. 1 T,
SENBNEERRE:

<FW>display loadbalance isp name cnc
(*) - User-defined object

LB ISP: cnc
Description: CNC
IPvd address/Mask length:
.0.0/13 1.56.0.0/13 1.116.0.0/15
1.188.0. 0/14 14. 204 0.0/15 27.0.128.0/22

27.0,132.0/22 0 27.36.0.0/14
27. 50 128 0/17

27.40.0.0/13 27.54.192.0/18
27.98.224.0/19 8 27.115.0.0/17
27.192.0.0/11 36.32. 0 0/14 36.248.0.0/14
TeacertZ5E: :

dministrator>tracert 27.58.128.1

Bk EIE:

Initiator:
Source IP/port: 192.168.0.2/1
Destination IP/port: 27.50.128.1/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/15
Source security zone: Trust
Responder:
source IP/port: 27.50.128.1/22
Destination IP/port: 14.204.0.2/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(L)
Inbound interface: GigabiteEthernetl/0/2
source security zone: Untrust
State: ICMP_REPLY
Application: ICMP
Start time: 2017-11-24 18:23:32 TTL: 29s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes




3.10.3 MikFEahiEns
TEARME—Ettbib79192.168.0.209F85K, iAIEIN— BB R MEMEOH? Fsk
FIHTISPISERRAECEIER? INGELIRERIIPHBIHEN/943.251.244 1T,
RERNENBHMIKRE:
<Fw>display loadbalance isp name cmcc
(*) - user-defined object
LB ISP: cmcc

Description: €MCC

IPv4 address/Mask length:

0/10

. .0, 36.192.0.0/11
43.239.172.0/22 43.247.240.0/22

45.121.72.0/22

39.128.0.0/10
43.251.244.0/22
45.121.68.0/22

45.121.176.0/22 45.122.96.0/21 45.123.152.0/22

45.124.36.0/22 45.125.24.0/22 61.232.0.0/14

61.236.0.0/15 101.144.0.0/12 103.3.128.0/22

103.20.112.0/22 103.21.176.0,/22 103.35.104.0/22

103.61.156.0/22 103.61.160.0/22 103.62.24.0/22
TeacertZ5ER

C:“lsers\Administrator>tracert 43.251.244.1

43.251.244.1 1P

Bk EIE:

Initiator:
Source IP/port: 192.168.0.2/1
Destination IP/port: 43.251.244.1/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(l)
Inbound interface: GigabitEthernetl/0/15
Source security zone: Trust

Responder:
Source IP/port: 43.251.244.1/2
Destination IP/port: 218.200.5.9/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP(Ll) 5 §
Inbound interface: GigabitEthernetl/0/3
Source security zone: Untrust

State: ICMP_REPLY

Application: ICMP

start time: 2017-11-24 18:17:10 TTL: 29s

Initiator->Responder: 0 packets

0 bytes
Responder->Initiator: 0 packets

0 bytes

3.10.4 iS4
WHERGEFRIE, TLUAZIERIERER.

BoEXHE R
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