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3.2 FgE S ERIPSEC VPN

system-view

#ELE AR ONATERERRIACI 3000, 1EFRIBIPSecRelliMNATERIEAIEIR R deny i
[H3CJacl number 3000

[H3C-acl-adv-3000]rule 0 deny ip source 192.168.1.0 0.0.0.255 destination 172.16.1.0 0.0.0.255
[H3C-acl-adv-3000]rule 5 permit ip

#ECEIPSecRETACL 3333, FLASRIMtIE/9SERPIRIR R B BIithiE /955 37 P W P ER RIS R
[H3C-acl-adv-3000]acl number 3333

[H3C-acl-adv-3333]rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 172.16.1.0 0.0.0.255
[H3C-acl-adv-3333]quit

HELE AR EMKAIEF Hzongbu

[H3Clike local-name zongbu

#OURIKEXSSEK123, IKERYERAUMESIE 0T ai&sl, IKEFRH=2$R/9123456, BLEEF/EAIKE
AR RERNID (FREER T, ERIPHUHEAIKEMNEIERERMNID) |, EENHMXNEF
Hfenzhi (BS5Ximlike local-nameftBXIR) , FFFENATERHINAE

[H3Clike peer 123

[H3C-ike-peer-123]exchange-mode aggressive

[H3C-ike-peer-123]pre-shared-key simple 123456

[H3C-ike-peer-123]Jid-type name

[H3C-ike-peer-123]remote-name fenzhi

[H3C-ike-peer-123]nat traversal

[H3C-ike-peer-123]quit

#EUEEIPSec£1RIN123, BLEESPHMURABAGAIEE X 9shatl, INERE/I3des


https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/23007

H3Clipsec transform-set 123

[
[H3C-ipsec-transform-set-123]esp authentication-algorithm shat
[H3C-ipsec-transform-set-123]esp encryption-algorithm 3des

[H3C-ipsec-transform-set-123]quit

#872IPSeck£5ME123, 3|FAZAIBIEAIACL 3333, SIRZATAIZRAIRIE(R123, FIRZATEIE
PSecZ 21123

[H3Clipsec policy 123 1 isakmp

[H3C-ipsec-policy-isakmp-123-1]security acl 3333

[H3C-ipsec-policy-isakmp-123-1]ike-peer 123

[H3C-ipsec-policy-isakmp-123-1]transform-set 123

[H3C-ipsec-policy-isakmp-123-1]quit

HRBININATERERIRHEREXACL 3000 (AIRZEISEE/NMOBIE T nat outbound, FTES
undof®) , FFi§IPSeckeZRME 123 FATESMNWHEEC]

[H3Clinterface GigabitEthernet0/0

[H3C-GigabitEthernet0/0Jundo nat outbound

[H3C-GigabitEthernet0/0]nat outbound 3000

[H3C-GigabitEthernet0/0]ip address 1.1.1.1 255.255.255.0

[H3C-GigabitEthernet0/0ipsec policy 123

[H3C-GigabitEthernet0/0]quit

3.3 ELE S BRIRERRIPSEC

system-view

#ECE AR ONATEXELRIACI 3000, 1EFIRIEIPSecRXiliRMNAT G RIS R Rdeny i
[H3Clacl number 3000

[H3C-acl-adv-3000]rule 0 deny ip source 172.16.1.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3000]rule 5 permit ip

#ECEIPSecREENMACL 3333, PUACIRMII/ISTIMME:, B A /S BRI IR RS
[H3CJacl number 3333

[H3C-acl-adv-3333]rule 0 permit ip source 172.16.1.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3333]quit

HILERH T LM KAIEF Hfenzhi

[H3Clike local-name fenzhi

#ERIKEXSER123, IKERTERAIMNESIRCHEFSRRT, IKEFH=21R79123456, BLEEFIEAIKE
TR RERRIID (REBRT, ERIPHUHEAIKENEITERERNID) |, EEXHRMNXNEF
Azongbu (EE5XimkYike local-nameftEXIL) , BLEXTIRMAAIMENE1.1.1.1, FFFENATEHIN
B

[H3Clike peer 123

[H3C-ike-peer-123]exchange-mode aggressive

[H3C-ike-peer-123]pre-shared-key simple 123456

[H3C-ike-peer-123]id-type name

[H3C-ike-peer-123]remote-name zongbu

[H3C-ike-peer-123]remote-address 1.1.1.1

[H3C-ike-peer-123]nat traversal

[H3C-ike-peer-123]quit

BIEEIPSecR£1RiN123, ECEESPIMYRARNAIEEE Ashal, INEEIE/H3des

[H3Clipsec transform-set 123

[H3C-ipsec-transform-set-123]esp authentication-algorithm sha1

[H3C-ipsec-transform-set-123]esp encryption-algorithm 3des

[H3C-ipsec-transform-set-123]quit

#BU5EIPSeck 518123, 3|IFAZAIAIERAIACL 3333, 3|FBZAIEEAIIE K123, 3|AEIEAIIPSec
Z2IRIN123

[H3Clipsec policy 123 1 isakmp

[H3C-ipsec-policy-isakmp-123-1]security acl 3333

[H3C-ipsec-policy-isakmp-123-1]ike-peer 123

[H3C-ipsec-policy-isakmp-123-1]transform-set 123

[H3C-ipsec-policy-isakmp-123-1]quit

HREINNONATEAZRIATZKREXACL 3000 (MIRZAIEEEINWOESE T nat outbound, FFESE
undoig) , FFiGIPSecREHRME1 23R FATE/MNNEE

H3Clinterface GigabitEthernet0/0

H3C-GigabitEthernet0/0Jundo nat outbound

H3C-GigabitEthernet0/0]nat outbound 3000

H3C-GigabitEthernet0/0] ip address 10.0.0.2 255.255.255.0

H3C-GigabitEthernet0/0] ipsec policy 123

[
[
[
[
[
[H3C-GigabitEthernet0/0]quit



3.4 IIFRELER
HED XMSRES RS L Rping SVEMS RES B 25 PI R RIK B

<H3C>ping - l 1 192.168.1.1
PING : .11 data bytes, press C
Req i )
Reply .168.1.1: bytes=56
Reply ) .168.1.1: bytes=56
Reply Frcm 192.168.1.1: by 56
Reply from : 8.1.1: by 56

wmwwmw

168.1.1 ping statistics ---
tran=m1tt=d

#T_ﬁﬁMSRE%EEggiﬁglKE SATIIPSec SARIIRZ:, ATLLEERIIKE SATIIPSec SAEIEHE.,

<H3C>display ike
total phase-1 :
connection-id ac phase doi

RD|ST
RD[ST

flag meaning
RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT RK--REKEY

policy name:
ce 1umbar' 1

sion: ACL4

1sakmp

: DH group: none
inside VRF:
tunnel:

Tocal address

remote addre
flow:

sour addr: : 16. .255.255.0 port: 0 protocol: IP
dest addr: : 168. 255.255.255.0 port: 0 protocol: IP

[inbound
spi: Ox70 2
transform: ESP- EH;RwPT
in use setting: Tunnel
connection id
sa duration y
sa remaining duration (k te
anti-replay detection EnabT d
anti-replay window size(counter based)
udp encapsulation used for nat trave

[outbound ESP

spi: Ox5DD3 (157

transform: ESP-ENCRYPT

in use setting: Tunnel

connection 1id 2

sa duration (kilobyte

sa remaining duration (k 2

anti-replay detection: Enabled
ant1-r=p1a» indow size(counter based)

udp encapsulation used for nat traversal:
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