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1. IRHRERE

FriStelnet serverfRSS

telnet server enable

# BIEEHWTACACS /5=l

hwtacacs scheme li

# BB EIAEIRSS 28A0IPHELE9192.168.47.1, INIEROS /949
primary authentication 192.168.47.1

# EEEEEARSS AP /9192.168.47.1, TAIEHOIS /949
primary authorization 192.168.47.1

# BB AR5 2800IPHELE192.168.47.1, INIEIROS /949
primary accounting 192.168.47.1

# BBSINERSSER BRI ATIHZEEh3c

key authentication simple h3c

key authorization simple h3c

key accounting simple h3c

# ECBIRE RIEHWTACACSIR X ERREbIE/9192.168.47.2
nas-ip 192.168.47.2

# BIZEISPIgi,

domain li

# EeBElogin AP ERINES AR E
authentication login hwtacacs-scheme li local
# B Elogin R BTN IR
authorization login hwtacacs-scheme li local
# BeElogin AP ERITEAIEAIGZR
accounting login hwtacacs-scheme li local
# ECEsupenAIERE AR

authentication super hwtacacs-scheme li

# BB SERITIENITHER

authorization command hwtacacs-scheme i
#BEHSRITTIIEILER

accounting command hwtacacs-scheme li

user-interface vty 0 4
#EtelnetEfE A TUAIEIAAA

authentication-mode scheme

# CERAPFERVIYARAESERIREN, SERSEENAEHITHS
command authorization

# EEERPERVTY AFRFRESRREN, FUTHGSHEEEHWTACACSIRSS & LIMicR.
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<H3C>sy
System View: return to User View with Ctrl+Z.
[H3C]Jospf 1
[H3C-ospf-1]qu
[H3C]bgp 1
[H3C-bgp]
[H3C-bgp]
[H3C-bgp]qu
[H3Clospf
System is busy or this command can& # 39;t be executed because of no such privilege!
[H3Clospf
System is busy or this command can& # 39;t be executed because of no such privilege!
[H3C]
[H3CJospf 1
System is busy or this command can& # 39;t be executed because of no such privilege!
[H3CJospf 2
System is busy or this command can& # 39;t be executed because of no such privilege!
[H3Clospf 4
System is busy or this command can& # 39;t be executed because of no such privilege!
[H3C]qu
<H3C>sy
System View: return to User View with Ctrl+Z.
[H3C]bgp 1
[H3C-bgp]qu
[H3CJospf
System is busy or this command can& # 39;t be executed because of no such privilege!
[H3Clospf 1 ?
router-id ~ OSPF Private Router ID
vpn-instance VPN instance

<Cr>

[H3CJospf 1 rou

[H3Clospf 1 router-id 1.1.1.1

System is busy or this command can& # 39;t be executed because of no such privilege!
BEEHEICR:
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SAEETIE] M 2015-07-18 22:18 . = 2015-08-18 22:19 .

INEEFFIE=
E=3 SRR HRE HwEE AR - igEIPHbE HAES
v mIh 123@li 123@1 2015-08-18 22:07:15 192.168.47.2 %\
v B 12301 12301 2015-08-18 22:04:29 192.168.47.2 %
v mIh 123@1i 12301 2015-08-18 22:02:29 192.168.47.2 %1

B Ar > REAFEE > BFEE > NEEE > AEHZHERS

WEREFAES
5 BEE 123@li
=) 123@li
BERASE FOE
WEEE Azh
BEIPHEE 192.168.47.2
APt 192.168.47.1
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N mRE 123@li
KSR 123@li
EERPSE F48
R fi=E:l
BEREE EE S TR,
FEHATIE 2015-08-18 22:16:20
ProfileEi%
FHUREI 15
T ospf 1 router-id 1.1.1.1
FREERR 456

: EEPiEE 192168472

5 HrRIpihit 0.0.0.0
] vtyO

5 £5EID 202032866
== 1

AILAEFRE RIS

B Br - R=RAFER - AEER - SHAE > SHASHRRE

ENRTFEAER
N =EE 123@li
= 123@li
=ERFSE FHE
EER i
FETATIR 2015-08-18 22:16:51
ProfileElE
FERE 15
WEIT display current-configuration
FEEEETR 456
EEIPHEHE 192.168.47.2
’ FIFIPit 0000
. ZiR vty0
273D 1946853522
== 1

HitHE:



HitHE7IE

BRE 3= HET witER witaE v igEPHE e
. . display current- P e =

123@li 123@li configuration HL{TER 2015-08-18 22:16:51 192.16847.2 a

123@li 123@li quit HOTER 2015-08-18 22:16:08 192.16847.2 =Y

123@!li 123@li bgp 1 HOTER 2015-08-18 22:16:07 192.16847.2 =

123@li 123@li system-view BEHTER 2015-08-18 22:16:05 192.168.47.2 =

123@li 123@li quit BLTERE 2015-08-18 22:16:04 192.168.47.2 =

BT FEEISE _tdebugging hwtacacs all

iR AT

<H3C>sy

System View: return to User View with Ctrl+Z.
[H3Clqu

<H3C>sy

System View: return to User View with Ctrl+Z.
[H3C]

%% _Fdebug BRRUER :

<H3C>debugging hwtacacs all

<H3C>tm

The current terminal is enabled to display logs.

<H3C>td

The current terminal is enabled to display debugging logs.

<H3C>*Aug 18 22:24:50:207 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processing TACACS
stop-accounting.

*Aug 18 22:24:50:207 2015 H3C TACACS/7/EVENT: PAM_TACACS: Dispatching request, P
rimitive: accounting-stop.

*Aug 18 22:24:50:207 2015 H3C TACACS/7/EVENT: PAM_TACACS: Creating request data,
data type: START

*Aug 18 22:24:50:207 2015 H3C TACACS/7/EVENT: PAM_TACACS: Session successfully ¢
reated.

*Aug 18 22:24:50:207 2015 H3C TACACS/7/EVENT: PAM_TACACS: Getting available serv
er, server-ip=192.168.47.1, server-port=49, VPN instance=--(public).

*Aug 18 22:24:50:242 2015 H3C TACACS/7/EVENT: PAM_TACACS: Connecting to server..

*Aug 18 22:24:50:242 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply SocketFd receive
d EPOLLOUT event.

*Aug 18 22:24:50:242 2015 H3C TACACS/7/EVENT: PAM_TACACS: Connection succeeded,
server-ip=192.168.47.1, port=49, VPN instance=--(public).

*Aug 18 22:24:50:242 2015 H3C TACACS/7/EVENT: PAM_TACACS: Encapsulating accounti
ng request packet.

*Aug 18 22:24:50:242 2015 H3C TACACS/7/send_packet:

version: 0xcO type: ACCOUNT_REQUEST seq_no: 1 flag: ENCRYPTED_FLAG

session-id: 0xd4e0bfef

length of payload: 75

flags: STOP

authen_method: NONE authen_service: LOGIN

user_len: 6 port_len: 4 rem_len: 0 arg_cnt: 5

arg0_len: 9 argl_len: 10 arg2_len: 13 arg3_len: 11

arg4_len: 8

user: 123@li /ANIERIFBFE123@i

port: vty0 /ABIL vty OZfE

rem_addr:

arg0: task_id=0 arg1: timezOne=0

arg2: service=shell arg3: priv-lvi=15 /RZ Eshellip$1T, SHKHF15

arg4: cmd=quit //FAEASA quit

*Aug 18 22:24:50:261 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply SocketFd receive
d EPOLLIN event.

*Aug 18 22:24:50:261 2015 H3C TACACS/7/recv_packet:

version: 0xcO type: ACCOUNT_REPLY seq_no: 2 flag: ENCRYPTED_FLAG

session-id: 0xd4e0bfef

length of payload: 5

server_msg len: 0 datalen: 0 status: STATUS_SUCCESS



server_msg:
data:

*Aug 18 22:24:50:261 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processing accounting
reply packet.

*Aug 18 22:24:50:261 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processed accounting-s
top reply message, resultCode: 0.

*Aug 18 22:24:50:261 2015 H3C TACACS/7/EVENT: PAM_TACACS: TACACS stop-accounting
succeeded.

*Aug 18 22:24:50:261 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply message successf
ully sent.

*Aug 18 22:24:52:881 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processing TACACS auth
orization.

*Aug 18 22:24:52:881 2015 H3C TACACS/7/EVENT: PAM_TACACS: Dispatching request, P
rimitive: authorization.

*Aug 18 22:24:52:882 2015 H3C TACACS/7/EVENT: PAM_TACACS: Creating request data,
data type: START

*Aug 18 22:24:52:882 2015 H3C TACACS/7/EVENT: PAM_TACACS: Session successfully ¢
reated.

*Aug 18 22:24:52:882 2015 H3C TACACS/7/EVENT: PAM_TACACS: Getting available serv

er, server-ip=192.168.47.1, server-port=49, VPN instance=--(public).

*Aug 18 22:24:52:882 2015 H3C TACACS/7/EVENT: PAM_TACACS: Connecting to server..

*Aug 18 22:24:52:883 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply SocketFd receive
d EPOLLOUT event.

*Aug 18 22:24:52:883 2015 H3C TACACS/7/EVENT: PAM_TACACS: Connection succeeded,
server-ip=192.168.47.1, port=49, VPN instance=--(public).

*Aug 18 22:24:52:883 2015 H3C TACACS/7/EVENT: PAM_TACACS: Encapsulating authoriz
ation request packet.

*Aug 18 22:24:52:883 2015 H3C TACACS/7/send_packet:

version: 0xc0 type: AUTHOR_REQUEST seq_no: 1 flag: ENCRYPTED_FLAG

session-id: 0xe9467887

length of payload: 61

authen_method: NONE priv_Ivl: 15 authen_type: ASCII authen_service: LOGIN

user_len: 6 port_len: 4 rem_len: 0 arg_cnt: 3

arg0_len: 13 arg1_len: 15 arg2_len: 12

user: 123@li

port: vty0

rem_addr:

arg0: service=shell arg1: cmd=system-view

arg2: cmd-arg=<cr>

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply SocketFd receive
d EPOLLIN event.

*Aug 18 22:24:53:010 2015 H3C TACACS/7/recv_packet:

version: OxcO type: AUTHOR_REPLY seq_no: 2 flag: ENCRYPTED_FLAG

session-id: 0xe9467887

length of payload: 6

Status: STATUS_PASS_ADD arg_cnt: 0 server_msg len: 0 data len: 0

server_msg:

data:

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processing authorizati
on reply packet.

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply message successf
ully sent.

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processed authorizatio
n reply message, resultCode: 0.

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: TACACS authorization s
ucceeded.

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processing TACACS stop
-accounting.

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: Dispatching request, P
rimitive: accounting-stop.

*Aug 18 22:24:53:010 2015 H3C TACACS/7/EVENT: PAM_TACACS: Creating request data,
data type: START

*Aug 18 22:24:53:011 2015 H3C TACACS/7/EVENT: PAM_TACACS: Session successfully ¢



reated.

*Aug 18 22:24:53:011 2015 H3C TACACS/7/EVENT: PAM_TACACS: Getting available serv
er, server-ip=192.168.47.1, server-port=49, VPN instance=--(public).

*Aug 18 22:24:53:083 2015 H3C TACACS/7/EVENT: PAM_TACACS: Connecting to server..

*Aug 18 22:24:53:083 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply SocketFd receive
d EPOLLOUT event.

*Aug 18 22:24:53:084 2015 H3C TACACS/7/EVENT: PAM_TACACS: Connection succeeded,
server-ip=192.168.47.1, port=49, VPN instance=--(public).

*Aug 18 22:24:53:084 2015 H3C TACACS/7/EVENT: PAM_TACACS: Encapsulating accounti
ng request packet.

*Aug 18 22:24:53:084 2015 H3C TACACS/7/send_packet:

version: 0xcO type: ACCOUNT_REQUEST seq_no: 1 flag: ENCRYPTED_FLAG

session-id: 0xf8fdfd66

length of payload: 82

flags: STOP

authen_method: NONE authen_service: LOGIN

user_len: 6 port_len: 4 rem_len: 0 arg_cnt:5

arg0_len:9 argl_len: 10 arg2_len: 13 arg3_len: 11

arg4_len: 15

user: 123@li

port: vty0

rem_addr:

arg0: task_id=0 arg1: timezOne=0

arg2: service=shell arg3: priv-lvl=15

arg4: cmd=system-view

*Aug 18 22:24:53:153 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply SocketFd receive
d EPOLLIN event.

*Aug 18 22:24:53:153 2015 H3C TACACS/7/recv_packet:

version: OxcO type: ACCOUNT_REPLY seq_no: 2 flag: ENCRYPTED_FLAG

session-id: 0xf8fdfd66

length of payload: 5

server_msg len: 0 data len: 0 status: STATUS_SUCCESS

server_msg:

data:

*Aug 18 22:24:53:153 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processing accounting
reply packet.

*Aug 18 22:24:53:153 2015 H3C TACACS/7/EVENT: PAM_TACACS: Processed accounting-s
top reply message, resultCode: 0.

*Aug 18 22:24:53:153 2015 H3C TACACS/7/EVENT: PAM_TACACS: TACACS stop-accounting
succeeded.

*Aug 18 22:24:53:153 2015 H3C TACACS/7/EVENT: PAM_TACACS: Reply message successf
ully sent.
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