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Host Server
192.168.1.1 0.10.10.254 111111
loghost
10.10.10.1

SCARUNE TR, PIRIRIER192.168.1.254/24( GigabitEthernet 1/0/1 )i@IZR K i5H GigabitEthernet
1/0/3 tEAHOEBEARM LR, BXEE EEERENAT 444FBT T MHUERIFARI I AOSE R, 7
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1. EeEEISNAT444I08¢
1RO AR SR, BEReRg
GigabitEthernet 1/0/1J0NZTrustigie:

[H3C]security-zone name Trust

[H3C-security-zone-Trust]import interface GigabitEthernet 1/0/1

[H3C-security-zone-Trust] quit

1&GigabitEthernet 1/0/3IAZE|UntrustiE=

[H3C]security-zone name Untrust

[H3C-security-zone-Untrust]import interface GigabitEthernet 1/0/3

[H3C-security-zone-Untrust]quit

BlEUISRAClentE A PRI Clientf it :

[H3CJobject-group ip address Client

[H3C-obj-grp-ip-Server] 1 network subnet 192.168.1.1 24

[H3C-obj-grp-ip-Server] quit

BIIELRLFEIHMNIClient_to_Server:

[H3C]security-policy ip

[H3C-security-policy-ip]rule name Client_to_Server

BB TrustigA9ClientEUntrustEifiIServerfifia) :
[H3C-security-policy-ip-1-Client_to_Server]source-zone Trust
[H3C-security-policy-ip-1-Client_to_Server]destination-zone Untrust
[H3C-security-policy-ip-1-Client_to_Server]source-ip Client
[H3C-security-policy-ip-1-Client_to_Server]action pass

1.2 BRETNZSNAT 4441088

HNRFE, RS HOMINATIBIME, BEMIMEARKR1.1.1.2—1.1.1.10, REIHREER
: 1024——65535, REimARANAS12:

[H3C]nat address-group 0

[H3C-address-group-0]address 1.1.1.2 1.1.1.10

[H3C-address-group-0]port-range 1024 65535

[H3C-address-group-0]port-block block-size 512

[H3C-address-group-0]quit

BENSMN O GigabitEthernet1/0/37EIE FECENAT 444I08¢:

[H3Clinterface GigabitEthernet 1/0/3

[H3C-GigabitEthernet1/0/3]nat outbound address-group 0

[H3C-GigabitEthernet1/0/3]quit

1.3 ISIEENZSNAT 444118%

BB &umitit/9192.168.1.1, FEINWIEIIIRSSERAIPC_ EFFBFTPIRSS2RIRSS. MAMLRREEMARS
2RAGIE), RIS EIERNATEHMER


https://zhiliao.h3c.com/questions/catesDis/419
https://zhiliao.h3c.com/User/other/161

display nat port-block dynamic
Slot 1:
Local VPN  Local IP Global IP Port block Connections
192.168.1.1  1.1.1.5 3584-4095 1
Total mappings found: 1
AILEEISEImAREEE, REENAFME LS, EXE EER T — M ahSiRORSERT, £
Uit BB S ECE b 1.1.1.5093584——40955% [, £Rim ARECHIRT M RIS EFZ BRI LE
i 1T,
BAED IS EEBNATRIE:
dis nat session destination-ip 1.1.1.111 verbose
Slot 1:
Initiator:

Source  IP/port: 192.168.1.1/58946

Destination IP/port: 1.1.1.111/21

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: TCP(6)

Inbound interface: GigabitEthernet1/0/1

Source security zone: Trust
Responder:

Source  IP/port: 1.1.1.111/21

Destination IP/port: 1.1.1.5/3584

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: TCP(6)

Inbound interface: GigabitEthernet1/0/3

Source security zone: Untrust
State: TCP_ESTABLISHED
Application: FTP
Start time: 2018-09-06 23:08:36 TTL: 3596s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1

BLAER, X1.1.1.1110FTPiEE)EERRYE.1.1.5093584 S O/ENEXEE1.1.1.1118921 %0,
S RIAHb I 1 kET X 2 /9192.168.1.1:58946—1.1.1.5:3584,

B EHRLRIHAGIPIAEIE192.168.1. 14265 192.168.1.10, WIERRGKIE EAItIE D EESEHATL:
display nat port-block dynamic

Slot 1:

Local VPN  Local IP Gilobal IP Port block Connections

192.168.1.10 1.1.1.4 5120-5631 1

192.168.1.1  1.1.15 3584-4095 0

Total mappings found: 2

192.168.1.10X MEIR N FEN S ELZIRYglobalitbi21.1.1.4, £fEF512085631SixiAEA M

display nat session destination-ip 1.1.1.111 verbose
Slot 1:
Initiator:
Source  IP/port: 192.168.1.10/58947
Destination IP/port: 1.1.1.111/21
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/1
Source security zone: Trust
Responder:
Source  IP/port: 1.1.1.111/21
Destination IP/port: 1.1.1.4/5120
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/3
Source security zone: Untrust
State: TCP_ESTABLISHED



Application: FTP

Start time: 2018-09-06 23:20:31 TTL: 3590s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1
2 EREEHASNAT 4441188
21 BIEOMAZ2E, MBELZLEE
[E1.1
2.2 FREERASNAT 444:
BIEIR IR0, FHNIRORINE, REIROEE91024-65535, REImORANAS12, FARIMBIL
£192.168.1.1——192.168.1.254, RibitAL&E1.1.1.2—1.1.1.10:
[H3C]nat port-block-group 0
H3C-port-block-group-0]port-range 1024 65535
H3C-port-block-group-0]block-size 512
H3C-port-block-group-0]local-ip-address 192.168.1.1 192.168.1.254
H3C-port-block-group-0]global-ip-pool 1.1.1.2 1.1.1.10
¥ NIEOGigabitEthernet 1/0/3, EREEHZSNAT 444:
[H3Clinterface GigabitEthernet 1/0/3
[H3C-GigabitEthernet1/0/3]nat outbound port-block-group 0
IOUFEFSNAT 444T788
BeE&umitit/9192.168.1.1, EINMIEHIIRSSERAIPC_ EFFIBFTPIRSS 28RS, MR REEmARSS
2RAYIEIE, RIS EIERNATEEHMER
dis nat port-block static
Slot 1:
Local VPN  Local IP Global IP Port block Connections
192.168.1.1 1.1.1.2 1024-1535 1
192.168.1.2 1.1.1.2 1536-2047 0
192.168.1.3 1.1.1.2 2048-2559 0
ALAERIG XIS 4R T FARIBHERglobal AR I ERAVBRET A ER . IZBRET R ER M/NERARIHEHE /N
EIRHS, — R ARIGAR, HMA192.168.1.1E1.11. 11U REREEERILIEEI192.168.1. 155158/
1.1.1.2,
display nat session verbose
Slot 1:
Initiator:
Source  IP/port: 192.168.1.1/26498
Destination IP/port: 1.1.1.111/21
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/1
Source security zone: Trust

[
[
[
[

Responder:

Source  IP/port: 1.1.1.111/21

Destination IP/port: 1.1.1.2/1025

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: TCP(6)

Inbound interface: GigabitEthernet1/0/3

Source security zone: Untrust
State: TCP_ESTABLISHED
Application: FTP
Start time: 2018-09-08 13:45:37 TTL: 3584s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1

ALUEEIN192.168.1.1F1.1.1. 1118958, TRHBUEEEER)91.1.1.2, JRIROM 2649845 /910250

BiRibhHE9192.168.1 2 BNAT &iF:
dis nat session verbose
Slot 1:
Initiator:
Source  IP/port: 192.168.1.2/26499



Destination IP/port: 1.1.1.111/21

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: TCP(6)

Inbound interface: GigabitEthernet1/0/1

Source security zone: Trust
Responder:

Source  IP/port: 1.1.1.111/21

Destination IP/port: 1.1.1.2/1536

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: TCP(6)

Inbound interface: GigabitEthernet1/0/3

Source security zone: Untrust
State: TCP_ESTABLISHED
Application: FTP
Start time: 2018-09-08 13:56:50 TTL: 3585s
Initiator->Responder: 0 packets 0 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1
AIERRIbI R 1.1.1.2, TRimOAM26499%H541536, FERIEIIENRIMRETXRE.
3 BLENAT 444H7E (CLI)
3.1 BRI RT RS-
$5GigabitEthernet 1/0/6JNA\EIDMZig
[H3C]security-zone name DMZ
[H3C-security-zone-Untrust]import interface GigabitEthernet 1/0/6
[H3C-security-zone-Untrust]quit
BT SRHIoghostE & B RSS2 ATHBLE :
[H3C]object-group ip address loghost
[H3C-obj-grp-ip-Client]1 network host address 10.10.10.1
[H3C-obj-grp-ip-Client] quit
BIELZLHIEHINITo_loghost:

[H3C]security-policy ip
[H3C-security-policy-ip]rule name to_loghost
HiBLocaligFIDMZigloghosthdifia):
[H3C-security-policy-ip-2-to_loghost]source-zone Local
[H3C-security-policy-ip-2-to_loghost]destination-zone DMZ
[H3C-security-policy-ip-2-to_loghost]destination-ip loghost
[H3C-security-policy-ip-2-to_loghost]action pass
3.2 ERENAT 444 EThgE:
FFENATHEIRE:
[H3C]nat log enable
FENATHESE B EHMRRIERE:
[H3C]nat log flow-begin
[H3C]nat log flow-end
BCENAT 444imO3R5 B A EI08E:
[H3C]nat log port-block-assign
BCENAT 444i%RE B EIHEE:
[H3C]nat log port-block-withdraw
3.3 B ERHEN TR BETRSSE:
FEREREIEE:
[H3C]customlog format nat cmcc
REREATIRS/EN:
customlog host 10.10.10.1 export cmcc-sessionlog
RERIER S A HAYRZE b :
[H3C]customlog host source GigabitEthernet 1/0/6
3.4 ISIENAT 444 HETNEE
SR EECESS, FiEELBIRS 28A9EH10.10.10.1_EFFEWiresharkilie, HMEFIRGKIEEEL
ORRE. ELRmAREIRSSERANEE, SAREREIRIEZudp.port ==514, FiEHIRE~ENBEE,
BANEREP—RZMRE, WTFEF7R, 78192.168.1.2:26500i5811.1.1.111:21, #MYEELE6 (TCP
) o EEPIXEEIRIIREEE 1 1.1, 20 91537,



THHF) RIBE) WEV) BESG) IO HITA) HINS) BIEY) FEW)
A0 LORG R« EFILEARQT

(o, port =514 =] B+
Protocsl Lergth Info
Syslog 173 LOCAL1.INFO: 1 10.10.10.254 2018 Sep @8 16:05:18 H3C - NATA44:Sessionk 1535415219‘153MZZ71§|1§Z.15§.1.Z‘254.
Syslog 164 LOCAL1.INFO: 1 10.18.10.254 2018 Sep @8 16 20 H3C - NAT444:SessionA 1535422721‘6|192.16341.Z|Z6SBB|1.1.14.
syslog 167 LOCALL.INFO: 1 10.10.10.254 2018 Sep 08 16:05:30 H3C - NATA44:SessionA 1536422730]0]192.168.1.2[26501[1.1.1...
syslog 176 LOCALL.INFO: 1 10.10.10.254 2018 Sep 08 16:05:32 H3C - NATA44:Sessionk 1536422730]1536422732[192.168.1.2|265..

‘ i i

> Frame 27: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)
» Ethernet I, Src: 24:e8 4:¢8:16:92:01:0), Dst: 30:C5:08:13:04:05 (30
> Internet Protocol Version 4, Src: 10.10.10.254 (10.10.10.254), Dst: 10.10.10.1 (10.10.10.1)
» User Datagram Protocol, Src Port: 514, Dst Port: 514
4 syslog message: LOCAL1.INFO: 1 10.10.10.254 2018 Sep @8 16:05:20 H3C - NAT444:SessionA 1536422721|0|192.168.1.2|26500|1.1.1.2|15371.1.1.111|21|6
1000 1... = Facility: LOCALL - reserved for local use (17)
... 2110 = Level: TNFO - informational (6)
Message: 1 10.10.10.254 2018 Sep 08 16:05:20 H3C - NATA4d:SessionA 1536422721|0]192.168.1.2|26500[1.1.1.2(1537|1.1.1.111| 21 |6

BCE R
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