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% Loop0:2.2.2.2

VAM:10.152.42.93

HUB:17.31.254.8
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% Loop0:1.1.11 % Loop0:3.3.3.3
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EBMSR3620fDVPN HUBFIVAM Server, 733z sfFFComware v5AISR6608F1ICG2000f#SpokefIV
AM client, SpokefIHUBBENEEIZIVPN, ATHIERS, FFAIPSeciRIFVPNEURTR. FAMEEHIEIZO
SPFEmIF.

MSR3620ft&

#ECE RO

interface LoopBack0

ip address 2.2.2.2 255.255.255.255

#

interface GigabitEthernet0/0

ip address 10.153.42.93 255.255.255.0

#EL B VAMBRS: 28domain 9123, 1§Ehubitiiitn172.31.254.8, spokefytthiibifiialA172.31.254.0 172.
31.254.255,

vam server advpn-domain 123 id 1
pre-shared-key cipher $c$3$pd9Imir37LpNvYevgHk+RfUNRkyoxA==
authentication-method none
server enable
hub-group 0
hub private-address 172.31.254.8
spoke private-address range 172.31.254.0 172.31.254.255

#ELBvamBZBFinAFRhangzhou, IEEIEMAIRSSE8/910.153.42.93
vam client name hangzhou

advpn-domain 123

server primary ip-address 10.153.42.93

pre-shared-key cipher $c$3$BPfl3/wjrPgLJaFNbkag6bH/CFAAFA==
client enable

#EgEospf, {#F8Eloop0Fdtunneld.
ospf 1

area 0.0.0.0

network 2.2.2.2 0.0.0.0

network 172.31.254.8 0.0.0.0

#ECEikeZTAHE, E/9dvpn

ike keychain dvpn

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3%$/BzI9UelR8cTXqq9Azx2DIVDnLcANw==
#EcEike profile, XEXZRIECEAIZTHHE

ike profile dvpn

keychain dvpn
#ECEIPSectELe
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ipsec transform-set dvpn
encapsulation-mode transport
esp encryption-algorithm des-cbc
esp authentication-algorithm shat
#
ipsec profile dvpn isakmp
transform-set dvpn
ike-profile dvpn

#ECEtunneld, OSPFRILEIEEYSEEP2mp, XKEXIPSecilg, 4FEvam client{FEaEFRAET,
interface Tunnel1 mode advpn gre

ip address 172.31.254.8 255.255.255.0

ospf network-type p2mp

source GigabitEthernet0/0

tunnel protection ipsec profile dvpn

vam client hangzhou compatible advpnO

HECE RN ERIERSMRRIR

ip route-static 0.0.0.0 0.0.0.0 10.153.42.1

ICG2000EE

#ECEEBRE

interface Ethernet0/0

port link-mode route

ip address 10.153.42.74 255.255.255.0
#

interface LoopBack0

ip address 3.3.3.3 255.255.255.255
#Ei&Bvam client, #pf&Jgshanghai, IEEARSSEE910.153.42.93, vpniEZFRAIMSR3620 advpn-doma
in—%g,

vam client name shanghai

client enable

server primary ip-address 10.153.42.93
vpn 123

pre-shared-key simple 123

#|PSectBXALE

ike peer dvpn

pre-shared-key simple 123
#

ipsec proposal dvpn

encapsulation-mode transport

esp authentication-algorithm shat
#

ipsec profile dvpn

ike-peer dvpn

proposal dvpn
#EEBtunnel], OSPFRIREEUETEP2mp, F*EXIPSecsElg, 48Evam client,
interface Tunnell

ip address 172.31.254.10 255.255.255.0
tunnel-protocol dvpn gre

source Ethernet0/0

ospf network-type p2mp

ipsec profile dvpn

vam client shanghai
#ELEBOSPF, {$AEloop0dFdtunneld,
ospf 1

area 0.0.0.0

network 3.3.3.3 0.0.0.0

network 172.31.254.10 0.0.0.0
#ECEFREINIRKAIEIARR

ip route-static 0.0.0.0 0.0.0.0 10.153.42.1

SR6608HEIE



#ECEREOIME

interface LoopBack0

ip address 1.1.1.1 255.255.255.255

#

interface GigabitEthernet0/0/0

ip address 10.153.42.121 255.255.255.0

#EcBvam client, #&Abeijing, EEIRSZEEI10.153.42.93, vpnifiZZFRFIMSR3620 advpn-domai
nE—

vam client name beijing

client enable

server primary ip-address 10.153.42.93

vpn 123

pre-shared-key cipher $c$3$Y24eXo6wWvzRLpL5FBaNUh/ewGcE1Q==

#ECEIPSectBXEE

ike peer vam

pre-shared-key cipher $c$3$cw8tajh61/67q11FiwF4js4l2cg+7g==
#

ipsec transform-set vam
encapsulation-mode transport
transform esp

esp authentication-algorithm shai

esp encryption-algorithm des
#

ipsec profile vam

ike-peer vam

transform-set vam
#EgEtunneld, OSPFRLEEANETEP2mp, KEXIPSectkRg, 4fEvam client,
interface Tunnell

ip address 172.31.254.1 255.255.255.0
tunnel-protocol dvpn gre

source M-GigabitEthernet0/0/0

ospf network-type p2mp

ipsec profile vam

vam client beijing
#ECEOSPF, fshEloop0OFtunnel .
ospf 1

area 0.0.0.0

network 172.31.254.1 0.0.0.0

network 1.1.1.1 0.0.0.0
#IECEFREINRRAIEOATR

ip route-static 0.0.0.0 0.0.0.0 10.153.42.1
#
LERRISIE
<MSR3620>disp vam ser add
ADVPN domain name: 123
Total private address mappings: 3

Group  Private address Public address Type NAT Holding time
0 172.31.254.1  10.153.42.121 Spoke No 1H 17M 48S

0 172.31.254.8 10.153.42.93 Hub No 1H23M 12S

0 172.31.254.10 10.153.42.74 Spoke No 1H 22M 53S

<H3C>ping -a2.2.2.21.1.1.1

Ping 1.1.1.1 (1.1.1.1) from 2.2.2.2: 56 data bytes, press CTRL_C to break
56 bytes from 1.1.1.1: icmp_seq=0 ttl=255 time=0.528 ms

56 bytes from 1.1.1.1: icmp_seq=1 ttl=255 time=0.452 ms

56 bytes from 1.1.1.1: icmp_seq=2 ttl=255 time=0.456 ms

56 bytes from 1.1.1.1: icmp_seq=3 ttl=255 time=0.412 ms

56 bytes from 1.1.1.1: icmp_seq=4 ttl=255 time=0.423 ms

--- Ping statistics for 1.1.1.1 ---

5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 0.412/0.454/0.528/0.041 ms
<H3C>ping -a2.2.2.2 3.3.3.3



Ping 3.3.3.3 (3.3.3.3) from 2.2.2.2: 56 data bytes, press CTRL_C to break
56 bytes from 3.3.3.3: icmp_seq=0 ttl=255 time=1.978 ms
56 bytes from 3.3.3.3: icmp_seq=1 ttl=255 time=1.945 ms
56 bytes from 3.3.3.3: icmp_seq=2 ttl=255 time=1.884 ms
56 bytes from 3.3.3.3: icmp_seq=3 ttl=255 time=2.221 ms
56 bytes from 3.3.3.3: icmp_seq=4 ttl=255 time=2.198 ms

--- Ping statistics for 3.3.3.3 ---

5 packets transmitted, 5 packets received, 0.0% packet loss

round-trip min/avg/max/std-dev = 1.884/2.045/2.221/0.138 ms

1. MSR G2f1V5i&#&#2:7DVPNATtunnel4fEvam client At445if8EF3 compatible advpn0, 9RiE 75
T, debugBlLABEIRI TR,

<MSR3620>debugging advpn all

*Jan 17 18:10:25:657 2015 H3C ADVPN/7/EVENT: Compatibility was not configured.

2. MSR G2fJadvpn-domainZ#RF1V5 VAM client FECE T VPNIsZ{RIE—E,
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