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<H3C> system-view

[H3C] port-security enable
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[H3C] port-security timer autolearn aging 30
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[H3C] interface GigabitEthernet 1/0/1

[H3C-GigabitEthernet1/0/1] port-security max-mac-count 1
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[H3C-GigabitEthernet1/0/1] port-security port-mode autolearn
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[H3C-GigabitEthernet1/0/1] port-security intrusion-mode disableport-temporarily
[H3C-GigabitEthernet1/0/1] quit

[H3C] port-security timer disableport 30
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[H3C]display port-security interface gigabitethernet 1/0/1
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Global port security parameters:
Port security : Enabled
AutoLearn aging time : 30 min
Disableport timeout :30s

MAC move : Denied
Authorization fail  : Online
NAS-ID profile : Not configured

Dot1x-failure trap  : Disabled
Dot1x-logon trap : Disabled
Dotix-logoff trap  : Disabled
Intrusion trap : Disabled
Address-learned trap : Disabled
Mac-auth-failure trap : Disabled
Mac-auth-logon trap : Disabled
Mac-auth-logoff trap : Disabled
OUl value list

GigabitEthernet1/0/1 is link-up
Port mode : secure
NeedToKnow mode : Disabled
Intrusion protection mode  : DisablePortTemporarily
Security MAC address attribute

Learning mode : Sticky
Aging type : Periodical
Max secure MAC addresses 1

Current secure MAC addresses : 1
Authorization : Permitted
NAS-ID profile : Not configured

ALIERIROMNSEAZEMACE A1, OE HautoLearn, NE{RIFEI/EIDisablePortTemporarily,
NRRERIHOZANER0F, EIRHIMACHIEERIB BRGSExR, NFEIZEN, BAEHE
K £MACHEHEE 1

AILATE IR ARE T Fdisplay thisth SEEF I EIRIMACHELE, 21T :

[H3C-GigabitEthernet1/0/1]dis this

#

interface GigabitEthernet1/0/1

port link-mode bridge

combo enable copper

port-security intrusion-mode disableport-temporarily

port-security max-mac-count 1

port-security port-mode autolearn

port-security mac-address security sticky 1435-83d6-0306 vlan 1
#
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<H3C> display interface gigabitethernet 1/0/1

gigabitEthernet1/0/1 current state: DOWN ( Port Security Disabled )

IP Packet Frame Type: PKTFMT_ETHNT_2, Hardware Address: 0023-8927-ad7d
Description: GigabitEthernet1/0/1 Interface ......
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[H3C-GigabitEthernet1/0/1] display interface gigabitethernet 1/0/1

GigabitEthernet1/0/1 current state: UP

IP Packet Frame Type: PKTFMT_ETHNT_2, Hardware Address: 000f-cb00-5558

Description: GigabitEthernet1/0/1 Interface

AT, gni@idEs<$undo port-security mac-address securityFailfR L EMACHIIEE, wO%Se
RIS EFIRE HautoLearn, BILAYAERZSIMACHENE



	交换机如何配置端口安全？
	组网及说明
	问题描述
	过程分析
	解决方法


