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1. BELE

1. MSR V52828
# EE—MhEEHEpIR, EXHFRM192.168.1.0/245FM172.16.1.0/24 TR,
<H3C>system-view
[H3C]acl number 3000
[H3C-acl-adv-3000]rule 0 permit ip source 192.168.1.0 0.0.0.255destination 172.16.1.0
0.0.0.255
[H3C-acl-adv-3000]quit
# ECEACL 3001, FIFHMMOBENATSIA, BilkIPSecEUBMMNATI TR,
[H3Clacl number 3001
[H3C-acl-adv-3001]rule 0 deny ip source 192.168.1.0 0.0.0.255 destination 172.16.1.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip
[H3C-acl-adv-3001]quit
[H3Clike local-name v5 /[EEEAIHTZLMEHZF
# B —SRIKEIRI
[H3C]Jike proposal 1
[H3C-ike-proposal-1]authentication-algorithm md5 /A5 IKEXRINERINAEES£IMD5
[H3C-ike-proposal-1]encryption-algorithm 3des-cbc  /AEEIKEIRI(FERAIINZEE L I3des-cbe
[H3C-ike-proposal-1]quit
# LB IPsecR RIS,
[H3Clipsec transform-set v5
[H3C-ipsec-transform-set-v5]encapsulation-mode tunnel
[H3C-ipsec-transform-set-v5] transform esp
[H3C-ipsec-transform-set-v5] esp encryption-algorithm 3des //ESPHMYSEFBRINNZEE L 93des
[H3C-ipsec-transform-set-v5]esp authentication-algorithm md5 /ESPIHYZEEAIAIEE;£Zmd5
[H3C-ipsec-transform-set-v5]quit
# SRR IKERTEE(R
[H3Clike peer v5
[H3C-ike-peer-v5lexchange-mode aggressive /BtEIKESE— AN EER HEFERiEl
[H3C-ike-peer-v5]pre-shared-key 123456  //FBFIt=23F4
[H3C-ike-peer-v5]proposal 1 13| FAIKEZ 21811
[H3C-ike-peer-v5lid-type name  /AEIRIKESE—MERAUIHETS IR AIDAYZER Aname
[H3C-ike-peer-v5]remote-address 2.2.2.2  /EEN imZ £ MAAIIPHELE, HEEINHZEHIL
(el
[H3C-ike-peer-v5lremote-name v7 /BN SiHLEMEXHEF
[H3C-ike-peer-v5local-name v5  /EEEARHEZEMINEZF, BHEZBIBCE ke local-nam
e
[H3C-ike-peer-v5]quit
# BIE—KIPSec 2R, A= Aisakmp,


https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/23559

[H3Clipsec policy v5 1 isakmp

[H3C-ipsec-policy-isakmp-v5-1]security acl 3000 //3|FHZL£ACL
[H3C-ipsec-policy-isakmp-v5-1like-peer v5 /5 |FHIKEXIZER
[H3C-ipsec-policy-isakmp-v5-1]transform-set v5  //3|FHIPSecRZE1EIN
[H3C-ipsec-policy-isakmp-v5-1]quit

# £, MZEOGigabitEthernet 0/1_E N FHIPSecZ £ 58,

[H3Cl]interface GigabitEthernet 0/1

[H3C-GigabitEthernet0/1]ipsec policy v5

[H3C-GigabitEthernet0/1]nat outbound 3001
[H3C-GigabitEthernet0/1]quit

[H3C]ip route-static 0.0.0.0 0.0.0.0 dialer X IFRINEIARAIERSESH, O 9LFRDialertk
S0

. MSR V7E&H28
# BE—MAEEHFIR, EXBETFM172.16.1.0/24KFR192.168.1.0/24R9 BRI,
<H3C>system-view
[H3C]acl advanced 3000
[H3C-acl-ipv4-adv-3000]rule 0 permit ip source 172.16.1.0 0.0.0.255 destination 192.168.1.0 0.0.
0.255
[H3C-acl-ipv4-adv-3000]quit
# ECEACL 3001, FIFHMMOBENATSIA, BiLlkIPSecEUBMMNATI T R,
[H3C]acl advanced 3001
[H3C-acl-ipv4-adv-3001]rule 0 deny ip source 172.16.1.0 0.0.0.255 destination 192.168.1.0
0.0.0.255
[H3C-acl-ipv4-adv-3001]rule 1 permit ip
[H3C-acl-adv-3001]quit
# BUEE—SRIKERRI
[H3CJike proposal 1
[H3C-ike-proposal-1]authentication-algorithm md5 /ASEIKEIZRNERAPAIEES X AIMDS5, B &
TS V5iH—E
[H3C-ike-proposal-1]encryption-algorithm 3des-cbc  /AEEIKEIRI{FERAIIIZEE L 93des-cbe
, ECBERIRSVSin—E
[H3C-ike-proposal-1]quit
[H3CJike identity fqdn v7 ERE A HFQDNZ R
#BIZZIKE keychain, R F it EE, ECER%0.0.0.0MLACETA.
[H3Clike keychain v7
[H3C-ike-keychain-v7]pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123456  //IttAbERE
TR = SRR S Vi KEXS A E TR BRI =2 E1ER
[H3C-ike-keychain-v7]quit
# BIFEFFECEIKE profile, BFRAVT,
[H3Cl]ike profile v7
[H3C-ike-profile-v7]keychain v7 /3| FA_LEACERkeychain
[H3C-ike-profile-v7]exchange-mode aggressive //FiEIKEE—MERHID AR NEF RIS
[H3C-ike-profile-v7]local-identity fqdn v7  /ELBARHSHEE
[H3C-ike-profile-v7]match remote identity fqdn v5 /A4S EEEILE X inE 525 IFQDN, BY
{Bv5
[H3C-ike-profile-v7]proposal 1 //3|FBZ BIBCEIKERRIY
[H3C-ike-profile-v7]quit
# BLEBIPsecRERINV7,
[H3Cl]ipsec transform-set v7
[H3C-ipsec-transform-set-v7]encapsulation-mode tunnel
[H3C-ipsec-transform-set-v7] esp encryption-algorithm 3des-cbc  //ESPIMYRERININIEZE L
J93des-cbc
[H3C-ipsec-transform-set-v7] esp authentication-algorithm md5 //ESPHYSRABRIAIEESEAm
d5
[H3C-ipsec-transform-set-v5]quit
# BE—MEREEA, IRFS IR SRISER,
[H3Clipsec policy-template 1 1
[H3C-ipsec-policy-template-1-1]transform-set v7 /A5%E5 |FHlipsecZE1RIN
[H3C-ipsec-policy-template-1-1]security acl 3000 //5|FHZ4£ACL
[H3C-ipsec-policy-template-1-1]ike-profile v7 /4875 |FHIIKE profile
[H3C-ipsec-policy-template-1-1]quit
# 5| FHIPSecsRIgIENR1, BUEEBZFApolicy v7. INFSA1HIIPsecREkRE.
[H3C] ipsec policy v7 1 isakmp template 1
# TEHE M GigabitEthernet0/1_E R FBIPsecZ L 55 1%
[H3Clinterface GigabitEthernet 0/1
[H3C-GigabitEthernet0/1]nat outbound 3001



[H3C-GigabitEthernet0/1]ipsec apply policy v7

[H3C-GigabitEthernet0/1]quit

[H3Clip route-static 0.0.0.0 0.0.0.0 X.X.X.X  /AFINEIAMAEESIEH, HPXXXXIBEEAR
FEORIRKIE

E: BETRZE, BRSHENRENE, AETIPSechiE,
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