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1.CisCoRIEHELE :

aaa new-model

aaa authentication dot1x default group radius

aaa authorization network default group radius

aaa accounting dot1x default start-stop group radius
aaa accounting network default start-stop group radius
aaa nas port extended

aaa server radius dynamic-author
//TE NS ENRE

client 172.16.1.88 server-key imc
server-key imc

port 3799

auth-type session-key

ignore session-key

ip device tracking probe use-svi
ip device tracking
dot1x system-auth-control

radius-server attribute 44 include-in-access-req

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req

radius-server attribute 25 access-request include

radius-server attribute 11 default direction in

IFFFEACLTATHRE

radius-server host 172.16.1.88 auth-port 1812 acct-port 1813 key imc

ip access-list extended test3

BB T RRIACLKIZnames T, AIFHF
deny ip any host 192.168.1.1
//BH9HE192.168.1. 1R AR

permit ip any any

IFELRERRAT

interface FastEthernet0/1

switchport mode access

authentication host-mode multi-auth
authentication port-control auto

dot1x pae authenticator
spanning-tree portfast

2.iMC UAMELE :
iIMC UAMIZFRIEEECERIR], (BLATRAEERSRIFR:
1) RIHENREITEILE Cisco (General) "I ERESEM";
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BRINDEBIE, Ciscorsit MMEMSS: show authentication interface FO/1BIRI BEIZIZZHIAIE

&5, HEFilter-IDFEE FAKACLES, MLEBAACL AR,
C3560#show authentication sessions interface £0/1
Interface: FastEthernet0/1
Tﬁg Address: aQﬂE.QSZQ.%SZd
IF Address: 172.16.1.1
User-Name: haha
Status: Authz Success
Domain: DATA
Security Policy: GShould Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both

Authorized By:

kuthentication Server

Filter-Id: testa
Session timeout: N/A
Idle timeout: N/&
Common Session ID:  A31304370000000E002EF102
Acct Session ID:  Ox000000Z2
Handle: O0xECO0000F
Furmable methods list:
Nethod State
dotlx futhe Success
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