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1) #bNdevice group: H3C-IPS

il -
cisco Cisco Secure Al

acsadmin  acs5(Primary) ¥ =T =3

Network Devics Groups » Devics Type > Edit: "Device Type:All Device Types:H3CIPS"

Device Group - General

| |« Name:  [hscips

Device Type Description:
7 Parent:

= BB

|AII Device Types

2) ZNNIPS, J&Fdevice group: H3C-IPS


https://zhiliao.h3c.com/questions/catesDis/405
https://zhiliao.h3c.com/User/other/16707

acsadmin  acs5 (Primary)

.::|I|s.‘|:|°|. Cisco Secure ACS

‘71 Network Resources

z Name: “ps

Description: ‘ |
Network Device Groups
Network Devices and AAA Clients [Location | Locatons =
[|Device Type | [Al Device TypesH3C-IPS |[ select |
1P Address Authentication Options
Single IP IP Range(s) IPRange » TACACS+ []
® L O
Address By Mask (s) ~ RADIUS

192.168.0.253
[ EEEE | -
CoA port | 1700

[] Enable Key'Wrap

Key Encryption Key:

Message Authenticator Code Key:

Key Input Format ~ ASCIl ® HEXADECIMAL
‘Security
‘Group
L Access |
(SGA)

3) #shNidentity groups: h3c_ro, RiEKEBTIZHE

vl acsadmin  acs6 (Primary)

cisco Cisco Secure ACS

General
z¢ Name: h3c_ro|
Identity Groups: Description: |

+' Users and Identity Stores

¢ Parent: |Al| Broups
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acsadmin  acs5 (Primary)

'::Illsl;.lc:' Cisco Secure ACS

# Name: h3c_rw
! [
5 Parent ‘Ajl Groups
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P fMusers: h3cro, FIEPR, BFH4Eh3c_ro, h3crw, RiERPR, BFHHEN3C_rw,
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acsadmin  acs5 (Primary)

b

- General
s, # Name: [hacro | Status: [Enabled v] ©

Descripton: | \
% Identity Group: |All Groups:h3c_ro J| selest [']
Password Information Enable Password Information
Password must: Password must:

* Contain 4 - 32 characters + Contain 4 - 32 characters

1 Password  |Intemnal Users | Enable Password:

I
RS Select Confirm Password: [
= Pasovars
Pagy [ ]
Password:
(] Change password on next login

User Information
There are no additional identity attributes defined for user records

® = HEFH

acsadmin  acsh (Primary) &4 %T

Internal Idenfity Stores > Users > Create

General
Users and Identity Stores 2 Name: [n3crw | status: [Enabled v| @
Description: [ |
[¢ 1dentity Group: [All Groups:h3c_rw [ select | ]
Password Information Enable Password Information
Password must: Password must:
+ Contain 4 - 32 characters + Contain 4 - 32 characters

s Password | Intemal Users | Enabls Password:

Type: Select Confirm Password:
< Pasmors

Fasortsemeer ]

Password:

() Change password on next login

User Information
There are no additional identity attributes defined for user records
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acsadmin  acsS (Primary)

alvaln ’
cisco Cisco Secure ACS
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stfuanfns scsadmin  aceb (Primary)
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cisco Cisco Secure ACS

oVendor AtrbutelD: (28|

System Administration Direction: BOTH "
Multiple Allowed: [False ]
[l Inciude attribute in log

Attribute Type
r———
o vave

| Addv || EditA | ReplaceV || Delete |
ID Value

ACCESS
Monitor ~
Ial

b

Attribute Configuration
[ Add Policy Condition

Policy Condtion Display Name: |

vl . scssdmin
cisco Cisco Secure ACS

General | Common Tasks | RADIUS Aftributes |

= Name: H3C-IPS-Level3

o |

ey caid

acs5 (Primary)

vl -
cisco Cisco Secure ACS

| | General | Common Tasks | RADIUS
Common Tasks Attributes
[ Atirbute Type Vaiue

[Ladsan || Edtv |[Repiacen | Detete |

Dictionary Type: | RADIUS-H3C-PS |
© RADIUS Attibute:  [hdc_Exec_Privilege || Select |
= Atrbule Type:  [E — 1

Altriute Value: | Static v
o [ |[Serect]
ERrs- =)
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Enum Name
Access

Monitor

IManager
Administrator 3

acsadmin  acs5 (Primary)

alvaln -
cisco Cisco Secure ACS

8) fliauthentication policy, customize conditionsi®&#%: identity groupflldevice type, customize re
sultsiEiFauthorization profiles,

scsadmin  acsS [Primary)

1 [T [T .
cisco Cisco Secure AC

0
Eap Tunnel Building Method
End Station Filter

Customize Results

Available;
[Secunty Group

™ [ Default If no rules defined or no enabled rule matches.  Permit Access 1]

| Creals. |~ | Duplcate. | ~ _r-_c:l‘i Delete | [ A [133 ]v Customize || Hit Count

9) liEauthentication policy
identify group=h3c_ro, device type=H3C-IPS, #ZFlevel 11K,

S h3croREIPS leve 1iX[R,
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cisco Cisco Secure AC

acsadmin  acs (Primary)

Status: [ Enabled _ v| @

The Customize button in the lower right area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions
Identity Group: [ in V]Aﬂ Groups test_RO
NDG:Device 'm;e;[in v]M Device Types:H3C-IPS

‘You may select multiple authorization profiles. Afiributes
defined in multiple profiles will use the value from the first
profile defined.

identify group=h3c_rw, device type=H3C-IPS, Z¥level3tR,
KEh3crwifl G IPSEREINR.

alien]i ‘7’ ecssomm T ot iy S
cisco Cisco Secure AC

Access Policies > Access Senices > Defaull Network Access > Authorization

Name: |H3C-PS-RW | |status: [Enabled  w| @

The Customize button in the lower Tight area of the policy rules screen controls which policy
conditions and results are available here for use in policy rules.

Conditions.
Identity Group: | /| All Grougs-test_RW |
NDG:Deviee Type:[in___ “/]All Device Types HICPS | [ setect |

You may select multiple authorization profiles. Attributes
defined in multiple profiles will use the value from the first
profile defined.




afiafne f acsadmin  acsh (Primary) i HF %
cisco Cisco Secure AC

v Maten it [Equais ]| | [ Ciear Fiter 'v

Conditions Results.
LS Hama Identity Group NDG:Device Type Authorization Frofies |

1 [0 © HICIPSRO inAlGroupsitest RO in All Device TypestH3C-IPS  HIC-IPS-Levelt
HIC-PS-

= e ’RW in All Groups:test_RW  in All Device Types:HIC-IPS  H3C-IPS-Level3

1) HKSh3croEfs, HFHlevel11R
2) HEh3crwEfk, FBlevel3t R

&} Ars w3l FRHiA BiihHEE BRI wikpt  EE
hacrw LEVEL3 2014-12-08 16:38:07 2014-12-08 16:38:18 RADIUS Lo
O h3ero LEVELL 2014-12-08 16:37:20 2014-12-08 16:38:03 RADIUS i
|

—. IPS RadiustAEEMHEE
[User Defined Vendor]
Name=H3C
IETF Code=2011
VSA 29=h3c_Exec_Privilege
[h3c_Exec_Privilege]
Type=INTEGER
Profile=IN OUT
Enums=h3c_Exec_Privilege-Values
[h3c_Exec_Privilege-Values]
0=Access
1=Monitor
2=Manager
3=Administrator
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