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ZRRHBE=ADX, BEFEN, AR DXEEEE, WHIER, EREE=17XA, IKESA
FPSec SAIREIEREREY, . FAMEHtESER, EVSNE,

BEBFISE =D ST RBURIMOT

LO: 192.168.15.254/32----- /A EZBSRE6------/ g ------- 5ZMSR----L0: 172.16.10.254/32

Hrp, {#ALoopback0iEHIFIRAIFARIMELIE, FikLoopbackOitEit B pingANiE.

HISISRER, Wi, BMISUTIANSRRHESRARER:
1. MMSRflITFLoopback0 ping SEBSRE6MIL0, LATEREINSR66WEITi%IPSeciiRsZ, EiRBEIE
IPSeciR3Z,

dis ipsec statistics tunnel-id 17

Connection ID : 17

the security packet statistics:
input/output security packets: 7/0 /IR RIKEIT 7MNPSeciizSC
input/output security bytes: 616/0
input/output dropped security packets: 0/0
dropped security packet detail:
not enough memory: 0
queue is full: 0
authentication has failed: 0
wrong length: 0
replay packet: 0
packet too long: 0
wrong SA: 0
MMSR_Eping -a 172.16.10.254 192.168.15.254, 5/M&:
dis ipsec statistics tunnel-id 17

Connection ID : 17

the security packet statistics:
input/output security packets: 12/0 /ASINIEINT 54, 304
input/output security bytes: 1056/0
input/output dropped security packets: 0/0
dropped security packet detail:
not enough memory: 0
queue is full: 0
authentication has failed: 0
wrong length: 0
replay packet: 0
packet too long: 0
wrong SA: 0
2. TESR66HIAMOH A M Firewall :
#
acl number 3999
rule 0 permit ip source 172.16.10.0 0.0.0.255 destination 192.168.15.0 0.0.0.255
rule 5 permit ip source 192.168.15.0 0.0.0.255 destination 172.16.10.0 0.0.0.255
#
dis firewall-statistics interface g3/2/6
Interface: GigabitEthernet3/2/6
Out-bound Policy: acl 3999
From 2013-04-11 16:46:58 to 2013-04-11 17:50:58
27 packets, 2268 bytes, 0% permitted, //FHAGEITZEI27TME,
0 packets, 0 bytes, 0% denied,
140902 packets, 89998909 bytes, 100% permitted default,
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0 packets, 0 bytes, 0% denied default,
Totally 140929 packets, 90001177 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.
SR66 ping MSR imFARIHbE :
ping -a 192.168.15.254 172.16.10.254
PING 172.16.10.254: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 172.16.10.254 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss
N TFERB X ESTHE SR ISRE6MSEEE T, {BMg3/2/6/R HENEIREEIPSeciZ :
dis firewall-statistics interface g3/2/6
Interface: GigabitEthernet3/2/6
Out-bound Policy: acl 3999
From 2013-04-11 16:46:58 to 2013-04-11 17:51:38
32 packets, 2688 bytes, 0% permitted, /FCEZACL 3999H9E1 144 T 54
0 packets, 0 bytes, 0% denied,
141111 packets, 90051714 bytes, 100% permitted default,
0 packets, 0 bytes, 0% denied default,
Totally 141143 packets, 90054402 bytes, 100% permitted,
Totally 0 packets, 0 bytes, 0% denied.
3. SNV SHRIIICED 7R, (BB 1ESRE6HIIPSeciRENMEIR? FJMHEERE—NREIPSec
BXECE:
#
ipsec policy loncin 1 isakmp
security acl 3000
ike-peer gz
proposal cp1

ipsec policy loncin 2 isakmp
security acl 3001

ike-peer hn

proposal hn

ipsec policy loncin 3 isakmp BE=ADERE
security acl 3004
ike-peer hnlx
proposal def
#
acl number 3004
rule 0 permit ip source 192.168.15.0 0.0.0.255 destination 172.16.10.0 0.0.0.255
rule 5 permit ip source 192.168.15.0 0.0.0.255 destination 172.16.11.0 0.0.0.255
Fitt, BB, I, IR T acl 3001 FE—RKEFIEMEE: rule 40
acl number 3001
rule 0 permit ip source 192.168.130.0 0.0.0.255 destination 192.168.17.0 0.0.0.255
rule 5 permit ip source 192.168.15.0 0.0.0.255 destination 192.168.17.0 0.0.0.255
rule 15 permit ip source 192.168.192.0 0.0.0.255 destination 192.168.17.0 0.0.0.255
rule 20 permit ip source 192.168.15.0 0.0.0.255 destination 172.16.2.0 0.0.0.255
rule 25 permit ip source 192.168.130.0 0.0.0.255 destination 172.16.2.0 0.0.0.255
rule 30 permit ip source 192.168.192.0 0.0.0.255 destination 172.16.2.0 0.0.0.255
rule 35 permit ip source 192.168.15.254 0 destination 172.16.2.0 0.0.0.255
rule 40 deny ip
ARSI 5 FIIACL, SXE=ADIEMFIBA?
EREBETEM. BXE, H3C Comware V5FEHIIRHE, ECEIPSec ACLAJEIR, BEERIFHAR
B, HEBRENIpermit;, FMEFIREREESdeny, BN, denyBIACLEFIMEEAITS, S5
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