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wlanfZN  802.1X 7%  2015-10-22 K%

IEEE802 LAN/WANZ R NRRTCLBIHIMME LM, 2H 7802, 1xtMY, f&3K, 802.1x
A ER B RIGE O R— N E B NSRRI 2R, FERRIAKM AR
LR HEERE,

802. 1xtMYE—FETFImORMEZENEEIIMY (Port Based Network Access Control) , “BEF
RO 2RI BRI NIRE i OIX— RS FHE A B IR S T AR ES

. EEmRO_ ENRFRENREEDIAE, MAILORREEMPRRER; WRAEEEIAIL,
MIFEiEi7s A S R R,

IMCHR %525

172.17.800

192.168.0.1 192.168.0.100

Ao ld
U

AP: WA4320H-ACN
G102

20M.11 AC: WX3010E

AECEZGIFR, FERAWX3010E/EATLIRHIZE, IRASHIWX3000-CMW520-R3509P44 , HIER
KRAS2COMWAREV500R002B109D039, WA4320H-AGNIEARAP, imclRSSS:/E79802.1x, ACHE
JIAPRIX (vlan-interface1:192.168.1.100/24) HEZEDHCP server AP/ ECIPHELE/9192.168.0.1,

—. AP{UECE
i APIEMR EZ EiEiE TelnetZIAP L {TECE.
# BEESEONPHNE (B) .
system-view
# BB dot xATAIEIEAP
dot1x authentication-method eap
# BFERADIUS A FEradius 1 HHNEINE.,
[Sysname] radius scheme dot1x
# IRBEF AT Z2RADIUSHRSS 28R P,
[Sysname-radius-radius1] primary authentication 172.17.0.100
[Sysname-radius-radius1] primary accounting 172.17.0.100
# RERFSINERADIUSIRSS 2832 ELIR BT RO =2 5A.
[Sysname-radius-radius1] key authentication h3c
# RERFTITHEERADIUSIRSS B EIRATAIHE =R,
[Sysname-radius-radius1] key accounting h3c
# IETRRFENBP B ERBF SRS 2 EERADIUSIRSS 55,
[Sysname-radius-radius1] user-name-format without-domain

[Sysname-radius-radius1] quit


https://zhiliao.h3c.com/questions/catesDis/163
https://zhiliao.h3c.com/questions/catesDis/191
https://zhiliao.h3c.com/User/other/382

# BlEE g aabbec.netFHH N EE,
[Sysname] domain dot1x
# 1EEradius1 MIZIH AP AIRADIUS S, FHRMlocalERTRIES 2.
[Sysname-isp-aabbcc.net] authentication default radius-scheme dot1x
[Sysname-isp-aabbcc.net] authorization default radius-scheme dot1x
[Sysname-isp-aabbcc.net] accounting default radius-scheme dot1x
# BcEigidot x ITRE A1,
[Sysname] domain default enable dot1x
# Fria2E802.1x4F 4.
[Sysname] dot1x
# FFEfSEH O GigabitEthernet 2/0/189802.1 x4,
[Sysname] interface GigabitEthernet 1/0/2
[Sysname- GigabitEthernet 1/0/2] dot1x
[Sysname- GigabitEthernet 1/0/2] quit
—. AClEEE

$—8: MEACHEEMNBUMRASHS I SHFITERAP, MRWMUA LTS, 0
ERMNMNEHERRE. (BREEN LEERMRARIERE)

BIY: BEAC
1, BEEAPSAC/ETFVLANT, VLAN1RIKIPHBUEFIDHCP ServerfEAC L :
[AC] interface Vlan-interface1
[AC-Vlan-interface1] ip address 192.168.0.100 255.255.255.0
[AC] dhcp server ip-pool vian1 XM REAP N A#BUEAY.
[AC-dhcp-pool-vlan1] network 192.168.0.0 mask 255.255.255.0
[AC-dhcp-pool-vlan1] gateway 192.168.0.100
2. ERZEEMSIRE, RIEAPHLAERSASIPIbE, FEACERCEAPIER,
NIRSHER, 1RIRACKTAPRIESTEAE
[AC] wlan service-template 1 clear BLEIRFZENR1, BEXHY.
[AC-wlan-st-1] ssid h3c-1 SSID: h3c-1
[AC-wlan-st-1] bind WLAN-ESS 1 YREESSIEiE, XNMNERFSTATIACZEBR
[AC-wlan-st-1] authentication-mothod open-system
[AC-wlan-st-1] service-template enable FF/EIREZER
[AC] int WLAN-ESS 1
[AC-WLAN-ESS1] port access vlan 2
[AC] wlan ap ap model WA4320H-ACN EZEAPHEY
[AC-wlan-ap-ap] serial-id 210235A29EB092002600
[AC-wlan-ap-ap] radio 1 radiofXZREISHE
[AC-wlan-ap-ap-radio-1] service-template 1 XEXIRSZHEIR
[AC-wlan-ap-ap-radio-1] radio enable TR+
B=H:
MEPIRFIN SRR _E BB T trunk RS, 1EFAERIVLANEBREEIL
AC_t: interface Bridge-Aggregation 1
port link-type trunk
port trunk permit vian all
U
{5STAECEDHCPIRS R, BT AIPHbiL
[AC] vlan 2
[AC-vlan2] quit
[AC] interface Vlan-interface 2
[AC-Vlan-interface1] ip address 192.168.1.254 255.255.255.0
[AC] dhcp server ip-pool vian2 XA RASTAT ARIHbBLE,



[AC-dhcp-pool-vlan1] network 192.168.1.0 mask 255.255.255.0
[AC-dhcp-pool-vlan1] gateway — list 192.168.1.254
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