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interface LoopBack0 /B Eloopbackitilt, Jagrefsourceltsiit

ip address 171.1.1.1 255.255.255.255

#

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 10.153.42.93 255.255.255.0

ipsec apply policy policy1 11AMEO N EHipsecskig

#

#

interface Tunnel93 mode gre /EeEtunneld, &z Agre

ip address 174.1.2.129 255.255.255.252 /EEEtunnel OATipitit
source 171.1.1.1 /B Etunnel fUiERIBHE A ZKiRAYI0opbackitit
destination 171.1.1.97 //EEEtunnelfy B B9t 3dimAYIoopbackitik
keepalive 10 3 /[Eg&tunnelfkeepalive

#

ip route-static 0.0.0.0 0 10.153.42.1 IAEE S MBIEIAER

#

#

ipsec transform-set 1 /[ERBipsec REIEN

esp encryption-algorithm des-cbc /BB ESPIMYEAATAIEE £des
esp authentication-algorithm md5 /BEEESPICRARIINZEE/ImdS
#

ipsec policy-template newvpn 1 /B Eipsect&hi

transform-set 1 /1K EkipsecZEIRIN

local-address 10.153.42.93 IAETEA IR R EHE

ike-profile newvpn /I&Bkike profile
#

ipsec policy policyl 102 isakmp template newvpn /B EipsecRESIERR
#

ike identity fqdn ct-center IEEEANHIfdn
#
ike profile newvpn /[EgEike profile

keychain 11 /IXBkike keychain

exchange-mode aggressive /EEENEFERIE

local-identity fqdn ct-center /AEEHE S AIRAYqdn

match remote identity fqdn newvpn IAEEXTiRAIfqdn

match local address 10.153.42.93 IAEEANIRII AR

proposal 1 //XBkike proposal


https://zhiliao.h3c.com/User/other/99

#

ike proposal 1 /[EgEike proposal

#

ike keychain 11 /BB ikeTRIHL =R
pre-shared-key address 0.0.0.0 0.0.0.0 key simple 123
#

BB D ERISHRR

#
interface LoopBack0  //EtEloopbackitiilt, Jagrefdsourcettbiit
ip address 171.1.1.97 255.255.255.255

#

interface GigabitEthernet2/0/0

port link-mode route

combo enable copper

ip address dhcp-alloc IECE RO /9B anEREIE

ipsec apply policy policy1 I1AMIZEO N EHipsecskg

#

interface Tunnel1 mode gre /EEEtunneld, &z Agre

ip address 174.1.2.130 255.255.255.252 /EREtunnel dfipiteiit

source 171.1.1.97 /R B tunnel BB A AR Ioopbackithiit

destination 171.1.1.1 /LB tunnelfd B RO oxtisAYloopbackitbit
keepalive 10 3 /[Ee&Etunnelfikeepalive

#

ip route-static 0.0.0.0 0 10.153.42.1 IAEAARIAIBRIAESEH

#

acl number 3000 /[EeEipsechYZeeacl, JRERIHHIE B HAmRFIXT iR oopbackitbiit
rule 0 permit ip source 171.1.1.97 0 destination 171.1.1.1 0

#

ipsec transform-set 1 /[BEEipsec TEIRIN

esp encryption-algorithm des-cbc /BB ESPICRARIAIEE Ades

esp authentication-algorithm md5 /B BESPISCR AN EIEImd5
#

ipsec policy policy1 1 isakmp /B EipsecRig

transform-set 1 /I%EkipsecT RN

security acl 3000 PSS

remote-address 10.153.42.93 /BB R M HBAE

ike-profile ct-center /I&EBkike profile

#

ike identity fqgdn newvpn IECEAImRAYfqdn

#

ike profile ct-center /[BEEike profile

keychain 1 //&%Ekike keychain

exchange-mode aggressive /EEEEFREL

local-identity fqdn newvpn IAEEE S AIRRfqdn

match remote identity address 10.153.42.93 255.255.255.255 IAEEXTIRA 2 Pl
match remote identity fqdn ct-center /AERESTIRAIfqdn

proposal 1 //XExike proposal
#

ike proposal 1 /I8)j#Zike proposal
#

ike keychain 1 /I8llEEikekeychain

pre-shared-key address 10.153.42.93 255.255.255.255 key simple 123 IEEEMH=EH
#
IiFtunnel DI LAELE

D ZpingEERETtunnel M RTLATE & pingi®

<FW2> ping 174.1.2.129

Ping 174.1.2.129 (174.1.2.129): 56 data bytes, press CTRL_C to break
56 bytes from 174.1.2.129: icmp_seq=0 ttl=255 time=0.518 ms

56 bytes from 174.1.2.129: icmp_seqg=1 ttI=255 time=0.374 ms

56 bytes from 174.1.2.129: icmp_seq=2 ttl=255 time=0.332 ms

56 bytes from 174.1.2.129: icmp_seq=3 ttl=255 time=0.331 ms



56 bytes from 174.1.2.129: icmp_seq=4 ttl=255 time=0.327 ms
oz EAike safllipsec sa

Biddis ke sarLABRINTSEEBIEREAke

<FW2> dis ike sa

Connection-ID Remote Flag DOI
50 10.153.42.93 RD IPSEC
Flags:

RD--READY RL--REPLACED FD-FADING

1Biddis ipsec saBBENXSEHEARIERERENipsec sa
<FW2>dis ipsec sa

Interface: GigabitEthernet2/0/0

IPsec policy: policy1
Sequence number: 1
Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 10.153.42.36
remote address: 10.153.42.93
Flow:
sour addr: 171.1.1.97/255.255.255.255 port: 0 protocol: ip
dest addr: 171.1.1.1/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 4270357317 (0xfe887b45)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843197/3361
Max received sequence-number: 51
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[Outbound ESP SAs]
SPI: 1957355160 (0x74aade98)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843197/3361
Max sent sequence-number: 52
UDP encapsulation used for NAT traversal: N
Status: active
SEREEike safllipsec sa
Biddis ke saFJLABRISERS D XIEREE ke
<FW1>dis ike sa

Connection-ID Remote Flag DOI
5 10.153.42.36 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING

1Biddis ipsec saBESEBSHXZBEIEERE N ipsec sa
<FW1>dis ipsec sa

Interface: GigabitEthernet0/0



IPsec policy: policy1
Sequence number: 102
Mode: Template
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Inside VPN:
Path MTU: 1443
Tunnel:
local address: 10.153.42.93
remote address: 10.153.42.36
Flow:
sour addr: 171.1.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 171.1.1.97/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1957355160 (0x74aade98)
Connection ID: 21474836482
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843198/3469
Max received sequence-number: 31
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]

SPI: 4270357317 (0xfe887b45)

Connection ID: 21474836483

Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5

SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843198/3469

Max sent sequence-number: 30

UDP encapsulation used for NAT traversal: N

Status: Active
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	V7设备总部固定地址、分部动态获取地址GRE OVER IPsec典型配置案例

