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FREIZEFW_ELB Link1XIRAST—Hk: #BTen1/2/16, Ten1/2/1842iFvlan 4011,
FAvlan interface {3

[H3Cvlan4011

[H3Clinterface Vlan-interface4011

[H3C-Vlan-interface4011]ip address 222.173.111.49 255.255.255.252

[H3C-Vlan-interface4011]quit

#

[H3Clinterface Ten-GigabitEthernet 1/2/16

[H3C-Ten-GigabitEthernet1/2/16]port link-type trunk

[H3C-Ten-GigabitEthernet1/2/16]port trunk permit vian 4011

[H3Clinterface Ten-GigabitEthernet 1/2/18

[H3C-Ten-GigabitEthernet1/2/18]port link-type trunk

[H3C-Ten-GigabitEthernet1/2/18]port trunk permit vian 4011

FREZFW_ELB Link2X3RA9T™—Bk: 3BTen1/2/17, Ten1/2/1951Fvian 4012,

Fvlan interface {EM3

[H3C]vlan4012

[H3Clinterface Vlan-interface 4012

[H3C-Vlan-interface4012]ip address 222.173.112.99 255.255.255.248

[H3C-Vlan-interface4012]quit

#

[H3Clinterface Ten-GigabitEthernet 1/2/17

[H3C-Ten-GigabitEthernet1/2/17]port link-type trunk

[H3C-Ten-GigabitEthernet1/2/17]port trunk permit vian 4012

[H3Clinterface Ten-GigabitEthernet 1/2/19


https://zhiliao.h3c.com/questions/catesDis/262
https://zhiliao.h3c.com/questions/catesDis/243
https://zhiliao.h3c.com/User/other/0

[H3C-Ten-GigabitEthernet1/2/19]port link-type trunk
[H3C-Ten-GigabitEthernet1/2/19]port trunk permit vian 4012
1.5.2 S1053EHRIEL BT
(1) IRFEYECE:

S1053H5H 1AIECE :
# BECERLR STLSER.
[H3C] irf member 1 priority 32
#Bt&EChassis 1, EBIRFIHO1/1, HIEEE5YEIROTen-GigabitEthernet1/7/0145E, FHHRF
BB, MEIRFIHO TGS,
[H3ClJinterface Ten-GigabitEthernet 1/7/0/1
[H3C-Ten-GigabitEthernet1/7/0/1]shutdown
[H3C-Ten-GigabitEthernet1/7/0/1] quit
[H3C] irf-port 1/1
[H3C-irf-port1/1]port group interface Ten-GigabitEthernet 1/7/0/1
[H3C-irf-port1/1] quit
[H3C] interface Ten-GigabitEthernet 1/7/0/1
[H3C-Ten-GigabitEthernet1/7/0/1] undo shutdown
[H3C-Ten-GigabitEthernet1/7/0/1] quit
[H3C]save
[H3C]Jirf-port-configuration active

S1053 AL 2A9ECE :
# ECEMR SR,
[H3CJirf member 2 priority 1
#ECEChassis 2, 15510531 2Hp RIRS T E 92, HERREEHRSEN.
[H3C]Jirf member 1 renumber 2
Warning: Renumbering the member ID may result in configuration change or loss. Continue? [Y
/N]y
[H3C]quit
< H3C > reboot
#S1053T2EE TSk, BRIgE, REIRFRO22, FEESYEROTen-
GigabitEthernet2/7/0/34BxE, FHRFECE, #UEIRFiHOTHIEE.
[H3ClJinterface Ten-GigabitEthernet 2/7/0/3
[H3C-Ten-GigabitEthernet2/7/0/3]shutdown
[H3C-Ten- GigabitEthernet2/7/0/3]quit
[H3Clirf-port 2/2
[H3C-irf-port2/2] port group interface Ten-GigabitEthernet 2/7/0/3
[H3C-irf-port2/2] quit
[H3Clinterface Ten-GigabitEthernet 2/7/0/3
[H3C-Ten-GigabitEthernet2/7/0/3Jundo shutdown
[H3C-Ten-GigabitEthernet2/7/0/3]quit
[H3C]save
[H3C]Jirf-port-configuration active

(2) EOKE:

#Chassi1 EHZERIACIEN Ten1/2/16493% 0 Ten1/6/0/34
[H3Clinterface Ten-GigabitEthernet 1/6/0/34
[H3C-Ten-GigabitEthernet1/6/0/34] port link-type trunk
[H3C-Ten-GigabitEthernet1/6/0/34]port trunk permit vian 4011
[H3C-Ten-GigabitEthernet1/6/0/34]quit
#ChassilIEZIZE A Ten1/2/1789% O Ten1/6/0/35
[H3CJinterface Ten-GigabitEthernet 1/6/0/35
[H3C-Ten-GigabitEthernet1/6/0/35]port link-type trunk
[H3C-Ten-GigabitEthernet1/6/0/35]port trunk permit vian 4012
[H3C-Ten-GigabitEthernet1/6/0/35]quit
#ChassiQEE ERIACE L Ten1/2/1 8493 Ten2/6/0/34
[H3Clinterface Ten-GigabitEthernet 2/6/0/34



[H3C-Ten-GigabitEthernet2/6/0/34]port link-type trunk
[H3C-Ten-GigabitEthernet2/6/0/34]port trunk permit vian 4011
[H3C-Ten-GigabitEthernet2/6/0/34]quit
#Chassi2iEZIz B34l Ten1/2/19898 0 Ten2/6/0/35
[H3Clinterface Ten-GigabitEthernet 2/6/0/35
[H3C-Ten-GigabitEthernet2/6/0/35]port link-type trunk
[H3C-Ten-GigabitEthernet2/6/0/35]port trunk permit vian 4012
[H3C-Ten-GigabitEthernet2/6/0/35]quit
#S1053 A ERERI N EBFE P RIEE O St vian 4010891k, EEOECERS.
#Chassi1iE##SecBlade IIl FW1IREXOEMKIREMOBAGT, vian 4010/9iEENEBAFfvian,
#
[H3Clinterface Bridge-Aggregation1
[H3C-Bridge-Aggregationi]quit
[H3Clinterface Ten-GigabitEthernet 1/1/0/1
[H3C-Ten-GigabitEthernet1/1/0/1]port link-mode bridge
[H3C-Ten-GigabitEthernet1/1/0/1] port link-aggregation group 1
[H3C-Ten-GigabitEthernet1/1/0/1]quit
KILEEIETen1/1/0/2, Ten1/1/0/3, Ten1/1/0/4&BIDNERES4A1.
[H3Clinterface Bridge-Aggregation1
[H3C-Bridge-Aggregationi]port link-type trunk
[H3C-Bridge-Aggregationi]undo port trunk permit vian 1
[H3C-Bridge-Aggregationi]port trunk permit vian 4010 to 4012
#Chassi2i&Ef#SecBlade Il FW2(PEXZEA R & OBAG2
[H3Clinterface Bridge-Aggregation2
[H3C-Bridge-Aggregation2]quit
[H3Clinterface Ten-GigabitEthernet 2/2/0/1
[H3C-Ten-GigabitEthernet2/2/0/1]port link-mode bridge
[H3C-Ten-GigabitEthernet2/2/0/1] port link-aggregation group 2
[H3C-Ten-GigabitEthernet2/2/0/1]quit
IRLLES Ten2/2/0/2, Ten2/2/0/3, Ten2/2/0/4EBIINER&4H2,
[H3Clinterface Bridge-Aggregation2
[H3C-Bridge-Aggregation2]port link-type trunk
[H3C-Bridge-Aggregation2]undo port trunk permit vian 1
[H3C-Bridge-Aggregation2]port trunk permit vian 4010 to 4012
1.5.3 SecBlade Il FWEJIRFFIMADIE MBS B SR

(1) SecBlade Ill FW1fJIRFECE L&
# EEMNR SR,
[H3C] irf member 1 priority 32
#EEFW1, EEEIRFIRO1/2, FETSYWIRKOGigabitEthernet1/0/248E, FHFFES, BTl
RFimH FHIBCE.
[H3C] interface GigabitEthernet1/0/2
[H3C- GigabitEthernet1/0/2] shutdown
[H3C- GigabitEthernet1/0/2] quit
[H3C] irf-port 1/2
[H3C-irf-port1/2] port group interface GigabitEthernet1/0/2
[H3C-irf-port1/2] quit
[H3C] interface GigabitEthernet1/0/2
[H3C-GigabitEthernet1/0/2] undo shutdown
[H3C-GigabitEthernet1/0/2] quit
[H3C]save
[H3C]irf-port-configuration active

(2) SecBlade Il FW2RYIRFECE
# LB R ST R.
[H3C]irf member 2 priority 1
#ICEFW2, BFW2HRRIRSHE N2, HERREFEMRESEY.
[H3C]irf member 1 renumber 2

Warning: Renumbering the member ID may result in configuration change or loss. Continue? [Y



/N]y
[H3C]quit
< H3C > reboot
#FW2EESTERE, BRRE, BEIRFRO21, FHETS5YIRROGigabitEthernet2/0/248%E,
FHRAEEE, SEIRFiHO TR E.
[H3Clinterface GigabitEthernet2/0/2
[H3C-GigabitEthernet2/0/2]shutdown
[H3C-GigabitEthernet2/0/2]quit
[H3C]Jirf-port 2/1
[H3C-irf-port2/1] port group interface GigabitEthernet2/0/2
[H3C-irf-port2/1] quit
[H3CJinterface GigabitEthernet2/0/2
[H3C-GigabitEthernet2/0/2]Jundo shutdown
[H3C-GigabitEthernet2/0/2]quit
[H3C]save
[H3Clirf-port-configuration active
#HFWIFIFW2ES S TERERIE, REKMI—SKER, EExHE, IRFIZRK.
(3) BECEBFD MADIG
# BIFBVLAN 3, FHIEFWT (RRERS71) ERIIRO1/0/1FIFW2 (BRHST92) EAYIRM2/0/1
AIAVLANH,

system-view

[H3C] vlan 3

[H3C-vlan3] quit

[H3CJinterface GigabitEthernet 1/0/1
[H3C-GigabitEthernet1/0/1]port link-mode bridge
[H3C-GigabitEthernet1/0/1]port access vlan 3
[H3C-GigabitEthernet1/0/1]quit

[H3Clinterface GigabitEthernet 2/0/1
[H3C-GigabitEthernet2/0/1]port link-mode bridge
[H3C-GigabitEthernet2/0/1]port access vian 3
[H3C-GigabitEthernet2/0/1]quit

# GIEEVLANEEOS, FHECEMAD IPiEiE,

[H3C] interface vlan-interface 3

[H3C-Vlan-interface3] mad bfd enable

[H3C-Vlan-interface3] mad ip address 192.168.2.1 24 member 1
[H3C-Vlan-interface3] mad ip address 192.168.2.2 24 member 2
[H3C-Vlan-interface3] quit

# FAIBFD MADFNAERININEEE R, FrLATEGigabitEthernet1/0/1F1GigabitEthernet2/0/1 %
AR

[H3C] interface gigabitethernet 1/0/1

[H3C-gigabitethernet-1/0/1] undo stp enable
[H3C-gigabitethernet-1/0/1] quit

[H3C] interface gigabitethernet 2/0/1

[H3C-gigabitethernet-2/0/1] undo stp enable

# ¥5¥Ovian-interface 3 A\Z&iFtrust (LK) , HECERE Alocal, BRIAtrustiVisEIS
B .

BIEXISRA

[H3C]object-group ip address mad

[H3C-obj-grp-ip-mad] 0 network subnet 192.168.2.0 255.255.255.0
[H3C-obj-grp-ip-mad] quit

SIRIEARIEX ISR

[H3C]object-policy ip local-trust

[H3C-object-policy-ip-local-trust]rule 1 pass source-ip mad destination-ip mad

[H3C-object-policy-ip-local-trust]quit



CUBIRIRES, F5|REEIRENSR
[H3C]zone-pair security source local destination trust
[H3C-zone-pair-security-Local-Trust]object-policy apply ip local-trust
[H3C-zone-pair-security-Local-Trust]quit
1.5.4 SecBlade Il FWEEC Rz LBRIEC BT

(1) BUFEACL, 7iFAIM10.1.0.0/16MERHELE
[H3C] acl advanced 3500
[H3C-acl-ipv4-adv-3500] rule 0 permit ip source 10.1.0.0 0.0.255.255
[H3C-acl-ipv4-adv-3500]quit

(2) BUERASMORAGIFIRAG2, ¥5Slot 1§0Slot 2094 M AEL O BINIAERSARAGIFIRA

G2

[H3Clinterface Route-Aggregation 1
[H3C-Route-Aggregationi]quit
[H3Clinterface Ten-GigabitEthernet 1/0/1
[H3C-Ten-GigabitEthernet1/0/1]port link-aggregation group 1
[H3C-Ten-GigabitEthernet1/0/1]quit
#RIETen1/0/2, Ten1/0/3, Ten1/0/4EFINANEEES4ERAGT
#
[H3Clinterface Route-Aggregation 2
[H3C-Route-Aggregation2]quit
[H3Clinterface Ten-GigabitEthernet 2/0/1
[H3C-Ten-GigabitEthernet2/0/1]port link-aggregation group 2
[H3C-Ten-GigabitEthernet2/0/1]quit
HRIETen2/0/2, Ten2/0/3, Ten2/0/4EFINANEEEERAG2
#
BIEREFHEORAGT.4011,RAG1.4012,RAG2.4011,RAG2.4012
[H3Clinterface Route-Aggregation 1.4011
[H3C-Route-Aggregation1.4011]vlan-type dot1q vid 4011
[H3C-Route-Aggregation1.4011]quit
HttR&FREONE SR,

(3)  EUETTROFREANATIITRANES
#BUE TR OReth2, IPHELE222.173.111.50/ 30, ARIEONRAGT.4011F0RAG2.4011, H
FRRAG1.4011HIE5E4% 9100, RAG2.401 18955950, FFRIREE—BkIhRE.
[H3C] interface Reth 2
[H3C-Reth2] ip address 222.173.111.50 255.255.255.240
[H3C-Reth2] nat outbound 3500 address-group 1
[H3C-Reth2] nat server global 222.173.111.60 inside 10.1.0.6
[H3C-Reth2] member interface Route-Aggregation1.4011 priority 100
[H3C-Reth2] member interface Route-Aggregation2.4011 priority 50
[H3C-Reth2] ip last-hop hold
# BIETTROReth3, IPHBIE/222.173.112.100/28, RRIEOFIRAGT.4012F1RAG2.4012, H
FRRAG1.401209/554% 9100, RAG2.401269(55% 7950, FFRREE—BkIhgE.
[H3C] interface Reth 3
[H3C-Reth3] ip address 222.173.112.100 255.255.255.240
[H3C-Reth3] nat outbound 3500 address-group 2
[H3C-Reth3] member interface Route-Aggregation1.4012 priority 100
[H3C-Reth3] member interface Route-Aggregation2.4012 priority 50
[H3C-Reth3] ip last-hop hold
[H3C-Reth3] quit
# BEEAMAOTROReth1, IP#bHEA10.1.0.1/16, ARIEONRAGT.4010F1RAG2.4010, H
FFRAG1.401089/5E4% 9100, RAG2.401089(555% 950, FFRREE—BkIhgE.
[H3C] interface Reth 1
[H3C-Reth1] ip address 10.1.0.1 255.255.0.0
[H3C-Reth1] member interface Route-Aggregation1.4010 priority 100
[H3C-Reth1] member interface Route-Aggregation2.4010 priority 50
[H3C-Reth1] ip last-hop hold
[H3C-Reth1] quit
#BeBtrack, EENVSSIROHRCRE.,
[H3C] track 1 interface Route-Aggregation1



[H3C] track 2 interface Route-Aggregation2
#ECETTARAT, EJENode 1, Node 1FIFWISBE, AETIA. KEAITracki/ul,
[H3C] redundancy group 1
[H3C-redundancy-group-1] node 1
[H3C-redundancy-group-1-node1] bind slot 1
[H3C-redundancy-group-1-node1] priority 100
[H3C-redundancy-group-1-node1] track 1 interface Route-Aggregation
#ERBTIARAT, BIENode 2, Node 2FIFW248E, J&HE, FEHITrackiizg2,
[H3C-redundancy-group-1] node 2
[H3C-redundancy-group-1-node2] bind slot 2
[H3C-redundancy-group-1-node2] priority 50
[H3C-redundancy-group-1-node?2] track 2 interface Route-Aggregation2
[H3C-redundancy-group-1-node2] quit
#15Reth1, Reth2fIReth3iFINEITTARAS.
[H3C-redundancy-group-1] member interface reth 1
[H3C-redundancy-group-1] member interface reth 2
[H3C-redundancy-group-1] member interface reth 3
[H3C-redundancy-group-1] quit
(4) BRROMAZRSEHE SRR

#EAIREEO Reth1FIMADIG UHEZ vian-interface 3N A trusti,
[H3C]security-zone name Trust
[H3C-security-zone-Trust]import interface reth 1
[H3C-security-zone-Trust] import interface Vlan-interface3

HENRRRERERAERNES, FEREEMA.
SecBlade Il FWRIHEE i EFRIERATEO.

BB ORERS, HEEFRAFEALTT, BERR.
BRI SERAAITTBIERE, SERETRE.
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