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BREERENEE:

HXBESERIREE LiEE—MoopbackiZ[, kR{EPC.

[H3Clinterface LoopBack0

[H3C-LoopBack0] ip address 3.3.3.3 255.255.255.255

HXBIECEIKE Keychain, BEESHXZIAMERBNTHEE=ZER, BFHSTRELTANIP,
EXAnamelIA R, XBEEHZ—HInamey123, H3AIname/9234, ﬁinameﬁa—%'—ﬁﬁi{ Jlx
B—EL

[H3Clike keychain 123

[H3C-ike-keychain-123] pre-shared-key hostname 123 key simple 123456
[H3C-ike-keychain-123] quit

[H3Clike keychain 235

[H3C-ike-keychain-235] pre-shared-key hostname 234 key simple 123456

HEEBR N IXIMAYIKE Profile, JEFIECERike keychain, SRFEFERIER,, H9 BIICE X iHECERK
e name,

[H3Cl]ike profile 123

[H3C-ike-profile-123] keychain 123
[H3C-ike-profile-123] exchange-mode aggressive
[H3C-ike-profile-123] local-identity fqdn center
[H3C-ike-profile-123] match remote identity fqdn 123
[H3C-ike-profile-123] quit

[H3Clike profile 333

[H3C-ike-profile-333] keychain 235
[H3C-ike-profile-333] exchange-mode aggressive
[H3C-ike-profile-333] local-identity fqdn center
[H3C-ike-profile-333] match remote identity fqdn 234
[H3C-ike-profile-333]

#ELEIPsecR 2RI, XEBINESRMAdes, WIEARAMAIS
[H3Clipsec transform-set 123

[H3C-ipsec-transform-set-123] esp encryption-algorithm des-cbc
[H3C-ipsec-transform-set-123] esp authentication-algorithm md5


https://zhiliao.h3c.com/questions/catesDis/41
https://zhiliao.h3c.com/User/other/656

#HILERSACL, MERSER, XBENREIFEEE, RESX— N _ZAHAEEEUipsec,
REERFEAACLENS X —EID X _HRMNREH T, X—RIFEEE,

ol

acl number 3000

rule 0 permit ip source 3.3.3.3 0 destination 2.2.2.2 0

rule 5 permit ip source 4.4.4.4 0 destination 2.2.2.2 0

Hx2:

acl number 3001

rule 0 permit ip source 2.2.2.2 0 destination 4.4.4.4 0

rule 5 permit ip source 3.3.3.3 0 destination 4.4.4.4 0

#ECEIPsectRl, XERMAIPsecREFERINGIN, HDAEEXINDZHIIPsecRERINFIZEACL,
o1

[H3Clipsec policy-template 234 1
[H3C-ipsec-policy-template-234-1] transform-set 123
[H3C-ipsec-policy-template-234-1] security acl 3000
[H3C-ipsec-policy-template-234-1] ike-profile 123
HX2:

[H3Clipsec policy-template 333 1
[H3C-ipsec-policy-template-333-1] transform-set 123
[H3C-ipsec-policy-template-333-1] security acl 3001
[H3C-ipsec-policy-template-333-1] ike-profile 333
[H3C-ipsec-policy-template-333-1]quit

#FEAipsectkI& A FABCERYIPsecskE& IR :
[H3Clipsec policy 456 1 isakmp template 234
[H3Clipsec policy 456 2 isakmp template 333

HELETRZ G, BipsectkI§ T AZEOL:
[H3Clinterface GigabitEthernet0/0
[H3C-GigabitEthernet0/0] ip address 1.1.1.2 255.255.255.0
[H3C-GigabitEthernet0/0] ipsec apply policy 456

BENX:

BEN—

#HED— ERBHERT —MoopbackiZ[O#&{5PC 3.3.3.3:

[H3Clinterface LoopBack0

[H3C-LoopBack0] ip address 2.2.2.2 255.255.255.255

HELBIREXIMAYH =R

[H3ClJike keychain 123

[H3C-ike-keychain-123] pre-shared-key address 1.1.1.2 255.255.255.255 simple 123456
#ELEAIR ke nametRiR 9123

[H3C] ike identity fqdn 123

#EiBike profile, JAFRECE/Jike keychain, FRAEFRIER,,

[H3Clike profile 123

[H3C-ike-profile-123] keychain 123

[H3C-ike-profile-123] exchange-mode aggressive

[H3C-ike-profile-123] local-identity fqdn 123

[H3C-ike-profile-123] match remote identity fqdn center

#ELEIPsecR 2RI, IREIMERE Ndes, WIFZEEIMAS, X 5EERIIRIS—EL,
[H3Clipsec transform-set 123

[H3C-ipsec-transform-set-123] esp encryption-algorithm des-cbc
[H3C-ipsec-transform-set-123] esp authentication—algorithm md5

#ICEACL, XBEELROZRSEBREZ, FEELR FH XN X —HAMRE.,
acl number 3000

rule 0 permit ip source 2.2.2.2 0 destination 3.3.3.3 0

rule 5 permit ip source 2.2.2.2 0 destination 4.4.4.4 0

#IBipsectklg, AFRIRERENACLESER
[H3Clipsec policy 123 1 isakmp
[H3C-ipsec-policy-isakmp-123-1] transform-set 123
[H3C-ipsec-policy-isakmp-123-1] security acl 3000
[H3C-ipsec-policy-isakmp-123-1] remote-address 1.1.1.2



[H3C-ipsec-policy-isakmp-123-1] ike-profile 123
#HEEO T KipsecREg,

[H3ClJinterface GigabitEthernet0/0
[H3C-GigabitEthernet0/0] ip address 1.1.1.1 255.255.255.0
[H3C-GigabitEthernet0/0] ipsec apply policy 123

BEDZ_:

#DZ_RATVEIRE, BcECEike peer, BLETHZREIR, FHERFEIEN, Aitlike namelRE AN
234

test]ike peer 123

test-ike-peer-123] exchange-mode aggressive

test-ike-peer-123] pre-shared-key simple 123456

[

[

[

[test-ike-peer-123] id-type name

[test-ike-peer-123] remote-name center

[test-ike-peer-123] remote-address 1.1.1.2

[test-ike-peer-123] local-name 234

#ILEIPsecRoillit, X—RIREE, LEIRLAEINCERS !
acl number 3000

rule 0 permit ip source 4.4.4.4 0 destination 2.2.2.2 0

rule 5 permit ip source 4.4.4.4 0 destination 3.3.3.3 0

#ELEIPsecZ 2RI, HRESSEHEE—BINEFIRIEEL
test]ipsec transform-set 123
test-ipsec-transform-set-123] encapsulation-mode tunnel

[

[

[test-ipsec-transform-set-123] transform esp
[test-ipsec-transform-set-123] esp authentication-algorithm md5
[

test-ipsec-transform-set-123] esp encryption-algorithm des

#IREIPsectkly, AR BEAIACLESGEAFNIPsecR IRV AR ike peer
[testlipsec policy 123 1 isakmp

[test-ipsec-policy-isakmp-123-1] security acl 3000
[test-ipsec-policy-isakmp-123-1] ike-peer 123
[test-ipsec-policy-isakmp-123-1] transform-set 123

#AERipsectRIE FREIEOZ L:

test]interface Ethernet0/5

test-Ethernet0/5] port link-mode route
test-Ethernet0/5] ip address 1.1.1.4 255.255.255.0
test-Ethernet0/5] ipsec policy 123

BETMZE,
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2. NP5 5miREping =\ EBRY3.3.3.3f 00 2 —HY2.2.2. 21tk
EEEEkeflipsec safSE:

DX
BERET BRSNS X _BREHSERREIE 1 IPsec,
[RT1]dis ike sa

Connection-ID Remote Flag DOI
9 1.1.1.2 RD IPSEC
Flags:
RD--READY RL--REPLACED FD-FADING
[RT1]dis ips

[RT1]dis ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 123
Sequence number: 1



Mode: isakmp
Tunnelid: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 1.1.1.1
remote address: 1.1.1.2
Flow:
sour addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip
dest addr: 4.4.4.4/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3617694698 (0xd7ala3ea)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3474
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[Outbound ESP SAs]
SPI: 943654329 (0x383f05b9)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3474
Max sent sequence-number: 4
UDP encapsulation used for NAT traversal: N
Status: active

IPsec policy: 123
Sequence number: 1
Mode: isakmp
Tunnelid: 1
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 1.1.1.1
remote address: 1.1.1.2
Flow:
sour addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip
dest addr: 3.3.3.3/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2875326976 (0xab620200)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3591
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[Outbound ESP SAs]
SPI: 3491179830 (0xd0172d36)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600



SA remaining duration (kilobytes/sec): 1843199/3591

Max sent sequence-number: 4

UDP encapsulation used for NAT traversal: N

Status: active
RS SZ—HRping/y ST il RTLAEER:
[RT1]ping -a2.2.2.24.4.4.4
Ping 4.4.4.4 (4.4.4.4) from 2.2.2.2: 56 data bytes, press CTRL_C to break
56 bytes from 4.4.4.4: icmp_seq=0 ttl=254 time=1.979 ms
56 bytes from 4.4.4.4: icmp_seq=1 ttl=254 time=1.665 ms
56 bytes from 4.4.4.4: icmp_seq=2 ttl=254 time=1.372 ms
56 bytes from 4.4.4.4: icmp_seq=3 ttl=254 time=1.367 ms
56 bytes from 4.4.4.4: icmp_seq=4 ttl=254 time=1.374 ms

--- Ping statistics for 4.4.4.4 -
5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/std-dev = 1.367/1.551/1.979/0.242 ms

FEPSZ— Eifpingilis, AJLABH, ipsec VPNEZRTRETIE,
ping -a 4.4.4.4 3.3.3.3
PING 3.3.3.3: 56 data bytes, press CTRL_C to break
Reply from 3.3.3.3: bytes=56 Sequence=0 ttl=255 time=3 ms
Reply from 3.3.3.3: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 3.3.3.3: bytes=56 Sequence=2 ttl=255 time=2 ms
Reply from 3.3.3.3: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 3.3.3.3: bytes=56 Sequence=4 ttI=255 time=2 ms

--- 3.3.3.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/2/3 ms

ping-a4.4.4.42222
PING 2.2.2.2: 56 data bytes, press CTRL_C to break
Reply from 2.2.2.2: bytes=56 Sequence=0 ttl=254 time=3 ms
Reply from 2.2.2.2: bytes=56 Sequence=1 ttl=254 time=2 ms
Reply from 2.2.2.2: bytes=56 Sequence=2 ttl=254 time=2 ms
Reply from 2.2.2.2: bytes=56 Sequence=3 ttl=254 time=2 ms
Reply from 2.2.2.2: bytes=56 Sequence=4 ttl=254 time=2 ms

--- 2.2.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/2/3 ms

XHY, AILAEE TEERiEE Eikeflipsec safE8,

dis ike sa
Connection-ID Remote Flag DOI
21 1114 RD IPSEC
19 1.1.1.1 RD IPSEC
Flags:
RD--READY RL--REPLACED FD-FADING
dis ips
dis ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: 456
Sequence number: 1



Mode: template
Tunnelid: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 1.1.1.2
remote address: 1.1.1.1
Flow:
sour addr: 4.4.4.4/255.255.255.255 port: 0 protocol: ip
dest addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 943654329 (0x383f05b9)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843198/3352
Max received sequence-number: 14
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[Outbound ESP SAs]
SPI: 3617694698 (0xd7ala3ea)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843198/3352
Max sent sequence-number: 14
UDP encapsulation used for NAT traversal: N
Status: active

IPsec policy: 456
Sequence number: 1
Mode: template
Tunnelid: 3
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 1.1.1.2
remote address: 1.1.1.1
Flow:
sour addr: 3.3.3.3/255.255.255.255 port: 0 protocol: ip
dest addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3491179830 (0xd0172d36)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3469
Max received sequence-number: 4
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[Outbound ESP SAs]
SPI: 2875326976 (0xab620200)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600



SA remaining duration (kilobytes/sec): 1843199/3469
Max sent sequence-number: 4

UDP encapsulation used for NAT traversal: N
Status: active

IPsec policy: 456
Sequence number: 2
Mode: template
Tunnel id: 1
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 1.1.1.2
remote address: 1.1.1.4
Flow:
sour addr: 3.3.3.3/255.255.255.255 port: 0 protocol: ip
dest addr: 4.4.4.4/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 3819554622 (0xe3a9c73e)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3229
Max received sequence-number: 9
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[Outbound ESP SAs]
SPI: 593870233 (0x2365bd99)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3229
Max sent sequence-number: 9
UDP encapsulation used for NAT traversal: N
Status: active

IPsec policy: 456
Sequence number: 2
Mode: template
Tunnelid: 2
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1443
Tunnel:
local address: 1.1.1.2
remote address: 1.1.1.4
Flow:
sour addr: 2.2.2.2/255.255.255.255 port: 0 protocol: ip
dest addr: 4.4.4.4/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 648605780 (0x26a8f054)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843198/3258
Max received sequence-number: 18
Anti-replay check enable: Y



Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[Outbound ESP SAs]
SPI: 4111189432 (0xf50bc5b8)
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843198/3258
Max sent sequence-number: 14
UDP encapsulation used for NAT traversal: N
Status: active
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