(i ACG10005V7F&IREEFIPSECERETVPNIIHZEL!

ACG1000 IPSec  XUE{E 2015-11-08 &K%

ZFBRIEFACG1000-SIEAMEHARE, MEESHIRMSRIZEEZIPSEC VPN

11.1124¢ 1.1.1.2&4»%

192.168.0.124+ 192.168.1.124¢+

192.168.0.224+ 192.168.1.224+

- <

BLEES (ACG1040) :

1. BeEREOMbE
2, BCEKH
3. BCEIKE
4. BCEIPSEC
5. ELBIPSECREHME
BELSE:
1) EcEZOibt
i o Ll | FAD | D | 40 | 4SO
:E”‘f; S5 M PeBt MO INE T B B B &
s 1@ L bl el e # 100 ] ¢ @
2@ LLLYR Fradlae nde il 100 9 @ B
1@ Sl e il 100 domn ¢ B
b 4@ Bab e e il i don O =
FRESMW O ge1 Alipteit/a1.1.1.2/24, BLERMgeOMdipitbiit/9192.168.1.1/24
2) REKH
i§ H3C [Root]
£ PR
—EBEER
— PR E Bt 0000
&0 FFAD (00,00
o Lk : :
e T—H/dED © F—i [ F: u|
R T8 [11.11
— HRRHEA
ISPEEH meE |1 (1-255)
I = (1-255)
— OSPF
—E RS E AR |- [=]
NAT
—DNS fB# 2
—MHCe BRESE
3) BEIKE

REREEMSAEIRKAT VPN>IPSEC>HERIKE


https://zhiliao.h3c.com/questions/catesDis/424
https://zhiliao.h3c.com/questions/catesDis/240
https://zhiliao.h3c.com/User/other/364

BEwd

R£ER  [soho | 131%8)
MR RSP v
ik 1111
i !}EEit L] 'EEEE{IIH%#PJ
WERE.  B4ZTH -
HESTH  eeesee | (639 F5)
SR ¥
IKEM@ZERE
hIEEE 30ES » WE MDS MEOL
HEH WE BE
1 3DES MDS it
DHif @1 ©:2 @5
EHA 86400 | (120-86400 1)
NATERIGEIRSE 10 (10-900 )

4) FEEIPSEC
R B A RE R

BERE
WEEWL  soho (1-31 =)
IKE soho -
SRk Y
IPSECHy@ZR T
ESP NULL_NULL * AH NULL v (O FmEE
' EsP AH BE
1 3DES_MDS NULL Big
FREFRE(PFS) @ x 01 D2 ©s5
W © st
EHER e O ) R
¥ §B86400 (120-86400 #1)
SEUES
g (2-2600 $1)

[ = | s |
5) BlIERIPSECHEREC

Psed&0  tunnel!

Pyakint (Filtn: 192.168.1.1/24)
IPsec soﬁo -
l@iﬂ:@ﬁ 19215310!24 23 13215300)‘24 | {ﬁl]ﬁ[]: ].92.].63.1,‘1,’24—192,168.2.1{24)
@ FmEslE
L et B B
1 192.168.1.0/24  192.168.0.0/24 Hilis
*%_‘f\‘.

6) BUEEERH
MR E>FSER >



Bt 192.168.0.0
FIHEE 255.255.255.0

T—HAEEO O T8 @ t4e0
HED tunnelt - (EH36. tunnel. pppoedil, EEEH)
nE 1 (1-255)
BE 1 (1-255)
ititEn - -

I

SRR
@3t | ver root -

Bttt fis T bt {0 E i piilessn ] #E &
1 0000 0.0.0.0 1111 g8l 1 1 @ 0
2 102.168.0.0  255.255.255.0 tunnedt 1 1 9 O
MSR2630 LAY E :
interface GigabitEthernet0/0 I[EEERMEEC

port link-mode route

ip address 192.168.0.1 255.255.255.0

#

interface GigabitEthernet0/1 IBEEINEEO
port link-mode route

ip address 1.1.1.1 255.255.255.0

ipsec apply policy 1 /48EipsecRig
#

ip route-static 0.0.0.0 0 1.1.1.2 =iz

#

acl number 3000 [IBIERRSGENTR

rule 0 permit ip source 192.168.0.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
#

ipsec transform-set 1 IIBlEipsec T EHEIY

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

ipsec policy 1 1 isakmp /IEEipsecZ & 5REK
transform-set 1 /PEZEIRW
security acl 3000 13FEZREACL
remote-address 1.1.1.2 /B imimttie

#

ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm md5

#
ike keychain 1 IEEEHZER
pre-shared-key address 1.1.1.2 255.255.255.255 key cipher $¢$3$+x9YOcATZDyMsPBX4G3UcDKL
raWt2QJqgw==
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<H3C-display ike sa
Connection-ID  Remote Flag D01
2 1.1.1.2 RD IPSEC

Flags:
RD:-REﬁDY RL--REPLACED FD-FADING



<H3C>display ipsec sa

Interface: GigabitEthernet0/1

IPsec policy: 1

Sequence number: 1

Mode: isakmp
Tunnel id: 0
Encapsulation mode: tunnel
perfect forward secrecy:
path MTU: 1443
Tunnel:

Tocal address: 1.1.1.1

remote address: 1.1.1.2
Flow:
sour addr: 192.168.0.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.1.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP 5As]
SPI: 3992791942 (Oxedfd2bs6)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MDS5
SA duration (kilobytes/sec): 1843200,/3600
SA rema1n1ng duration (kilobytes/sec): 1843199,/3375
Max received sequence-number: 3
anti-replay check enable: ¥
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: active

[outbound EsP sAs]
SPI: 137057985 (0x082b56c1)
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MDS
SA duration (kilobytes/sec): 1843200,/3600
SA remaining duration (kilobytes/sec): 1843199,/3375
Max sent sequence-number: 3
UDP encapsulation used for NAT traversal: N
status: active

ACGR<ITERIEE :
interface ge0
ip address 192.168.1.1/24
|
interface get
traffic-mode extern
ip address 1.1.1.2/24
I
interface tunnel 1 mode ipsec
mtu 1420
!
vpn ipsec phase1
edit gateway soho
set mode main
set remotegw 1.1.1.1
authentication pre-share
set preshared-key secret kTgxI5p34DqlzzT+XZ0R14cv6Qal7urj9YogDjQGHYyVXSLYIpmOxTPwro
4b0aN
lifetime 86400
set dpd retry 5
setnat 10
group 1
set policy 1
encrypt 3des
hash md5
exit
set modecfg-server
modecfg-server disable
exit
!
vpn ipsec phase2
edit tunnel soho
set peer soho
mode tunnel
set lifetime seconds 86400
set proposall esp-3des-md5 ah-null
|
interface tunnell
tunnel-ipsec soho
tunnel-ipsec interested-subnet pair 192.168.1.0/24 192.168.0.0/24
I
policy default-action permit
policy white-list enable
I
ip route 0.0.0.0/0 1.1.1.1
ip route 192.168.0.0/24 tunnel1
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