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某局点SecPath F1000-AK115(V7) 重启设备后部分分支ipsec建立不起来故
障案例

组网及说明

组网图如下：

问题描述

现场反馈，总部和多分支建立ipsec vpn，总部重启后，与部分分支之间ipsec vpn建立不起来。  

过程分析

查看display ike sa和display ipsec sa，分支有
<A局点_FW>dis ike sa
 Connection-ID Remote Flag DOI
 ------------------------------------------------------------------
 6 10.10.10.10 RD 
 IPsec Flags: RD--READY RL--REPLACED FD-FADING RK-REKEY
总部上ike sa和ipsec sa都是空的。
查看总部上的debug信息，第一阶段的debug报文即有如下报错
*Oct 31 16:03:55:253 2018 A局点_FW IPSEC/7/ERROR: The reason of dropping packet is no
available IPsec tunnel. Request time out 
*Oct 31 16:03:57:454 2018 A局点_FW IPSEC/7/EVENT: Found block-flow node. 
*Oct 31 16:03:57:454 2018 A局点_FW IPSEC/7/PACKET: Failed to find SA by SP, SP Index = 0, SP 
Convert-Seq = 65536. 
*Oct 31 16:03:57:454 2018 A局点_FW IPSEC/7/ERROR: The reason of dropping packet is no
available IPsec tunnel. Request time out
 *Oct 31 16:03:59:655 2018 A局点_FW IPSEC/7/EVENT: Found block-flow node. 
*Oct 31 16:03:59:655 2018 A局点_FW IPSEC/7/PACKET: Failed to find SA by SP, SP Index = 0, SP 
Convert-Seq = 65536. 
*Oct 31 16:03:59:655 2018 A局点_FW IPSEC/7/ERROR: The reason of dropping packet is no
available IPsec tunnel. Request time out 
*Oct 31 16:04:01:856 2018 A局点_FW IPSEC/7/EVENT: Found block-flow node. 
*Oct 31 16:04:01:856 2018 A局点_FW IPSEC/7/PACKET: Failed to find SA by SP, SP Index = 0, SP 
Convert-Seq = 65536. 
*Oct 31 16:04:01:856 2018 A局点_FW IPSEC/7/ERROR: The reason of dropping packet is no
available IPsec tunnel. Request time out 
*Oct 31 16:04:04:057 2018 A局点_FW IPSEC/7/EVENT: Found block-flow node. 
*Oct 31 16:04:04:057 2018 A局点_FW IPSEC/7/PACKET: Failed to find SA by SP, SP Index = 0, SP 
Convert-Seq = 65536. 
*Oct 31 16:04:04:057 2018 A局点_FW IPSEC/7/ERROR: The reason of dropping packet is no
available IPsec tunnel.
报文丢弃的原因是没有可用的ipsec隧道。

解决方法

检查总部配置，发现总部配置ike profile配置指定的对端地址是全零，怀疑是匹配的时候，感兴趣流匹
配异常造成。

https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/4071


ike profile 3
keychain 3
exchange-mode aggressive
local-identity fqdn zongbu
match remote identity fqdn shiyan
match remote identity address 0.0.0.0 0.0.0.0  
proposal 1  
删掉match remote identity address 0.0.0.0 0.0.0.0   
并添加指定本地地址的配置local-identity address 10.10.10.10解决。
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