(1" MSR3600H& S F15E =75 B K ifFipseciE 7 K MR L 2= 151

IPSec VPN kI 2019-03-29 K%

BRI Rz iER

Internet
MSR3620 EW
162.48.96 00 180,167 210

MSR3620f155 =75 Bk iEEE sz F1Exipsec,
)RR
MSR3620 & FSsF 15 = X IBwTTiAi# Zipsec, IKEEZEI{BEERUnknown , HRIEAFRIEH
BE, SHS8IREER.

|

SRS
Jorvayin
BEkethEER, BRUnknownfERESHIEI, EENESEUIIER.
PEK1-CO-AGG-R1]display ike sa
Connection-ID Remote Flag DOI

|
0

1171 180.167.21.xx Unknown IPsec

ftER 1Proposal  ©

e [AES128 | iuip | SHA256 v X
gz [AEs256 | iuip [SHA256 ¥ X
meE [3DES  ~| i | SHA256 ¥ X
ez [AEs128 ~| uip sHA1 v x
e [ AES256 *| ipir (SHA1 v x
e [3DES  ~| uip SHA1 v X
1300229 0228027021020
Diffie-Hellman 48 YO8 OWO®BO5@14
5 2 1
- Rt
BfE% 2 Proposal @ #h0
e WE  [SHAL v x
it | AES256 w| iAiE ' v x
itz [3DEs | i x
e | AES128 | i x
ik | AES256 ¥| niE | SHA256 v| %
i (30ES vl i [SHA25 v %
fEREREN

B £RIRRE (PFS)
30 ) 29 28 027 21720

Diffie-Hellman & J19 Q18 Q17 Q1615 14
S 02 O1

A5 2% @

it 28 @

X e

HEE e

HHBBRSEE

BRRBAB/Kb) E v
® | 43200

ike proposal 10
encryption-algorithm aes-cbc-128


https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/1781

dh group14

[H3C]display ipsec transform-set
IPsec transform set: transform
State: complete
Encapsulation mode: tunnel
ESN: Disabled
PFS: dh-group14
Transform: ESP
ESP protocol:
Integrity: SHA1
Encryption: AES-CBC-128
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*Mar 7 19:06:05:789 2019 PEK1-CO-AGG-R1 IKE/7/PACKET: vrf = 0, local = 182.48.96.xxx, remote
=150.107.71.xx/500

Received packet from 150.107.71.xx source port 500 destination port 500.

*Mar 7 19:06:05:789 2019 PEK1-CO-AGG-R1 IKE/7/PACKET: vrf = 0, local = 182.48.96.xxx, remote
=150.107.71.xx/500

I-COOKIE: eb15fd1dc262aa5e

R-COOKIE: 0000000000000000

next payload: SA

version: ISAKMP Version 1.0

exchange mode: Main

flags:

message ID: 0

length: 292
*Mar 7 19:06:05:789 2019 PEK1-CO-AGG-R1 IKE/7/EVENT: IKE thread 1099142849200 processes
a job.
*Mar 7 19:06:05:789 2019 PEK1-CO-AGG-R1 IKE/7/EVENT: Phase1 process started.
*Mar 7 19:06:05:789 2019 PEK1-CO-AGG-R1 IKE/7/PACKET: vrf = 0, local = 182.48.96.xxx, remote
=150.107.71.xx/500
Begin a new phase 1 negotiation as responder.

*Mar 7 19:06:05:792 2019 PEK1-CO-AGG-R1 IKE/7/PACKET: vrf = 0, local = 182.48.96.xxx, remote
=150.107.71.xx/500

Sending an IPv4 packet.

*Mar 7 19:06:05:792 2019 PEK1-CO-AGG-R1 IKE/7/EVENT: vrf = 0, local = 182.48.96.xxx, remote =
150.107.71.xx/500

Sent data to socket successfully.

*Mar 7 19:06:05:792 2019 PEK1-CO-AGG-R1 IKE/7/ERROR: vrf = 0, local = 182.48.96.xxx, remote
=150.107.71.xx/500

Failed to negotiate IKE SA.

*Mar 7 19:06:05:848 2019 PEK1-CO-AGG-R1 IPSEC/7/ERROR:

Tunnel10239: Failed to check source address because of valid address.

*Mar 7 19:06:08:542 2019 PEK1-CO-AGG-R1 IPSEC/7/EVENT:

Found block-flow node.

*Mar 7 19:06:08:542 2019 PEK1-CO-AGG-R1 IPSEC/7/PACKET:

Failed to find SA by SP, SP Index = 0, SP Convert-Seq = 655360.

*Mar 7 19:06:08:542 2019 PEK1-CO-AGG-R1 IPSEC/7/ERROR:

The reason of dropping packet is no available IPsec tunnel.

*Mar 7 19:06:10:848 2019 PEK1-CO-AGG-R1 IPSEC/7/ERROR:

Tunnel10239: Failed to check source address because of valid address.

*Mar 7 19:06:11:041 2019 PEK1-CO-AGG-R1 IKE/7/PACKET: vrf = 0, local = 182.48.96.xxx, remote
=180.167.21.xx/500

Retransmit phase 1 packet.

*Mar 7 19:06:11:041 2019 PEK1-CO-AGG-R1 IKE/7/PACKET: vrf = 0, local = 182.48.96.xxx,remote
=180.167.21.xx/500

Sending packet to 180.167.21.xx remote port 500, local port 500.
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