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#ECESSL VPNRISEhiE

interface SSLVPN-ACO
ip address 172.20.102.1 255.255.255.0

#EURBLE IR Fithiitithippool, JEEIPHENIERE
sslvpn ip address-pool ippool 172.20.102.10 172.20.102.100

HBHERAEOMA B Z L X
security-zone name Trust

import interface GigabitEthernet1/0/13
import interface Vlan-interface3
security-zone name Untrust

import interface GigabitEthernet1/0/0
import interface GigabitEthernet1/0/15
import interface SSLVPN-ACO

#ECEIH AR
zone-pair security source Any destination Any
packet-filter 3000

acl advanced 3000
rule 5 permit ip

#EtEradiusiAiE FIRERSSL VPNEEIMCRIER

radius scheme emo


https://zhiliao.h3c.com/User/other/0

primary authentication 172.20.0.18
primary accounting 172.20.0.18
key authentication cipher xxxxx
key accounting cipher xxxxx

user-name-format without-domain

#ECEISPiidomain, IEERAFIENENIAFAgroupl, JAE, EIRNITEERMRADIUSH R Ars
cheme

domain emo

authorization-attribute user-group group1

authentication sslvpn radius-scheme emo

authorization sslvpn radius-scheme emo

accounting sslvpn radius-scheme emo

# feEPKligsslvpn

pki domain sslvpn

public-key rsa general name sslvpn
undo crl check enable

# S CAiEHca.cerfliRs3ESiEHserver.pfx,

pki import domain sslvpn der ca filename ca.cer

pki import domain sslvpn p12 local filename server.pfx
# EEESSLIRSS2RinsREgssl, SIAPKI

ssl server-policy ssl

pki-domain sslvpn

ciphersuite rsa_aes_128 cbc_sha

ip http enable
ip https enable

#EEESSL VPNRIXgwhlIPHEtE, F5|FASSLERSSERiRRHRSSI.
sslvpn gateway gw

ip address 202.108.16.72

ssl server-policy ssl

service enable

# BEESSL VPNifEHlimcs| FISSL VPNRI&Zgw
sslvpn context imc
gateway gw domain emo

#{ESSL VPNiSIEAEFlimeHR, AEFIRIEEMEMOIRSS S
emo-server address 172.20.0.18 port 9058

# fESSL VPNifEsEfFlimcrhs|FISSL VPN ACHE1
ip-tunnel interface SSLVPN-ACO

#{ESSL VPNiBIEGlimerh, SUEZIRHTIR, FENRBTIFRRE
ip-route-list iplist
include 172.20.0.0 255.255.0.0

#TESSL VPNijIAERlimerR, ERESSL VPNERIEHEIRE
policy-group pgroup

#ESSL VPNEREEME TEEIPEN S| itttz
ip-tunnel address-pool ippool mask 255.255.0.0
ip-tunnel access-route ip-route-list iplist

[DEHIfERISERISPIEE#ITAAANE
aaa domain emo
service enable
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