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Portal

Radius SEE 2015-12-28 &%

Z£E5IMC R~ A&User-ProfileffiPortal A\MEPRIREARIEI S

ZP(HEFASRE602-X188H5E, ComwareV5EE, E&IMC7.1fPortai\iE, EEBIIMCAERTE

PRI,

FTPAk %5 4%

12.1.1.2

12.1. 1.1

192. 168. 1. 264

192.168. 1. 103

192. 168. 2. 254 -
PortaliAiE

192.168. 2.2

SR6602-X1 hzA: R3303P05
IMC hfgAs: 7.1

1.SR66ELE
#HEFAZRIARIsystem domain
domain default enable system

#BcEportal serverfllfree-rule &%

Portal iR%5 8%

portal server h3c ip 192.168.1.103 port 2000 key simple 123 url http://192.168.1.103:8080/portal serv

er-type imc

portal free-rule 0 source ip any destination ip 192.168.1.103 mask 255.255.255.255

#ELEPortalf$iFfYradius scheme h3c
radius scheme h3c
server-type extended
primary authentication 192.168.1.103
primary accounting 192.168.1.103
key authentication simple 123
key accounting simple 123
user-name-format without-domain
nas-ip 192.168.1.254
#HECEEKIARIsystem domain
domain system
authentication portal radius-scheme h3c
authorization portal radius-scheme h3c
accounting portal radius-scheme h3c
access-limit disable
state active

idle-cut disable


https://zhiliao.h3c.com/questions/catesDis/61
https://zhiliao.h3c.com/questions/catesDis/58
https://zhiliao.h3c.com/User/other/111

self-service-url disable

#TE M qoshIZE

traffic classifier 1M operator and

if-match any

#EN qostI TR

traffic behavior 1M

car cir 1024 cbs 63744 ebs 0 green pass red discard
#E X QOSPRIERAS

gos policy 1M

classifier 1M behavior 1M

#PEC EPREFEAuser-profile

user-profile CAR_1M

gos apply policy 1M inbound

qos apply policy 1M outbound
#ECEEREPortalfRSSRRAVEE 1 it
interface GigabitEthernet0/0/0

ip address 192.168.1.254 255.255.255.0
#ERBPortab \iERYEO

interface GigabitEthernet0/0/1

ip address 192.168.2.254 255.255.255.0
portal server h3c method direct

portal nas-ip 192.168.1.254
#HECBIEREFTPERSS SRRV tiE
interface GigabitEthernet0/0/2

ip address 12.1.1.1 255.255.255.0
#ECEERIAERH

ip route-static 0.0.0.0 0.0.0.0 12.1.1.2
#iEuser-profile

user-profile CAR_1M enable
2.IMCECE&
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3.2 BRHINEEE TRIREERIR5]
display connection user-name test

Slot: 0

Index=3 , Username=test@system
IP=192.168.2.2

IPv6=N/A

MAC=000c-299c-af18

Total 1 connection(s) matched on slot 0.

display connection ucibindex 3

Slot: 0

Index=3 , Username=test@system
MAC=000c-299c-af18

IP=192.168.2.2

IPv6=N/A

Access=PORTAL ,AuthMethod=CHAP

Port Type=Ethernet,Port Name=GigabitEthernet0/0/1
ACL Group=Disable

User Profile=CAR_1M

CAR=Disable

Priority=Disable

SessionTimeout=86388(s), Terminate-Action=Default
Start=2011-12-26 19:18:08 ,Current=2011-12-26 19:18:22 ,0nline=00h00m14s
Total 1 connection matched.
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0 PC peap b arnaemon.ini 377 EEREE 2015-12-19 20030 -rscriascna oo
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G RETh
L
4D
0[al 7 = M

| \ RAZI 2

62O ME @ @/d
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M Wireshark - £ 31 - portal_radius_userprofile -—— - — M @E‘Q

Frame 31: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits) on interface @
Ethernet II, Src: Vmware_el:80:d@ (00:0c:29:e1:00:d@), Dst: Hangzhou_12:fe:27 (74:25:8a:12:fe:27)
Internet Protocol Version 4, Src: 192.168.1.183, Dst: 192.168.1.254

User Datagram Protocol, Src Port: 1812 (1812), Dst Port: 3986 (3986)

RADIUS Protocol

Code: Access-Accept (2)

Packet identifier: @xc (12)

Length: 151

Authenticator: 8c@fc51ldb3aae879f803003717bcb214

[This is a response to a request in frame 3@]

[Time from request: ©.81956400@ seconds]

Attribute Value Pairs

 AVP: 1=6 t=User-Name(1): test

AVP: 1=6 t=Service-Type(6): Framed(2)

AVP: 1=18 t=State(24): 454f784766676141

AVP: 1=6 t=Termination-Action(29): Default(®)

LAY v owow

S

N B

AVP: 1-8 t-Filter-1d(11): CAR_IM

|[Filter-Id: CAR_1M

= =5ession-Timeou H 1
=6 t=Acct-Interim-Interval(85): 680

I AVP:

b AVP: 1=12 t=Vendor-Specific(26) v=HUAWET Technology Co.,Ltd(2011)
| b AVP: 1=71 t=Vendor-Specific(26) v=HUAWET Technology Co.,Ltd(2011)

W Mo 81 o Time: 5 55058 » Source: 132 1661103 + Dectinstion: 192 168.1.25¢ + Frotocol: RADIUS * lemgth: 135 * Info: AccessdAccept(2) (id=i2, I=15i}

|

1. Portal (BRI ERC B IEH

2. RadiusfEFN—EERE

3. Radiusfnas-ipBE SRS EEEE—E
4. Portalfinas-ipE SRS EHRE—H
5. SRe66_LERTEHRAJuser-profile



	SR6602-X1 结合IMC 下发User-Profile做Portal认证限速典型配置

