(%" Windows10F0V5hRAHIFHKEERHZL2TP over IPSECEEZES!

L2TP  IPSec  %kaF 2016-01-08 BF&

EFAFEESLHwindows 1 0B HAYE FimflE ] VOhR A KIBHIL2TP over IPSECHIXHR, 4NfReR.
BN

1. FWEEAK, BEEALR Pt
2, PCEREMES, FTLUEEREAM, BIaILAGEEIBE S92 Rttt

%7 EEBRMN

Windows10£2%

—. Windows10&RimHL B
17 win10BIL2TPRIPPTPA AL, BIERUSIERSTER, (VERMRE (Be) HEFMAR,
EEEEE AP IVPNIEERIRALLTP, MIATERIEHVPNAEE.

EFlInternetH NEEFIHZ L),

|, 16:41
e B P 005817

2. EMEIIHZ=HOE, R REFAGEERNE;


https://zhiliao.h3c.com/questions/catesDis/241
https://zhiliao.h3c.com/questions/catesDis/240
https://zhiliao.h3c.com/User/other/1471
http://www.artlinker.net/help/setvpn/win10l2tp#step8
http://m.sm.cn/s?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%259B%25BE&from=wh10057&uc_key_stat=%25E5%2585%25A8%25E9%2583%25A8_%25E7%25BD%2591%25E7%25BB%259C%25E5%259B%25BE
http://m.sm.cn/s?q=%25E6%258E%25A7%25E5%2588%25B6%25E9%259D%25A2%25E6%259D%25BF&from=wh10057&uc_key_stat=%25E5%2585%25A8%25E9%2583%25A8_%25E6%258E%25A7%25E5%2588%25B6%25E9%259D%25A2%25E6%259D%25BF

5 FEEHESG
1 8 BUEE o RS Internet » RSN
BEEEARECESFEEEE

v |0 | EERYEE

AR, Internet
i [ Etherneto

BAERER
EEEINE
EHEESEE
EAERIEE 2]
LAFREE
B
i. AEFSEE
| BEST. BEE VON S8 esEeETEAS.
= nemess
SHFHEEREEE  AEREEEESEE.
sEsE
Internet IR
Windows FikiE
FEE

3 R IEERI TR, RE T2

i W aEeE R

EIEE Internet

BRI . R Internet,

= RS
e, ZEFHESSTEAS.

BT b

BRSNS LI EEATESER VPN .

TN

4. mEEAEMInternetiEiE (VPN) 7;




{6 [p=saTex

IR En TEE?

- {FEEEA Internet ZEE(VPN)(I)
BT Internet ERAESHEEMSEVPN)HEEE

AN @ O

- Bi#EERS(D)
AEInternetEIEERERSESREE.

N (e

5. fEInternetitBlFM=IE S VPNER S A8BIE  (ANFI=RitElib118.119.250.10) |, [RBESMUAIFEAEE
. ‘BirERTEERIEE FERTINREX 5%, RitUE;

¢ [gEEnTex

S\ EIEEN Internet itttk

FIEEE SRR,
Internet HEhE(): |jp6.yu nfv.com ‘
BEfFE=FR(E): XingYunVPN ‘
[l =FREEEs)
IMERREER)

[0 || =& |

6. LERTERINBIRRVPNIESE, (EREINZRNER, HIEFERE—TVPNAIMY (PPTPELL2TP)
. RENESHEDOERE ERN ENERRRE";


http://m.sm.cn/s?q=%25E7%2582%25B9%25E5%2587%25BB%25E7%25BD%2591%25E7%25BB%259C&from=wh10057&uc_key_stat=%25E5%2585%25A8%25E9%2583%25A8_%25E7%2582%25B9%25E5%2587%25BB%25E7%25BD%2591%25E7%25BB%259C

L FIEEEEEG — O X

2 v 5 BEER > FESE Internet v FIEAEIERA v 0| | EEEsER Je]
= anmmy
TR EEEANEEEFIEEIEE
EEENRE
EMEEFRE
ENESEEEE (Zi-] HEZER  Internet
SRR =i [ Etherneto
BERERE

#5. BRI
EESE. BoE VPN B ; SaskmEEE S,

@ [OEEEEE
SEHEEREEE | SEESEEEEER.

EEER
Internet I
Windows Fikis
R

7. GERIBRZAIVPNER, EEEN, FEURE;

1 e - O ®
A W SHEE > M Internet » FISEE v O | EEEEEE bl
| ot ae=: ExEnEE il pe=cd EMERRE e~ @ @
= Ethernet0 - HingYunVPN
R o Al it
@ Intel(R) 82574L Gigabit Netwo... &7 WAN Miniport (IKEv2 SR ETEIEO)
)
HERRAEER
SIEEIEQ)
HIEHIEAFE)
$ B0
§ =az=m)
EEET |

8.1 ERBIEIHEEFIERR SRR, VPNRELGE EMAIPSec...(L2TP/IPSEC)", AERE BHRIRE

82 EBKBIERNEIES, REMHEEZHN123456, AEmtfE, FFRE.



z - < | maEE x

g xi :
BE Bm mE  BE L2Te

R L - SRR SR L)
I | v -

; —_— AWK |123456|

OWEERTEHEED
SRR SR BT R i AT

O R BRSHESEIHLUEAR)E)

Et=iR)

® s ERE AL P)

O IEaEREAR) )
[ SR E R G MU CHAR)(H)
[ Microsoft CHAP Version 2 (MS-CHAP v2)

[ EsERE Windows BRENERRE , MR
#E)in

9. GEEMVPNIERE, BIRJERIWIneANHIMASERRH,

I mmsE - o X
A > R - FEE Internet > FESEE v O  EEEEEE »
fEEERg BEaliEE ERBIEE - hae= ENIEENES B> m @
= | Ethernet0 = XingYunVPN
¥ ms L-u!j 5
C -4 Intel(R) 82574L Gigabit Netwo... WAN
BEREFNEEFR
BIEEIEQ)
BIERIEAE)
K B0
H =2z
G 2R
249RE &R 1 PMRE ==
10. 5 EHEE, MAVPNIKS (AZ2fFAlsshvpn) RVPNZL, i A TERERNE,
« ZB
32 FEpAl INTERNET EHEE
SR ERE
I = VPN
T iwhn VPN 25
%=
lsve] XingYunVPN
e
2 EE = fill=3
LEES A=
SRR
FUaRH=RE
LSRR
Internet FEIR
Windows FrdE




2k

—. BKIERE
[LSSH-F1000-S-Al]disp cu
#

version 5.20, Release 3733
#

sysname LSSH-F1000-S-Al
#

12tp enable

#

undo voice vlan mac-address 00e0-bb00-0000
#

ike local-name Isshvpn

#

interzone policy default by-priority
#

domain default enable system
#

telnet server enable

#

undo alg dns

undo alg rtsp

undo alg h323

undo alg sip

undo alg sqlnet

undo alg pptp

undo alg ils

undo alg nbt

undo alg msn

undo alg qq

undo alg tftp

undo alg sccp

undo alg gtp
#
session synchronization enable
#

password-recovery enable
#
vlan 1
#
vlan 2
#
domain system

access-limit disable

state active

idle-cut disable



self-service-url disable
ip pool 1 192.168.10.2 192.168.10.254
#
pki domain default
crl check disable
#
ike proposal 10
#
ike peer 10
exchange-mode aggressive
pre-shared-key cipher $c$3$CiguB8zu1FETb+0d7ZqwSYuwCm+N3VV/0YE=
id-type name
local-name Isshvpn
nat traversal
#
ipsec transform-set 10
encapsulation-mode tunnel
transform esp
esp authentication-algorithm shai
esp encryption-algorithm aes-cbc-128
#
ipsec policy-template fovpn 10
ike-peer 10
transform-set 10
#
ipsec policy Isshvpn 10 isakmp template fovpn
#
user-group system
group-attribute allow-guest
#
local-user admin
password cipher $c$3$E3w4cYdrrdDQwSMwk5w/sehiHHC+bRMsdk1SSVnGJg==
authorization-attribute level 3
service-type telnet
service-type web
#
12tp-group 1
undo tunnel authentication
allow [2tp virtual-template 1
tunnel password cipher $c$3%t/cKMaQQhpYPfcRpo1oHUWAcLdOhsJ4ywx8=
tunnel name Issh
#
interface Virtual-Template1
ppp authentication-mode chap
remote address pool 1
ip address 192.168.10.1 255.255.255.0
#
interface NULLO
#
interface Vlan-interface2
ip address 192.168.1.2 255.255.255.0
#
interface GigabitEthernet0/0
port link-mode route
ip address 192.168.0.1 255.255.255.0
#
interface GigabitEthernet0/1
port link-mode route
ip address 118.119.250.10 255.255.255.0
ipsec policy Isshvpn
#
interface GigabitEthernet0/4
port link-mode route
#



interface GigabitEthernet0/5
port link-mode route
#
interface GigabitEthernet0/6
port link-mode route
#
interface GigabitEthernet0/7
port link-mode route
#
interface GigabitEthernet0/8
port link-mode route
#
interface GigabitEthernet0/9
port link-mode route
#
interface GigabitEthernet0/10
port link-mode route
#
interface GigabitEthernet0/11
port link-mode route
#
interface GigabitEthernet0/2
port link-mode bridge
port access vlan 2
#
interface GigabitEthernet0/3
port link-mode bridge
port access vlan 2
#
vd Root id 1
#
zone name Management id 0
priority 100
import interface GigabitEthernet0/0
zone name Local id 1
priority 100
zone name Trust id 2
priority 85
zone name DMZ id 3
priority 50
zone name Untrust id 4
priority 5
import interface GigabitEthernet0/1
switchto vd Root
zone name Management id 0
ip virtual-reassembly
zone name Local id 1
ip virtual-reassembly
zone name Trust id 2
ip virtual-reassembly
zone name DMZ id 3
ip virtual-reassembly
zone name Untrust id 4
ip virtual-reassembly
interzone source Local destination Trust
rule 0 permit
source-ip any_address
destination-ip any_address
service any_service
rule enable
interzone source Trust destination Trust
rule 0 permit
source-ip any_address
destination-ip any_address



service any_service
rule enable
interzone source Trust destination Untrust
rule 0 permit
source-ip any_address
destination-ip any_address
service any_service
rule enable
interzone source Untrust destination Trust
rule 0 permit
source-ip any_address
destination-ip any_address
service any_service
rule enable
#
ip route-static 0.0.0.0 0.0.0.0 118.119.250.1
ip route-static 10.0.0.0 255.255.224.0 192.168.1.1

ip route-static 192.168.0.0 255.255.0.0 192.168.1.1
#

load xml-configuration
#

load tr069-configuration
#
user-interface con 0
user-interface vty 0 4

authentication-mode scheme
#

return
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