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1. HFEES5560-54C-EIEEE SIAEMINAIS75061 R E—5E].
#

hwtacacs scheme acs

primary authentication 10.100.64.54

primary authorization 10.100.64.54

secondary authentication 10.100.64.57

secondary authorization 10.100.64.57

key authentication cipher $c$3$vvsSQnmf0+9PalCghy7DOvSuov+X/ma6XoCO

key authorization cipher $c$3$R7wMY ctGepkcaPkxvbe803BnGZty9g1quoBL

user-name-format without-domain

nas-ip 10.118.62.13

#

domain acs

authentication login hwtacacs-scheme acs local

authorization login hwtacacs-scheme acs local

accounting login none

authorization command hwtacacs-scheme acs none

authentication lan-access radius-scheme acs

authorization lan-access radius-scheme acs

accounting lan-access none

#

domain default enable acs

2, jBiddebugging BHAERMRRA :

DebuglE&.:

The current terminal is enabled to display debugging logs.

<Y20-BGHJ-HS5560-01>*Mar 14 16:48:48:021 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PA
M_TACACS: Processing TACACS authentication.// {¥ETACACSIAIEERK

*Mar 14 16:48:48:021 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Dispatching
request, Primitive: authentication.// D %&iERK, 1&REELAIAIE

*Mar 14 16:48:48:022 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Creating req
uest data, data type: START// BIEIEREGE, HUEEEIASTART

*Mar 14 16:48:48:022 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Session suc
cessfully created.// SIEEIERMIN

*Mar 14 16:48:48:022 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Getting avail
able server, server-ip=10.100.64.54, server-port=49, VPN instance=--(public).// SKENZI=] FBAYARSS 28
. IRS3E8IPHENEFS10.100.64.54, IHOSH49, I FAM

*Mar 14 16:48:48:022 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Connecting
to server...// EEIRS 25

*Mar 14 16:48:48:025 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Reply Sock
etFd received EPOLLOUT event.// RIEHR X ERFHIEIEPOLLOUTS 4

*Mar 14 16:48:48:025 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Connection
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succeeded, server-ip=10.100.64.54, port=49, VPN instance=--(public).// ZE#ZIRZ 28T, IRSSESIP
#B4E910.100.64.54, IHASH49, NFAM

*Mar 14 16:48:48:025 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Encapsulati
ng authentication request packet./ S NIEEKIRL

*Mar 14 16:48:48:025 2019 Y20-BGHJ-HS5560-01 TACACS/7/send_packet:

version: 0xc0 type: AUTHEN_REQUEST seq_no: 1 flag: ENCRYPTED_FLAG

session-id: 0xf0cc92b2

length of payload: 42

action: LOGIN priv_Ivl: 0 authen_type: ASCIl service: LOGIN

user_len: 4 port_len: 9 rem_len: 12 data_len: 9

user: ping

port: LoopBackO

rem_addr: 10.200.3.154

data: ***
*Mar 14 16:48:48:029 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Reply Sock
etFd received EPOLLIN event.// RIZ R ERFHEIEIEPOLLINSS {4

*Mar 14 16:48:48:029 2019 Y20-BGHJ-HS5560-01 TACACS/7/recv_packet:

version: OxcO type: AUTHEN_REPLY seq_no: 2 flag: ENCRYPTED_FLAG

session-id: 0xf0cc92b2

length of payload: 16

status: STATUS_GETPASS flags: NOECHO

server_msg len: 10 data len: 0

server_msg: password:

data:

*Mar 14 16:48:48:029 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Processing
authentication reply packet.// {MEIA\IERIN RS

*Mar 14 16:48:48:030 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Reply mess
age successfully sent.// FIHAEEIRGEE

*Mar 14 16:48:48:030 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Processed a
uthentication reply message, resultCode: 2./ SEBIAUERINEEE, [BINZEEIFELAIE

*Mar 14 16:48:48:030 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Creating req
uest data, data type: CONTINUE// S FER AIHR SRR &%

*Mar 14 16:48:48:030 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Encapsulati
ng authentication continue request packet.

*Mar 14 16:48:48:030 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Sending aut
hentication continue request packet.

*Mar 14 16:48:48:030 2019 Y20-BGHJ-HS5560-01 TACACS/7/send_packet:

version: 0xcO type: AUTHEN_CONTINUE seq_no: 3 flag: ENCRYPTED_FLAG

session-id: 0xf0cc92b2

length of payload: 14

user_msg len: ****** data_len: 0 flags: CONTINUE AUTHEN

user_msg: ******

data:
*Mar 14 16:48:48:038 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Reply Sock
etFd received EPOLLIN event.// [EIRHR BRI EIEPOLLINSH 4

*Mar 14 16:48:48:038 2019 Y20-BGHJ-HS5560-01 TACACS/7/recv_packet:

version: 0xcO type: AUTHEN_REPLY seq_no: 4 flag: ENCRYPTED_FLAG

session-id: 0xf0cc92b2

length of payload: 6

status: STATUS_FAIL flags: ECHO

server_msg len: 0 datalen: 0

server_msg:

data:

*Mar 14 16:48:48:038 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Processing
authentication reply packet.// {EIAIERINIRST

*Mar 14 16:48:48:038 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS: Reply mess
age successfully sent.// BIRGEEAIXRHIH

*Mar 14 16:48:48:039 2019 Y20-BGHJ-HS5560-01 TACACS/7/EVENT: PAM_TACACS:
Processed authentication reply message, resultCode: 1.

%Mar 14 16:48:48:039 2019 Y20-BGHJ-HS5560-01 SSHS/6/SSHS_LOG: Authentication failed for pi
ng from 10.200.3.154 port 61653 ssh2.

IRBTINEEIRGES, SREAGMERI, ANEXY, HIBIERRESHENSREZBRERT, B
ENERREXLERNZBESHE .

[ERUERHTETACACSIRS B SEE L, BIIMB DT ARIS5560-54C-EI HEZE BRI FrPayloadi



BHEBA LERZH—MFT (clentZIXBERES, Fpam itemiPRAitemTRAILEF, F—RIR
FARIPAM_STRINGEEitemi<E+1--strlen() + 1;) , S XL 5iRSS 880 ITEL,

I IRIRRFE SR FE R AN Rt T HME R :

A MIGitemEEEAAVPRISNETAES, F—XISUREIRIIAVPIEFSRIZMISH, B&PW_STRI
NGRENEY, 1IEAENMlength - 1/EAAVPEHKELR SIEE SIS EER.

BRIRTTIE

RIRTTE:

FESTAURAR 120 2 [ERINRA LR E LSRR, EILFHRIRA/555560-54C-EEESRRITAC
ACSEFIAIERT.
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