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IPHELEARIAIT :
R NP AREIP TunneldIP
R1 1.1.1.1/24 100.0.0.1 TUN1:12.0.0.1/24
TUN2:13.0.0.1/24
R2 1.1.1.2/24 192.168.1.1/24 12.0.0.2/24
R3 1.1.1.3/24 192.168.1.1/24 13.0.0.3/24

HFEREES BT ospEEIEISEEA, FLAIEEEHgre over ipseclI5ZE. BEHTFS
TimipHltESE, FrLARBEEEE D nHIMENE T ospiRAREE. RITTIEME, #Egre tunn
eld_Eff—Rnat, &5 3209 MipdEiapkunnel OfipsRERIBIIE ST,

1. BER1ECE:
1) BEEGRE tunnel, JEEAuRIMNIOIP, BROZXuHIMNICIP

#

interface Tunnell

ip address 12.0.0.1 255.255.255.0

source 1.1.1.1

destination 1.1.1.2

#

interface Tunnel2

ip address 13.0.0.1 255.255.255.0

source 1.1.1.1

destination 1.1.1.3

#

2) FeERKER

#

acl number 3000

rule 0 permit ip source 1.1.1.1 0 destination 1.1.1.2 0

acl number 3001

rule 0 permit ip source 1.1.1.1 0 destination 1.1.1.3 0
#
fEgre over ipseclIIER T, #dESCiH Toredyx, Bt TipseciN®E. EitipsecRXENRAYFFIERIIP
BRidgreFIEEFHIIP, tRERgre tunnelfly sourceFldestination,
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3) BcEike peer
#
ike peer r2
pre-shared-key cipher $c$3$UYUBC/5zGBw77ZgZDLniBXst6B7ejQ==
remote-address 1.1.1.2
#
ike peer r3
pre-shared-key cipher $c$3$cUNdODztbuXP26+JFs3boP5G07NwMA==
remote-address 1.1.1.3
#
4) BcEipsec transform-set
#
ipsec transform-set 1
encapsulation-mode tunnel
transform esp
esp authentication-algorithm md5
esp encryption-algorithm 3des
#
5) BLE ipsec policy
#
ipsec policy 1 10 isakmp
security acl 3000
ike-peer r2
transform-set 1
#
ipsec policy 1 20 isakmp
security acl 3001
ike-peer r3
transform-set 1
#
6) ¥IEE T8 Mipsec policy
#
interface Ethernet0/0
port link-mode route
ip address 1.1.1.1 255.255.255.0
ipsec policy 1
#
7) EcEospf, IBAMOFtunnel dE&i#Hospf
#
ospf 1
area 0.0.0.0
network 100.0.0.1 0.0.0.0
network 12.0.0.1 0.0.0.0
network 13.0.0.1 0.0.0.0
#

2. IZR2ECE:

1) EZEGRE tunnel
#
interface Tunnel0 mode gre
ip address 12.0.0.2 255.255.255.0
source 1.1.1.2
destination 1.1.1.1
nat outbound
#
Tunneld LEEnat outbound, HIEEEZIStunnel DY, RIFCERIBIIEEHtunnel QAYIENE, BT
grefizE,
2) EEERCKER
#
acl advanced 3000
rule 0 permit ip source 1.1.1.2 0 destination 1.1.1.1 0
#
3) EcEipsecikig



ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#
ipsec policy 1 10 isakmp
transform-set 1
security acl 3000
remote-address 1.1.1.1
ike-profile 1
#
ike profile 1
keychain 1
match remote identity address 1.1.1.1 255.255.255.255
#
ike keychain 1
pre-shared-key address 1.1.1.1 255.255.255.255 key cipher
$c$3$Zjh8lgvsPg27z8 WHRa4jIDOoxCmrjQ==
#
4) RO T ERipsec policy
#
interface GigabitEthernet0/0
port link-mode route
ip address 1.1.1.2 255.255.255.0
ipsec apply policy 1
#
5) EeEospf, 1B OF0tunnel 1E£itospf
#
ospf 1
area 0.0.0.0
network 12.0.0.2 0.0.0.0
#
FEAEIEAMOE Sitospf.

3. D RIEE:

1) EZEGRE tunnel
#
interface Tunnel0 mode gre
ip address 13.0.0.3 255.255.255.0
source 1.1.1.3
destination 1.1.1.1
nat outbound
#
Tunneld LEEEnat outbound, HIEEEZISunnel DY, RFCERIBIIEEHtunnel DAYIENE, BT
EESEN
2) BEERKER
#
acl advanced 3000
rule 0 permit ip source 1.1.1.3 0 destination 1.1.1.1 0
#
3) EcEipsecikig
#
ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#
ipsec policy 1 10 isakmp
transform-set 1
security acl 3000
remote-address 1.1.1.1
ike-profile 1
#
ike profile 1
keychain 1
match remote identity address 1.1.1.1 255.255.255.255



#
ike keychain 1
pre-shared-key address 1.1.1.1 255.255.255.255 key cipher
$c$3$Zjh8lgvsPg27z8 WHRa4jIDOoxCmrjQ==
#
4) y¥EEE0 _EERipsecHkig
#
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 1.1.1.3 255.255.255.0
ipsec apply policy 1

#
5) EeEospf, 1BtunneldE&Hospf
#
ospf 1
area 0.0.0.0
network 13.0.0.3 0.0.0.0
#

EEAEBRMNOE Sifospf,
4. ERENmICEREER
1) t&ike sa

display ike sa
total phase-1 SAs: 2
connection-id peer flag phase doi
142 1.1.1.3 RD 1 IPSEC
380 1.1.1.2 RD|ST 1 IPSEC
358 1.1.1.3 RD 2 IPSEC
381 1.1.1.2 RDIST 2 IPSEC
flag meaning

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT RK—REKEY

PN D >zimiipsec safflike sa#BiFIiEsE.
2) t@Eipsec sa
display ipsec sa

Interface: Ethernet0/0
path MTU: 1500

IPsec policy name: "1"
sequence number: 10
acl version: ACL4
mode: isakmp
PFS: N, DH group: none
tunnel:
local address: 1.1.1.1
remote address: 1.1.1.2
flow:
sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: IP
dest addr: 1.1.1.2/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 0x3356AE14(861318676)
transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5
in use setting: Tunnel
connection id: 101
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843180/2950



anti-replay detection: Enabled
anti-replay window size(counter based): 32
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 0x4054B36C(1079292780)
transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5
in use setting: Tunnel
connection id: 102
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843180/2950
anti-replay detection: Enabled
anti-replay window size(counter based): 32
udp encapsulation used for nat traversal: N

Interface: Ethernet0/0
path MTU: 1500

IPsec policy name: "1"
sequence number: 20
acl version: ACL4

mode: isakmp

PFS: N, DH group: none
tunnel:
local address: 1.1.1.1
remote address: 1.1.1.3
flow:
sour addr: 1.1.1.1/255.255.255.255 port: 0 protocol: IP
dest addr: 1.1.1.3/255.255.255.255 port: 0 protocol: IP

[inbound ESP SAs]
spi: 0x891907CB(2300118987)
transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5
in use setting: Tunnel
connection id: 99
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843158/758
anti-replay detection: Enabled
anti-replay window size(counter based): 32
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 0x8FE5123C(2414154300)
transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5
in use setting: Tunnel
connection id: 100
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843159/758
anti-replay detection: Enabled
anti-replay window size(counter based): 32
udp encapsulation used for nat traversal: N

R saf IR, Rgre iSRRI B/IP.

3) t&Eospf 2B
display ospf peer

OSPF Process 1 with Router ID 100.0.0.1
Neighbor Brief Information

Area: 0.0.0.0



Router ID Address Pri Dead-Time Interface State
1.1.1.2  12.0.0.2 1 32 Tunt Full/ -
192.168.1.1 13.0.0.3 1 37 Tun2 Full/ -

SRS Ztunnel IAIPEEBRZIUMATS. $BEitiZtunnel Qipithilt,

5. SmEHTE, WD, FBEBEIAREhtenet S ERFIAIRithit
telnet 100.0.0.1 source ip 192.168.1.1
telnet 100.0.0.1 source 192.168.1.1
BERAtelnetEERER FRRE &

6. BEpimEEtenet BFTELIRTS

display users

The user application information of the user interface(s):
ldx Ul Delay Type Userlevel
82 VTY 0 00:00:46 TEL 3

+83 VTY 1 00:00:00 TEL 3
84 VTY 2 00:00:19 TEL 3

Following are more details.
VTYO :

Location: 12.0.0.2
VTY 1

Location: 1.1.1.4
VTY 2 :

Location: 13.0.0.3
+ : Current operation user.

F : Current operation user work in async mode.
DA A LIRS, IRipR&9tunnel AP
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