(0 BERWX5510E558=H RS BRESHMINERME RG]

wlanfE\  802.1X AAA VLAN B2 2016-02-01 &

B RIRERE A HISSWXS510ENEAPER T, BIYE =IRG8 FAVLAN, BRARMN
. IMCHLIEIN TR, BRZEEE

Index=9602, Username=10000269@fordot1x
MAC=00-1B-77-08-4E-26
IP=N/A
IPv6=N/A
Access=8021X ,AuthMethod=EAP
Port Type=Wireless-802.11,Port Name=WLAN-DBSS4:6101
Initial VLAN=3800, Authorization VLAN=N/A
ACL Group=Disable
User Profile=N/A
CAR=Disable
Traffic Statistic:
InputOctets =5183 OutputOctets =13960
InputGigawords=0 OutputGigawords=0
Priority=Disable
SessionTimeout=N/A, Terminate-Action=N/A
Start=2016-01-23 16:57:04 ,Current=2016-01-23 17:26:35 ,0Online=00h29m31s
Total 1 connection matched.

RILFEHNTRANERvIan 3810,
B — RIS IR,

radius scheme fordot1x

server-type extended

primary authentication 192.168.0.188 key cipher
$c$3$TB29djawx9tynalUS3bEYNIQbSz4qab73LVTOA==

primary accounting 192.168.0.188 key cipher $¢$3$rzzTWPHX85x6Kem0Owd0tMjUaAtWO/8sU/IlvKg

user-name-format without-domain

accounting-on enable

BERELEM, BIMCTARIESR, FTREEAC ERadiusfdebuglEE,;
*Jan 23 15:45:42:960 2016 WX5510E RDS/7/DEBUG:

[64 Tunnel-Type 1161[13]

[65 Tunnel-Medium-Type 1[611[6]

[81 Tunnel_Private_Group_ID ][6][33383130]

[1 User-name 1[10][21300115]

[32 NAS-Identifier 1191 [WX5510E]

[5 NAS-Port 116 1[16781359]

[87 NAS_Port_Id 1[35] [slot=1;subslot=0;port=1;vlanid=47]

[61 NAS-Port-Type 1161[19]

[31 Caller-ID 1[19] [44382D42422D32432D45322D34432D4344]
[30 Called-station-Id 1128] [70-BA-EF-89-F7-20:SITC-11x]

[40 Acct-Status-Type 1[611[3]

[45 Acct-Authentic 1611011

*Jan 23 15:45:42:960 2016 WX5510E RDS/7/DEBUG:
[44 Acct-Session-Id ]1[20] [11600231533b1aate0]
[8 Framed-Address 1[61[192.168.47.75]

[4 NAS-IP-Address 1161[192.168.250.120]


https://zhiliao.h3c.com/questions/catesDis/163
https://zhiliao.h3c.com/questions/catesDis/191
https://zhiliao.h3c.com/questions/catesDis/190
https://zhiliao.h3c.com/questions/catesDis/171
https://zhiliao.h3c.com/User/other/118

[55 Event-Timestamp 1[61[1453535142]

[H3C-26 Connect_ID 11615225
116110]

*Jan 23 15:45:42:961 2016 WX5510E RDS/7/DEBUG:

16110]

16110]

1[6110]

[H3C-1 Input_Peak_Rate

[H3C-2 Input_Average_Rate
[H3C-4 Output_Peak_Rate
[H3C-5 Output_Average_Rate
1[6110]

1[33][192.168.47.75 d8:bb:2c:e2:4c:cd]

[H3C-22 Priority
[H3C-60 Ip-Host-Addr
[46 Acct-Session-Time 116 ]1[720]

*Jan 23 15:45:42:961 2016 WX5510E RDS/7/DEBUG:
1[61[0]

116 1[326048]

[41 Acct-Delay-Time
[42 Acct-Input-Octets
[47 Acct-Input-Packets 1[61[2108]
[43 Acct-Output-Octets 1[61[2194750]

[48 Acct-Output-Packets 1[61[2178]

1[6]110]
*Jan 23 15:45:42:961 2016 WX5510E RDS/7/DEBUG:
1[6100]

BILAEZFI[81 Tunnel_Private_Group_ID FER F&ZACIREI}I0000002F, iIE3810, HRIELAEERER
ST R16HTINNERVIan, ERFRSERETEAFHNE, BRFPEHNEFPE AN, 0SREKR
F16HHHINZRT, XN LR EIRMBTEISSE DA tESEaE, hiEmesi:

[52 Acct_Input_Gigawords

[53 Acct_Output_Gigawords

XEE REE MEV HBEE BRO MW S0 BEG) Huecth HEH
dnip)iERRee=TE[ElaQar

EFETHES - il

dit-

— [C:\Users\hdninistrator\lesktop\teratern. log]

23 45.828538
24 45.841377
25 45.842457
26 45.842752
27 45.845785

.. RADIUS
RADIUS
.. RADIUS
RADIUS
.. RADIUS

06 00 00 CO 0d 41 06 OC 00 DO 0 51 06 33 38 31
30 06 06 CO 00 00 02 1¢ 06 D0 00 00 00 1b 06 00
01 51 81 4F 08 01 03 0C 06 19 20 50 12 7a 4c 95
12 a3 db 4 ef 3c 6a 0F cf la Oc 64 c0 18 12 23
83 179 22 8a dB e5 as 43 3¢ 1b 66 2c da £2

o T :"5;38715 |i“9‘;“168 o |‘l;";;;“"a |;:I;;EJ“51 le Edit Search Project View Fornel Column Wacro Advanced indow Help

100.039035  192.168.0.. 192.168.25. RADLUS ¢IDSAHERS[w|iE|snBleE==|e dn

15 0.042045 192.168. .. RADIUS w5102 cfy teratern. 1°5|

16 0.842559 192.168. RADIUS

17 0.047976  192.168. . RADIUS #Jan 23 15:45:55:420 2016 WXSSLOE RDS/7/DEBUG: Serd: IF=[192.1¢8.0.188], UserIndex=[33

180.050721  192.168 RADIUS #Jan 23 15:45:55:42¢ 2016 WXSS10L RDS/7/DEBUG: Recv MSG, [MsgType=PKT response Index =
) ey *Jan 23 15:45:55:428 2016 WXS510E RDS/7/DEBUG: Receive Raw Packet is:

;3 zzgg:g LnA%, xgigi *Jan 23 15:45:55:428 2016 WXSS10E RDE/7/DEBUG:
- 00 39 00 7F 81 29 4 9f Af 30 £3 46 66 14 25 c5

21 6.061285 RADIUS 90 &b b1 ¢5 07 06 00 0C 00 01 0d 06 00 00 00 01

22 0.062212 RADIUS 13 Of 00 €0 39 7 01 0% 53 74 75 64 65 6e 74 40

RERSER 07 [IUE #Jan 23 15:45:55:426 2016 WXS510F RDS/7/DEBUG: No pick-up Notify from Receive Raw Pack
2945.853%22  192.168. - RADIUS *Jam 23 15 28 2016 WSSO RDS/7/DEBUG: Event: Recelved the detect response fro
30 45854273 192.168. RADIUS *Jan 23 15 28 2016 WXS510E RDE/7/DEBUG: Free seed:S7 in 192.168.0.188 for User

31 45.865726  192.16R.25.. 197.16R.A... RADTLIS

5:428 2016 WXS510E RDE/7/DEBUG:

£ AVP: 16 t=Tunnel-Type(64) Tag-0x00: VLAN(13)
Tag: 0x00
1

Type: VLAN (13)
unnel-Hedi

B t=Message-Authenticator(8@): 921bb5843b131c08
: 118 t=State(24): dB4d56c5d9624fd3felf452006070cad

#Jan 23 15:45:55:428 2016 WXS510F RDE/7/DEBUG:
[7 Framed-Protacol 61 1
[13 Framed-Compression 161 11
[64 Tunnel-Type 1161 [13]
65 Tunnel-Medim-Type

#Jan 23 15:45:55:428 2016 WX5510F RDZ/7/DEBUG:
[29 Termination-Action 611
[27 Session-TimsOut 1161 [86401)

[79 EAP-Message 1 [8 ] [010300061520]
L) ] [18] [7R4CIF18A3

Receive:IP=[192.168.0,188], Code=[11],le

0040 90 00 02 01 0d €6 00 00 00 €1 1a Bf 00 8¢ 39 &7
0850 9109 53 74 75 €4 65 be 74 40 06 00 00 0€ 6d 41

K

For Help, press FI

0SCF1R0C64CO]

inle0s CoL L CO 05 |

BB =TTIRSS =R TR IR VIanfIEHIR L m2S

ERiRE LERE
vlan 3810
name 3810

RBI=FBvian TR,



	某局点WX5510E与第三方服务器结合做认证失败经验案例

