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FAT APEIERARAISE: WA2620E-AGN Release 1122P30

iIMC EIARRAER: 7.1 E0302P18

MSRELERIRA(SE.: MSR920 Release 2513P59

FAT APRYETRIIEE192.168.1.2, MSRI201IERBIE192.168.1.1, IMCHRSSESAIMBIEE19
2.168.1.114, F&AYSSIDAIMacauth, AEFIBEEFMACHIEEIPadklSE vian100/, HE
4#2192.168.100.0/24f4tb4E, ¥&iPhoneXl9Elvan101eh, FHHESES192.158.101.0/2489tE4E,

—IREEE

ToRAPELS :

port-security enable /FFRIREIROZEINEE

#

mac-authentication domain mac //BtEmaciAiEAJdomainisamac

mac-authentication user-name-format mac-address with-hyphen /Ee&maci\iEFIFZRIE
FIXXK-XXK-XX-XX-XX-XX

#

password-recovery enable

#

vlan 1

#

vlan 100 to 101 //Eg&vlan100F0vian101, £BIERFiPadfyFEF#0iPhoneAYFEF

#

radius scheme mac //Bt&radius53, BF/Imac

primary authentication 192.168.1.114 key cipher $c$3$sCYBbRfLfr+n3G5W9GC98SAaPEcLX
Q== /[EEMTAEAIIRSES, ipHbilit/9192.168.1.114 (iIMC EIAMEHE) |, TAIEEZFE9h3c
primary accounting 192.168.1.114 key cipher $c$3$H/40BJArNHOCwWNirmMs/iwWW2nZ/rg==
/ECBHTITZRAIIRSSSS, ipithib9192.168.1.114 (IMCEIARUitbiL) , 1282348 9h3c, TN
BT, EAMCIUREERE— RS, FILUAEITHEEHRE—EL


https://zhiliao.h3c.com/questions/catesDis/163
https://zhiliao.h3c.com/questions/catesDis/192
https://zhiliao.h3c.com/questions/catesDis/190
https://zhiliao.h3c.com/questions/catesDis/171
https://zhiliao.h3c.com/User/other/1406

nas-ip 192.168.1.2 //At&iRE KixradiusiRSZAInas-ipitit
#
domain mac //EgE&domainis;, &= Imac
authentication lan-access radius-scheme mac /& &FFIAIERIradiusj5 2 Amac
authorization lan-access radius-scheme mac /A& &P 1ENAYradius ;53 Imac
accounting lan-access radius-scheme mac /AR &R iTZRradius /53 Imac
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool imc  //BEEERTFLEIMCHECIPHBLEAIdhepitbiitit
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.1
#
dhcp server ip-pool macauth /Et&FBT48iPad S ECIPHBHEAYdhepitbiibitt
network 192.168.100.0 mask 255.255.255.0
gateway-list 192.168.100.1
dns-list 192.168.100.1
#
dhcp server ip-pool macauth-2 //Ee& BT 44iPhone A ER I PR dhepitbibits
network 192.168.101.0 mask 255.255.255.0
gateway-list 192.168.101.1
dns-list 192.168.101.1
wlan service-template 1 crypto
ssid imc
cipher-suite tkip
cipher-suite ccmp
security-ie rsn
service-template enable
#
wlan service-template 4 clear //ER&Ftkmaci\IFRIIRSSHEMR
ssid macauth /ARE&SSIDImacauth
service-template enable //{EBEARSSHEMR
interface Vlan-interface15
ip address 192.168.1.2 255.255.255.0
#
interface Vlan-interface100
ip address 192.168.100.1 255.255.255.0
#
interface Vlan-interface101
ip address 192.168.101.1 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian all
#
interface WLAN-BSS30
port link-type hybrid /iZ&# 0O Shybird2:EY, EeEmac vianfEOZEEWRAhybird2EE, FHE
FOFERIAOVIanuntaggediE@is
port hybrid vian 1 100 to 101 untagged //Bc&vlan100F1vlan101 untaggediEid
mac-vlan enable //{#FgEgmac vianIhgg
port-security port-mode mac-authentication /ARBEiRAZEEIASIMacIAIE
mac-authentication domain mac /A&&IAIEAYdomainiEmac
#
interface WLAN-BSS32
port access vian 15
port-security port-mode psk
port-security tx-key-type 11key



port-security preshared-key pass-phrase cipher $c$3$bzWaOZUhgl+QJtl+3jQIFp1suxykWzj1

TKTSyA==

#

interface WLAN-Radio1/0/1
service-template 1 interface wlan-bss 32
service-template 4 interface wlan-bss 30
snmp-agent

snmp-agent local-engineid 800063A20380F62E18D7D0

snmp-agent community read public
snmp-agent community write private

snmp-agent sys-info version all

snmp-agent target-host trap address udp-domain 192.168.1.114 params securityname public

vac

dhcp enable  /FFEIREHIdhcpiRSSINAEE
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AP L EEIEREAF:
[WA2620E-AGN-WLAN-BSS30]dis wlan client
Total Number of Clients 5
Client Information
SSID: imc
MAC Address User Name APID/RID IP Address VLAN
08ed-b9f1-8bc3 -NA- 1 /1 192.168.1.114 15
8019-3427-ad67 -NA- 1 /1 192.168.1.3 15
SSID: macauth
MAC Address User Name APID/RID IP Address VLAN
24a2-e111-cdb4 24-a2-e1-11-cd-b4 1 /1 192.168.100.2 100
7cfa-dfaf-Ob0d 7c-fa-df-af-Ob-0d 1 /1 192.168.101.4 101
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