(" M9000 SSLVPNi&S B EIAIPEFAERIRR

SSL VPN

BEigE 2016-03-17 k&

[BIRREISR :
M9000/EISSLVPNRIX, ZFimSSLVPNIRERINGE, 2Fi%10.100.100.1 pingIfI&E
i510.250.250.2 (PIRIZIEANIZECIP) |, RILEAE,

SSLVPN#ZSIAE, PC10.100.100.1 ping M5 10.250.250.2, BERIEEEEslot7 £, BRER
[, debug B#fislot! FaspfEZ 7.

*Feb 24 17:13:54:398 2016 M9010 ASPF/7/PACKET: -Slot=1.1; The first packet was dropped by AS
PF for invalid status. Src-Zone=Trust, Dst-Zone=Trust;If-In=GigabitEthernet2/0/24(154), If-Out=SSLV
PN-AC1(4695); Packet Info:Src-IP=10.250.250.2, Dst-IP=10.100.100.1, VPN-Instance=none,Src-Port
=1, Dst-Port=0. Protocol=ICMP(1).

SSLVPNABATS 7N, BRIHEESSLVPN GW (111.75.206.107) RIHTTPSIRM HiksE, H
[EIERAT Eslot7, £2i3SSLVPNLMEFAERERAE 10.100.100.1 -> 10.250.250.2 ICMP, Mslot7 &%,
HFFFEE TNAT SERVER: nat server protocol tcp global 111.75.206.47 23 inside 10.250.250.2
23

RIS FEAR

Flow entry 136 information:
cookie: 0x0, priority: 5700, hard time: 0, idle time: 0, flags: check_overlap
[reset_counts|no_pkt_counts|no_byte_counts, byte count: --, packet count: --
Match information:
IP Range: IPv4 source address ~ from 10.250.250.2 to 10.250.250.2
Instruction information:
Write actions:

Group: 4026531849

SHRMRI EB5blade (HBIRIZ ETslot1) |, HMHASPFEF.

1. EERTENEEI111.75.206.107 AORSC@IE mac 517 Eslot 1 £,
2. MK IPIENEEENAT OUTBOUND—#E(FHE, 1B7EGigabitEthernet2/0/24 FIEANTR nat outbou
nd, ESHEAPR R EHBEEEEIXAR .

#

traffic classifier sslvpn operator and

if-match acl 3710

#

acl advanced 3710

description SSL_VPN_MQC

rule 10 permit ip destination 111.75.206.107 0
#

traffic behavior sslvpn

redirect interface Blade1/0/1

#

gos policy sslvpn

classifier sslvpn behavior sslvpn

#

interface GigabitEthernet2/0/20

gos apply policy sslvpn inbound enhancement
#

interface GigabitEthernet2/0/24

port link-mode route

combo enable copper

ip address 10.250.250.1 255.255.255.0

nat outbound 3088 address-group 77

#

nat address-group 77


https://zhiliao.h3c.com/questions/catesDis/239
https://zhiliao.h3c.com/User/other/74

address 10.250.250.7 10.250.250.11
#

acl advanced 3088

description SSLVPN-destination
rule 0 permit ip

#

sSIVpN AN RAS 7N (FEHLHASHEIFEMNISHR) |, TEECANATSERVER{ERRT (NATSERVERS
TARSIFRMUEIBIMISR) TSI, RBESSLVPNLSEILRIBRItEIEINATSERVERAER
IRSS e, ASHIiZaRE (Fbin10.250.250.2) |, ZAEAMEHENE. Blssivpn R F&3 7
N EIRBE KRR,
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