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# radius scheme imc

primary authentication 192.168.254.x

primary accounting 192.168.254.x

secondary authentication 192.168.2.x

secondary accounting 192.168.2.x

key authentication cipher $c$3$EWHuUkOHFsOTpWMRp36F6SL7Q0O300fdOmVehwrQ==

key accounting cipher $c$3$MLuGr0dyZId3YdDIxh1bT2sJSzXX50fukZtrLg==

user-name-format without-domain
#

domain ead

authentication lan-access radius-scheme imc

authorization lan-access radius-scheme imc

accounting lan-access radius-scheme imc
#

domain default enable ead
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*Jan 22 00:18:56:548 2013 H3CS5130_5A105 RADIUS/7/EVENT: Retransmitting request packet, cu
rrentTries: 3, maxTries: 3.

*Jan 22 00:18:59:548 2013 H3CS5130_5A105 RADIUS/7/EVENT: Response timed out.

*Jan 22 00:18:59:548 2013 H3CS5130_5A105 RADIUS/7/EVENT: Found request context, dstIP:
192.168.254.x; dstPort: 1813; VPN instance: --(public); socketfd: 70; pktID:206.

*Jan 22 00:18:59:548 2013 H3CS5130_5A105 RADIUS/7/EVENT: Reached the maximum retries.
*Jan 22 00:18:59:549 2013 H3CS5130_5A105 RADIUS/7/EVENT: Set status of server to block succ
essfully. serverlP: 192.168.254.x, serverPort: 1813.

*Jan 22 00:18:59:549 2013 H3CS5130_5A105 RADIUS/7/EVENT: Got next server successfully. s
erverlP: 192.168.2.x; serverPort: 1813.

AEEEMCRIXaaalERkEHE, REUEIRE, SH=RKMEZE, serverE/blockiAZ.

*Jan 22 00:19:03:073 2013 H3CS5130_5A105 RADIUS/7/EVENT: Processing AAA request data.
*Jan 22 00:19:05:548 2013 H3CS5130_5A105 RADIUS/7/EVENT: Response timed out.

*Jan 22 00:19:08:549 2013 H3CS5130_5A105 RADIUS/7/EVENT: Reached the maximum retries.
*Jan 22 00:19:08:551 2013 H3CS5130_5A105 RADIUS/7/EVENT: Received status of server chan
ging event.

*Jan 22 00:19:08:552 2013 H3CS5130_5A105 RADIUS/7/EVENT: Aaad sent notification about the ¢
hange of server status to application process successfully. Server state: block.

*Jan 22 00:19:08:553 2013 H3CS5130_5A105 RADIUS/7/EVENT: Set status of server to block su
ccessfully. serverlP: 192.168.2.x, serverPort: 1813.

*Jan 22 00:19:08:554 2013 H3CS5130_5A105 RADIUS/7/EVENT: Got next server failed.

*Jan 22 00:19:08:555 2013 H3CS5130_5A105 RADIUS/7/EVENT: RESEND_RADIUS: Send stop-ac
counting message to AAA.

*Jan 22 00:19:08:555 2013 H3CS5130_5A105 RADIUS/7/EVENT: RESEND_RADIUS: Ready to res
end stop-accounting packet SessiOnID= 00000004201301220016360000043708100179.
FsecondaryfRSSEEEEE, ERIREMAMRIETHN, MEEERSEEMIER

*Jan 22 00:19:12:559 2013 H3CS5130_5A105 RADIUS/7/EVENT: Found request context, dstIP:
192.168.2.x, dstPort: 1812, VPN instance: --(public), socketFd: 70, pktID: 167.

*Jan 22 00:19:12:560 2013 H3CS5130_5A105 RADIUS/7/ERROR: Reply packet: Invalid packet
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authenticator.
*Jan 22 00:19:12:560 2013 H3CS5130_5A105 RADIUS/7/ERROR: The reply packet is invalid.
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