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ip vpn-instance v1
#
address-family ipv4
route-replicate from vpn-instance v2 protocol direct /AGv2shRIELER G|V
#
ip vpn-instance v2
#
address-family ipv4
route-replicate from vpn-instance v1 protocol direct /A4Gv1FRIEIEREHS|AvV2
#
nat static outbound 192.168.1.2 vpn-instance v1 192.168.2.1 vpn-instance v2
#
interface GigabitEthernet3/0/1
ip binding vpn-instance v1
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet3/0/2
ip binding vpn-instance v2
ip address 192.168.2.1 255.255.255.0
nat outbound vpn-instance v2
nat static enable
#
security-zone name Trust
import interface GigabitEthernet3/0/1
#
security-zone name Untrust
import interface GigabitEthernet3/0/2
#
security-policy ip
rule 1 name p1
action pass
vrf v
source-zone trust
destination-zone untrust
rule 2 name p2
action pass
vrf v2
source-zone untrust
destination-zone trust
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1. TEBAIE FHdebugging aspf packet, &IIREEINT

*Jun 16 19:38:03:514 2019 H3C ASPF/7/PACKET: -COntext=1; The first packet was dropped by pac
ket filter or object-policy. Src-ZOne=Untrust, Dst-ZOne=Trust;If-In=GigabitEthernet3/0/2(2), If-Out=G
igabitEthernet3/0/1(1); Packet Info:Src-IP=192.168.2.2, Dst-IP=192.168.1.2, VPN-Instance=v2, Src-P
ort=195, Dst-Port=2048. Protocol=ICMP(1).

2, MESVPNIAERE, RNSp2EE—E, ERERETEN.

rule 2 name p2


https://zhiliao.h3c.com/questions/catesDis/248
https://zhiliao.h3c.com/User/other/9049

action pass

vrf v2

source-zone untrust

destination-zone trust
3, EEYEENL, FERT2 AN EEH, EREIEHRIBERTT, RIEEpingE, BEERIEL
BEEIRYRZrule 2

Initiator:

Source  IP/port: 192.168.2.2/203

Destination IP/port: 192.168.1.2/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: v2/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet3/0/2

Source security zone: Untrust

Responder:

Source  IP/port: 192.168.1.2/203

Destination IP/port: 192.168.2.2/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: v1/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet3/0/1

Source security zone: Trust
State: ICMP_REPLY
Application: ICMP
Rule ID: 2
Rule name: p2
Start time: 2019-06-16 19:47:14 TTL: 22s
Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes
4, Zi3HA, EPKnat serverLAKnat outbound# & UHR BRUMUEAIEHE, L RIEEHEECERIvpn
IHISHIRBAIvPnLAl, FIARIRvPnLAl,
EETERIEE, AURT2EEB B EHMIHAERTI,
rule 3 name p3

action pass

vrf vi

source-zone untrust

destination-zone trust
BefE BRI RIEILACRORIZ RS
Initiator:

Source  IP/port: 192.168.2.2/206

Destination IP/port: 192.168.2.1/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: v2/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet3/0/2

Source security zone: Untrust
Responder:

Source  IP/port: 192.168.1.2/206

Destination IP/port: 192.168.2.2/0

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: v1/-/-

Protocol: ICMP(1)

Inbound interface: GigabitEthernet3/0/1

Source security zone: Trust
State: ICMP_REPLY
Application: ICMP
Rule ID: 3
Rule name: p3
Start time: 2019-06-16 19:52:11 TTL: 25s
Initiator->Responder: 5 packets 420 bytes
Responder->Initiator: 5 packets 420 bytes
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fE¥ Knat serverlA K& nat outbound& 4IRS BRIHEIEAORTR, LL5RIEEmEENVenLAISHER
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security-policy ip

rule 1 name p2 /RT1EZEISEHIAEIRT2, BI1.2 ping 2. 200fH&, EEX—RLERIE

action pass

vrf v1

source-zone trust

destination-zone untrust

rule 2 name p2 /RT2EZEISIRMIFITIRTT, B2.2 ping 1.200AHE, EEIX—KLLHG
action pass

vrf v2

source-zone trust

destination-zone untrust
rule 3 name p3 /RT2ETnatBETiHEIRTT , BI2.2 ping 2 1HAHR, SEX—RLTLHE
action pass

vrf v

source-zone untrust

destination-zone trust
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