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1. IPSEC VPNERIEHEE, HBAMHEENIPSECIEXEESE M, EEMHINRERES:
SEBMSR810-W-LM:

<MSR810>display ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: v7
Sequence number: 1
Mode: Template
Tunnel id: 2
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: X.X.228.82
remote address: X.X.159.252
Flow:
sour addr: 10.10.10.0/255.255.255.0 port: 0 protocol: ip
dest addr: 192.168.10.0/255.255.255.0 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 2411258305 (0x8fb8el1c)
Connection ID: 279172874247
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/648
Max received sequence-number: 0
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI1: 2906870646 (0xad435376)
Connection ID: 227633266694
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/648
Max sent sequence-number: 0
UDP encapsulation used for NAT traversal: N
Status: Active
BEBMSR930:
<MSR930>display ipsec sa
IPsec policy name: "3120"
sequence number: 10
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acl version: ACL4
mode: isakmp
PFS: N, DH group: none
inside VRF:
tunnel:
local address: X.X.72.13
remote address: X.X.228.82
flow:
sour addr: 10.10.10.0/255.255.255.0 port: 0 protocol: IP
dest addr: 10.254.1.0/255.255.255.0 port: 0 protocol: IP

[inbound ESP SAs]
spi: 0XEBF4441D(3958653981)
transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5
in use setting: Tunnel
connection id: 201
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1841247/3234
anti-replay detection: Enabled
anti-replay window size(counter based): 32
udp encapsulation used for nat traversal: N

[outbound ESP SAs]

spi: 0XFOD43EE4(4191436516)

transform: ESP-ENCRYPT-3DES ESP-AUTH-MD5

in use setting: Tunnel

connection id: 202

sa duration (kilobytes/sec): 1843200/3600

sa remaining duration (kilobytes/sec): 1708168/3234

anti-replay detection: Enabled

anti-replay window size(counter based): 32

udp encapsulation used for nat traversal: N
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interface GigabitEthernet0/3

port link-mode route

nat outbound 3001

nat server 1 protocol tcp global current-interface www inside 10.10.10.10 www

ip address X.X.X.X 255.255.255.240

ipsec policy 3120

4 FE=HMIHEA, 80imHANISTELERBETNATIEISER, NATE MG 75
%, SEuhRRSENLSRE.,

FERERRENANO TSI TS :

ipsec no-nat-process enable
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