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#
version 7.1.064, Release 5221
#

#
dns server 114.114.114.114


https://zhiliao.h3c.com/questions/catesDis/193
https://zhiliao.h3c.com/User/other/1758

#
vlan 800
description i-guangdong-wifi
#
vlan 810
description i-guangdong-wifi-user
#
wlan service-template 1
ssid i-Guangdong
vlan 810
user-isolation enable
client-rate-limit enable
client-rate-limit inbound mode static cir 512
client-rate-limit outbound mode static cir 6144
portal enable method direct
portal domain i-guangdong
portal bas-ip 10.65.4.163
portal apply web-server portal
service-template enable
#
wlan service-template 2
ssid cl-office
akm mode psk
preshared-key pass-phrase cipher $¢$3$0jfOHtIQFJZNcmtndKhszuVO9IAVY0GXGO+lcw==
cipher-suite ccmp
security-ie rsn
client-rate-limit enable
client-rate-limit inbound mode static cir 512
client-rate-limit outbound mode static cir 12288
service-template enable
#
wlan service-template 3
ssid iGT
vlan 810
user-isolation enable
portal enable method direct
portal domain i-guangdong-portal3
portal bas-ip 10.65.4.163
portal apply web-server portal3
service-template enable
#
interface NULLO
#
interface Vlan-interface800
ip address 10.65.4.163 255.255.255.224
#
interface GigabitEthernet1/0/2
port link-mode bridge
port access vlan 800
#
interface GigabitEthernet1/0/3
port link-mode bridge
port access vlan 810
#
interface GigabitEthernet1/0/4
port link-mode bridge
port access vlan 810
#
interface GigabitEthernet1/0/5
port link-mode bridge
description link-to-route
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 800 810



#
ip route-static 0.0.0.0 0 10.65.4.161
#
radius session-control enable
#
radius scheme i-guangdong
primary authentication 10.64.1.201 key cipher $c$3$gXeFEBd8VF8Kk1ySRmVh9cQfUP8ka5PgbMIF
9z0aCFQAEG8=
primary accounting 10.64.1.201 key cipher $c$3$tbG57h1SD566zp5SxXAHa04WQhKJD5fgx+9rStx
WgKhZY30=
key authentication cipher $c$3$4WE02rHwjgHV4jT4bh3nRleakKkbCuw3nYV3MwCA97ndUP0=
key accounting cipher $¢$3%$/2jhhSOpgE5A0HJIOBLISYxtjPsl+8EulMI4WjPyfS8pWrA=
user-name-format keep-original
nas-ip 10.65.4.163
#
radius scheme i-guangdong-portal3
primary authentication 10.64.2.104 key cipher
$c$3$A7hfmQ11I5PMTEY2qt2qrt4 DwkWmzGuTSIJRC/LCA++Pxwl=
primary accounting 10.64.2.104 key cipher
$c$3$/vg/m668j7ZoRMIVHFLIAQBenmFs5P4uH32aKmkgnjjwigg=
key authentication cipher $c$3$DWsVsgeUUj7UYKF4FvfsOkJNSVtRIXHZOaflpup4dVLT8xs=
key accounting cipher $c$3$sUftC5uX84n8j59qJVER3BjQZsiv4unajDyBUtkMsHt10ig=
user-name-format keep-original
nas-ip 10.65.4.163
#
domain i-guangdong
authorization-attribute idle-cut 120 10240
session-time include-idle-time
authentication portal radius-scheme i-guangdong
authorization portal radius-scheme i-guangdong
accounting portal radius-scheme i-guangdong
#
domain i-guangdong-portal3
authorization-attribute idle-cut 120 10240
session-time include-idle-time
authentication portal radius-scheme i-guangdong-portal3
authorization portal radius-scheme i-guangdong-portal3
accounting portal radius-scheme i-guangdong-portal3
#
portal host-check enable
portal device-id IGD_H3C_CJRJYPX
portal auth-fail-record enable
portal auth-error-record enable
portal free-rule 1 source ip any destination ip 114.67.*.0 255.255.255.240
portal free-rule 2 source ip 114.67.*.0 255.255.255.240 destination ip any
portal free-rule 3 source ip any destination ip 202.96.*.86 255.255.255.255
portal free-rule 4 source ip any destination ip 202.96.*.166 255.255.255.255
portal free-rule 5 source ip any destination ip 10.64.1.0 255.255.255.0
portal free-rule 6 source ip 10.64.1.0 255.255.255.0 destination ip any
portal free-rule 7 source ip any destination ip 114.114.114.114 255.255.255.255
portal free-rule 8 source ip any destination ip 10.64.2.0 255.255.255.0
portal free-rule 9 source ip 10.64.2.0 255.255.255.0 destination ip any
portal free-rule 10 source interface GigabitEthernet1/0/5
#
portal web-server portal

url https://i-guangdong.windfindtech.com/portal/login

server-type cmcc

url-parameter apmac ap-mac

url-parameter nasid nas-id

url-parameter userip source-address

url-parameter usermac source-mac

url-parameter wlanacip value 10.65.4.163

url-parameter wlanacname value IGD_H3C_CJRJYPX
#


https://i-guangdong.windfindtech.com/portal/login

portal web-server portal3

url https://i-quangdong.windfindtech.com/portal2/login
server-type cmcc

url-parameter apmac ap-mac
url-parameter nasid nas-id
url-parameter userip source-address
url-parameter usermac source-mac
url-parameter wlanacip value 10.65.4.163
url-parameter wlanacname value IGD_H3C_CJRJYPX
#
portal server portal
ip 10.64.1.3
server-type cmcc
#
portal server portal2
ip 10.64.1.4
server-type cmcc
#
portal server portal3
ip 10.64.1.234
server-type cmcc
#
portal server portal4
ip 10.64.2.104
server-type cmcc
#
wlan global-configuration
control-address enable
nas-id 767017
#
wlan ap-group default-group
vlan 1
ap-model WA4320-ACN-SI
radio 1
radio enable
service-template 1 vlan 810
service-template 2 vlan 810
service-template 3 vian 810
radio 2
radio enable
service-template 1 vlan 810
service-template 2 vlan 810
service-template 3 vlan 810
#
wlan ap 2f-01 model WA4320-ACN-SI
serial-id 219801A0T78171E08716
radio 1
radio enable
channel band-width 40
radio 2
radio enable
#
wlan ap 2f-02 model WA4320-ACN-SI
serial-id 219801A0T78171E05524
radio 1
radio enable
channel band-width 40
radio 2
radio enable
#
wlan ap 2f-03 model WA4320-ACN-SI
serial-id 219801A0T78171E08761
radio 1
channel band-width 40


https://i-guangdong.windfindtech.com/portal2/login

radio 2
radio enable
#
wlan ap 3f-04 model WA4320-ACN-SI
serial-id 219801A0T78171E06080
radio 1
radio enable
channel band-width 40
radio 2
radio enable
#
wlan ap 3f-05 model WA4320-ACN-SI
serial-id 219801A0T78171E08346
radio 1
radio enable
channel band-width 40
radio 2
radio enable
#
wlan ap 3f-06 model WA4320-ACN-SI
serial-id 219801A0T78171E05550
radio 1
radio enable
channel band-width 40
radio 2
radio enable
#
cloud-management server domain oasis.h3c.com
#

25T — T ilEIdebug, FAT:

*May 27 15:44:00:386 2019 IGD_H3C_CJRJYPX PORTAL/7/EVENT: User-SM[172.18.0.107]: Notified Auth-
SM to process the REQ_AUTH packet.

*May 27 15:44:00:386 2019 IGD_H3C_CJRJYPX PORTAL/7/FSM: Auth-SM: Started to run.

*May 27 15:44:00:387 2019 IGD_H3C_CJRJYPX PORTAL/7/FSM: Auth-SM [172.18.0.107]: Entered state A
uthenticating.

*May 27 15:44:00:387 2019 IGD_H3C_CJRJYPX PORTAL/7/EVENT: User-SM[172.18.0.107]: AAA process
ed authentication request and returned processing.

*May 27 15:44:00:387 2019 IGD_H3C_CJRJYPX PORTAL/7/FSM: User-SM[172.18.0.107]: Begin to run.
*May 27 15:44:00:387 2019 IGD_H3C_CJRJYPX PORTAL/7/EVENT: User-SM[172.18.0.107]: Received aut
hentication response, RespCode=26.

*May 27 15:44:00:387 2019 IGD_H3C_CJRJYPX PORTAL/7/FSM: Auth-SM: Started to run.

*May 27 15:44:00:387 2019 IGD_H3C_CJRJYPX PORTAL/7/PACKET:

Portal sent 16 bytes of packet: Type=ack_auth(4), ErrCode=1, IP=172.18.0.107

TEHportalidi2, ACKZlportallRSSE8AIXHIREQ-AUTH (type=3) HHRZ/E, BHZSFNAAAIRSSSERR
BEINHRX, AAAIRSEEEIEEIIZ/E, ACASEIEACK-AUTH (type=4) , errorcode=0 BRI Z5port
alfR55 8,

M EEXNMESIPABIRE, FJLURIMAAARRSS SR EIERIRespCode=26ARIEBRXEAILER, ERE
NAZZE:

*May 27 16:18:12:190 2019 IGD_H3C_CJRJYPX PORTAL/7/EVENT: User-SM[172.18.0.107]: Received aut
hentication response, RespCode=0.

BIAAARRSS SR ARIBITIXMAIE, SEUGERACEH portal [RSSERRISHIACK-AUTH (type=4) 3R3ZHJerrorcod
e=1, FTLUXBRGZHFEIRSS SR ARESAIZRespCode=26,

fRIRTTIE
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=7REERL.
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