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1. I ERELARMNE
BIEETINEEFREE, KEWT:
#

ip pool mobile 10.205.8.2 10.205.8.254 e chilwice
#

interface Virtual-Template9

ppp authentication-mode pap

remote address pool mobile

ip address 10.205.8.1 255.255.255.0

#

local-user mobile class network

password cipher 123456

service-type ppp /ARSZHER

authorization-attribute user-role network-operato

#

ipsec transform-set m1 /A& BipsecSMIIZE XN IGIEE X
encapsulation-mode transport

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#

ipsec transform-set m2

encapsulation-mode transport

esp encryption-algorithm aes-cbc-128
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esp authentication-algorithm shat

#

ipsec transform-set m3
encapsulation-mode transport

esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shat

#

ipsec transform-set m4
encapsulation-mode transport

esp encryption-algorithm des-cbc

esp authentication-algorithm shat

#

ipsec transform-set m5
encapsulation-mode transport

esp encryption-algorithm 3des-cbc
esp authentication-algorithm shat

#

ipsec transform-set m6
encapsulation-mode transport

esp encryption-algorithm aes-cbc-192
esp authentication-algorithm shat

#

ipsec policy-template m1 1
transform-set m1 m2 m3 m4 m5 m6 //AHELIRAHEINEEE, XBIRESN
#

ipsec policy t1 20 isakmp template m1
#

[2tp-group 9 mode Ins /ECEL2TP, XEAERKIEIIE
allow [2tp virtual-template 9

undo tunnel authentication

#

12tp enable

#

ike profile 1 //ikeEP o HIECE

keychain 1

match remote identity address 0.0.0.0 0.0.0.0
proposal 21 22 23 24 25 26

#

ike proposal 21

encryption-algorithm aes-cbc-128

dh group2

authentication-algorithm md5
#

ike proposal 22

encryption-algorithm 3des-cbc

dh group2



authentication-algorithm md5

#

ike proposal 23
encryption-algorithm 3des-cbc
dh group2

#

ike proposal 24
encryption-algorithm aes-cbc-256
dh group2

#

ike proposal 25

dh group2

#

ike proposal 26
encryption-algorithm aes-cbc-192
dh group2

#

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher 123456
#

WEREEYR, WIRIRERNRE LEEEEAIpsec vpn, ATLIERNARIIN, MEZFERE
RERls, REEREZIBELT, REHKEZRINREMIZE. E/MRpingtt2iRBA—N, B
AR AR ARIERE, TSR TIME DT,

2. debuggingiMB& 2 #rItEcAYkeychain

EMB Sz aifERdisplay ike salARdisplay ipsec safB&ILSEEMINE. N7 HifrikellRipsec,
12tpBIzE~7ISFE, FFE T debugging 12tp all. debugging ike all. debugging ipsec all, UEXAIFEHNEISH
iR 119.4.255.218, LI FRIERER:

*Mar 23 17:07:37:557 2016 JT-ROUTE-A IKE/7/Event: Found pre-shared key that matches address 1
19.4.255.218 in keychain t1./ A7 EEEPE EfIkeychainZEkeychain 1, {BEXEITEkeychain
BEAY, FEEREike keychainX—HRAVESE.

*Mar 23 17:07:37:557 2016 JT-ROUTE-A IKE/7/Packet: Attributes is acceptable.

*Mar 23 17:07:37:557 2016 JT-ROUTE-A IKE/7/Event: Oakley transform 9 is acceptable.

*Mar 23 17:07:37:557 2016 JT-ROUTE-A IKE/7/Packet: Construct SA payload

*Mar 23 17:07:37:557 2016 JT-ROUTE-A IKE/7/Packet: Construct NAT-T rfc3947 vendor ID payload.
AT Rike keychainfIFiE :

#

ike keychain 1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$nsDnONpQI6pTwOIAhPrYGMx8ujyOUHCIR

W==
#
ike keychain t1

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$QIEwwSCk+90bIBfPMVSgNgAYiric7xnxms
XT

#

Ike profileHIELE :
#

ike profile 1

keychain 1



local-identity address 171.221.201.249
match remote identity address 0.0.0.0 0.0.0.0
proposal 21 22 23 24 25 26

#

#

ike profile t1

keychain t1

exchange-mode aggressive

match remote identity address 0.0.0.0 0.0.0.0
match remote identity fqdn shoufeizhan
proposal 1

LA ERYike keychain t1ARike profile t1/ 2727 a5tB{Aipsec{EARY. XIELLAEATike keychainlARzik
e profilefYEEE 2 fe&EI2tp over ipsec vpnfIEFERETAYipsec vpniprofile CLECAYRY /3 itbi 2 —EHY,
A= ILEC2ER1E0.0.0.0/0, B ipseclREIMRFEE 1 Mke profilely, ike profilefimatch
remote identity addressECEMIBTREIABEARE. Alt, HIFESE G ipsec vonEEiH1T(E
%, 1EBILECRT 75 fqdn namefY5=0. EXNT:

#
ike keychain t1

pre-shared-key hostname shoufeizhan key cipher
$c$3$8eT/7r9F4IWawFv3Pp7IVG3CsxT{TF20+Q==

#

ike profile t1

keychain t1

exchange-mode aggressive

match remote identity fqdn shoufeizhan

proposal 1

#

VA HERGERZ ERARIERABERIIAN , BRIXREEZIIVEIEHATike keychainLifike profile s,
3. debuggingiME S HTILECAIIIENNZE B A LAR Hith S8

fE#5eike keychainZ J5#E MR LB R debugAIMBER:

*Apr 5 14:35:10:399 2016 JT-ROUTE-A IKE/7/Packet: The profile 1 is matched.

*Apr 514:35:10:399 2016 JT-ROUTE-A IKE/7/Error: Failed to find proposal 15 in profile 1.//XE8Z&H
ILEE T profiley, {BERAMICEANRINEITR, REXKEIGERproposal 15,

*Apr 5 14:35:10:400 2016 JT-ROUTE-A IKE/7/Packet: Encrypt the packet.

*Apr 5 14:35:10:400 2016 JT-ROUTE-A IKE/7/Packet: Construct notification packet: PAYLOAD_MAL
FORMED.//—R H SRR IRE & I I B AR R,

*Apr 5 14:35:10:400 2016 JT-ROUTE-A IKE/7/Packet: Sending packet to 119.4.255.86 remote port 1
5843, local port 4500.

MU ERHEIRE HiR B R I RE R Eorofile BE &K EI G ENIprofilefISE, BIXILLIRSHIE
E&Hproposal 150 R EL BT 2tph{sEFRIproposal 24—#+EAY:

#

ike proposal 15
encryption-algorithm aes-cbc-256
dh group2

#

ike proposal 24
encryption-algorithm aes-cbc-256

dh group2



{BRike profile 12HEEAMAAIEproposal 24, AHTARERAREERproposal 24, MEEMRTRIN—F
St proposal 15? REZFER FIKEIRNERENFHREES TR, FEREEREIKE—
MERSARY, RIERHZIBAARIARF ZEFENIKERIY, MASHEREINIKERY, KBKEINIRES
ANmFrEIRISGHTINE, PR AN — M. RIBIIZIR ke proposalfESRANT :

Priority Authentication Authentication Encryption Diffie-Hellman Duration

method algorithm  algorithm group  (seconds)

15 PRE-SHARED-KEY  SHA1 AES-CBC-256 Group 2 86400
24 PRE-SHARED-KEY  SHA1 AES-CBC-256 Group 2 86400

AILAEHEEEERproposal, 2UAFSANINEERS. RSB aiginaEinn, mEnsim
R =mHIproposalFilAFS /) proposal 15107, {EBR2E Aike profile BEIZBEERIAYproposal 1549
BE, FELEKm.

FRRAIINER R ke profile REIRNFS /M5 SIproposal 15807], IUAIEN TR /EHATLAE
BRNBRRERRT .

= BRDE:

1. ipseclREIZM RAELE 7 5 Mke profilefd, ike profilefimatch remote identity addressEe BB El
AR, B, HIIFESEEEXipsec vpnELEHTIER, 1EBUHILE S fqdn namefy75
=

2 EEA TKERNEREHMREBMER, EREENEIIKE—MRSAN, KIXIHZRLRIR
FRIEFTBRIKERY, THANSYEIRIKERY, RIBKEIRIERINTSRIRITERIE T,
EPRFER— LRI, ELEL2TPRipsecEi&ike profilesriIproposalE EBIEMERBRINES
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