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#
domain system  //EEEdomainfliket AFASH SR
authentication ike none
authorization ike local
#
ike address-group ikepool 3.3.3.3 3.3.3.10 255.255.255.255 //EtEikelthiitits
#
local-user client class network //BlliZFBFFgEservice-typeAike
password cipher $c$3$70Ui/Qkp1cvEi2b6Ep2T/HKO0+dOf0QXxQ==
service-type ike
authorization-attribute user-role network-operator
authorization-attribute ip-pool ikepool
#
ike proposal 1 /[EgEike proposal
encryption-algorithm 3des-cbc
dh group2
authentication-algorithm md5
#
ike keychain 1 /[EcEike key keychain

pre-shared-key address 0.0.0.0 0.0.0.0 key cipher
$c$3$pEMDV1qgz2vxVM5yiSU+aEQikiUjHK4AJw==

#

ike profile 1 /e Eike profile

keychain 1

match remote identity address 0.0.0.0 0.0.0.0

proposal 1

client-authentication xauth IHBRESIxautht \MESEEY
aaa authorization domain system username client

#
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ipsec transform-set 1
esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shat
#
ipsec policy-template 1 1
transform-set 1
ike-profile 1
#
ipsec policy 1 1 isakmp template 1
#
interface GigabitEthernet1/0/1
port link-mode route
ip address 1.1.1.1 255.255.255.0
ipsec apply policy 1
#
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display ike sa verbose

Connection ID: 29
Outside VPN:
Inside VPN:
Profile: 1

Transmitting entity: Responder

Local IP:1.1.1.1
Local ID type: IPV4_ADDR

Local ID: 1.1.1.1

Remote IP: 1.1.1.2
Remote ID type: IPV4_ADDR

Remote ID: 192.168.1.101

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: MD5

Encryption-algorithm: 3DES-CBC

Life duration(sec): 3600
Remaining key duration(sec): 3573
Exchange-mode: Main
Diffie-Hellman group: Group 2
NAT traversal: Detected

Extend authentication: Enabled

Assigned IP address: 3.3.3.3

display ipsec sa

Interface: GigabitEthernet1/0/1




IPsec policy: 1
Sequence number: 1
Mode: template
Tunnel id: 0
Encapsulation mode: tunnel
Perfect forward secrecy:
Path MTU: 1419
Tunnel:
local address: 1.1.1.1
remote address: 1.1.1.2
Flow:
sour addr: 0.0.0.0/0.0.0.0 port: 0 protocol: ip

dest addr: 3.3.3.3/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 227698188 (0x0d92660c)
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843193/3514
Max received sequence-number: 144
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: Y

Status: Active

[Outbound ESP SAs]
SPI: 223889891 (0x0d5849e3)
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHAT
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/3514
Max sent sequence-number: 0
UDP encapsulation used for NAT traversal: Y

Status: Active
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