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# BLEVLANZO N EIPHbiE,

[AC] vlan 10

[AC-vlan10] quit

[AC] interface Vlan-interface 10

[AC-Vlan-interface10] ip address 100.10.1.54 255.255.0.0
[AC-Vlan-interface10] quit

[AC] interface Vlan-interface 1

[AC-Vlan-interface1] ip address 100.1.1.54 255.255.0.0
[AC-Vlan-interface1] quit

# BCEGE1/0/1F1GE1/0/2I0\VLAN,

[AC] interface GigabitEthernet 1/0/1
[AC-GigabitEthernet1/0/1] port hybrid vian 1 to 10 tagged
[AC-GigabitEthernet1/0/1] quit

[AC] interface GigabitEthernet 1/0/2
[AC-GigabitEthernet1/0/2] port hybrid vian 1 to 10 tagged
[AC-GigabitEthernet1/0/2] quit

# EC B Radius RS ERATEHSIEH.
[AC] ip route-static 0.0.0.0 0 100.1.1.254
# BOETAIER,

[AC] radius scheme acs
[AC-radius-acs] primary authentication 8.100.0.4 key cipher testkey
[AC-radius-acs] quit
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[AC] domain acs

[AC-isp-acs] authentication lan-access radius-scheme acs
[AC-isp-acs] authorization lan-access none

[AC-isp-acs] accounting lan-access none

[AC-isp-acs] quit

# FEiwO%E, BLEEAPIAIES.

[AC] port-security enable
[AC] dot1x authentication-method eap

# BCEWLAN-ESSHE.,

[AC] interface WLAN-ESS10
[AC-WLAN-ESS10] port link-type hybrid
[AC-WLAN-ESS10] port hybrid pvid vlan 10
[AC-WLAN-ESS10] mac-vlan enable

# BeE IR %$£/9802.1X73T,

[AC-WLAN-ESS10] port-security port-mode userlogin-secure-ext
[AC-WLAN-ESS10] undo dot1x handshake

[AC-WLAN-ESS10] undo dot1x multicast-trigger
[AC-WLAN-ESS10] dot1x mandatory-domain acs
[AC-WLAN-ESS10] quit

# FEAC L ECEAIRSWEPS HUINERI LIRSS

[AC] wlan service-template 11 crypto
[AC-wlan-st-11] ssid dweptest
[AC-wlan-st-11] bind WLAN-ESS 10
[AC-wlan-st-11] cipher-suite wep104
[AC-wlan-st-11] wep mode dynamic
[AC-wlan-st-11] service-template enable
[AC-wlan-st-11] quit

# TEACHIAPHIE FECEAPREFRIwa2210, BISEFRIXEXIFEWA2210-AG, THIRIEAP
HISCRREL SFIFRY I SHTEE.

[AC] wlan ap wa2210 model WA2210-AG

[AC-wlan-ap-wa2210] serial-id 210235A22W0079000278
# HNAPHIradio1 55LE], ECEIRSBERSEIMIHTRER, [FEEAPHIradio 15351,

[AC-wlan-ap-wa2210] radio 1

[AC-wlan-ap-wa2210-radio-1] service-template 11 vlan-id 10
[AC-wlan-ap-wa2210-radio-1] radio enable
[AC-wlan-ap-wa2210-radio-1] quit

[AC-wlan-ap-wa2210] quit

# ECERithportal server,
[AC] portal server local ip 85.3.1.220
[AC] portal local-server http

# B Eportal BFASIAUE,

[AC] domain system
[AC-isp-system] authentication portal local
[AC-isp-system] authorization portal local

# BUEEVLANIEZ], FH/SFportal, $ExEportal Al

[AC] interface Vlan-interface 10

[AC-Vlan-interface10] ip address 85.3.1.220
[AC-Vlan-interface10] portal server local method direct
[AC-Vlan-interface10] portal domain system

# GIEEWLAN-ESSE:[, HECEVLAN,

[AC] interface WLAN-ESS 2
[AC-WLAN-ESS2] port access vlan 10

#BLETAIRSS, BlclearRBURIIRS MR, ALEURIARSIEIRAISSIDportal,

[AC] wlan service-template 3
[AC-wlan-st-3] ssid portal



# FWLAN-ESSEMNSIERIIRS MR, FHERETTEAER,
[AC-wlan-st-3] bind WLAN-ESS 2
[AC-wlan-st-3] service-template enable
# GIEAPIER, HEMvap22, BISEFRXEIEWA2220E-AG,
FEEREEAAPHELSHIFTISHITEE)
[AC] wlan ap ap22 model WA2220E-AG
#IREAPHIFESIS/9210235A29F007C000182,

[AC-wlan-ap-ap22] serial-id 210235A29F007C000182
# B \radio2§FSNE], KEIRSSIEMR SEHIRER, FHEREAPSTSN.

[AC-wlan-ap-ap22] radio 2
[AC-wlan-ap-ap22-radio-2] service-template 3
[AC-wlan-ap-ap22-radio-2] radio enable
[AC-wlan-ap-ap22-radio-2] quit
[AC-wlan-ap-ap22] quit

#ECEACL (LACLARERBETIRIUBIEATHIN) .

[AC] acl number 3322

[AC-acl-adv-3322] rule 0 permit ip destination 8.1.1.16 0
[AC-acl-adv-3322] rule 5 permit ip destination 8.1.1.20 0
[AC-acl-adv-3322] rule 10 deny ip
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© APHECE

# OISR, REXERPER. RSBRE. SHRE. AFRAaefRiACL,

[AC] local-user guest

[AC-luser-guest] password simple guest
[AC-luser-guest] service-type portal

[AC-luser-guest] expiration-date 18:00:00-2011/1/31
[AC-luser-guest] authorization-attribute user-role guest
[AC-luser-guest] authorization-attribute acl 3322

. Z5RISIE:
&< 1Tdisplay portal user Al EEEAREHFEL.

display portal user all

Index:1919

State:ONLINE

SubState:NONE

ACL:3322

Work-mode:stand-alone

MAC IP Vlan Interface

(1

~

001e-c144-472e 85.3.1.100 10 Vlan-interface10
Total 1 user(s) matched, 1 listed.

(2

~

dis connection ucibindex 1919
Index=1919, Username=guest@system
MAC=00-1E-C1-44-47-2E

IP=85.3.1.100

IPv6=N/A

Access=PORTAL ,AuthMethod=PAP
Port Type=Wireless-802.11,Port Name=Vlan-interface10
Initial VLAN=10, Authorization VLAN=10
ACL Group=3322

User Profile=N/A

CAR=Disable

Priority=Disable

1@id A1 Tdisplay connection ucibindex&E & FIFEZREMEE.

Start=2011-01-30 10:20:03 ,Current=2011-01-30 10:27:19 ,Online=00h07m16s

Total 1 connection matched.

(3) B pingan S ATLAMMERFRIIGIRAER, ATLABRIRF REET R AL,

Hetht AR i,

D:\>ping 8.1.1.16
Pinging 8.1.1.16 with 32 bytes of data:



Reply from 8.1.1.16: bytes=32 time<1ms TTL=254

D:\>ping 8.1.1.20
Pinging 8.1.1.20 with 32 bytes of data:
Reply from 8.1.1.20: bytes=32 time<1ms TTL=254

D:\>ping 8.1.1.22

Pinging 8.1.1.22 with 32 bytes of data:
Request timed out.

Request timed out.
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