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interface GigabitEthernet1/0/1

port link-mode route

ip address 192.168.1.1 255.255.255.0
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[H3C] security-zone name trust

[H3C-security-zone-Trust] import interface GigabitEthernet 1/0/1
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[H3C] object-policy ip test
[H3C-object-policy-ip-1]rule 1 pass
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[H3C]zone-pair security source trust destination local

[H3C-zone-pair-security-Local-Trust] object-policy apply ip test
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Ceslsers willi2?>ping 192.168.1.1
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[H3c] L
[H3c]
[H3C]
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[H3C]
H3C
H3CpTng 192.To8. 1.2

Ping 192.168.1.2 (192 168.1.2): 56 data bytes, press CTRL_C to break

Request time out

Request time out

Request time out

Request time out

Request Time out

--- Ping statistics for 192.168.1.2 ---

5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss

[H3C]%Dec 18 19:34:47:939 2015 H3C PING/6,/PING_STATISTICS: -Context=l; Ping stat
iitic? for 192.168.1.2: 5 packet(s) transmitted, 0 packet(s) received, 100.0% pa
cket Tloss.
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M S Wireshark 1124 (v1.124-0-954861 da from master-112)] — ==
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Fiters [ ] epression.. ciear sve il AP LER HIEEa FH ©
No.  Time Source Destination Prutnml Length Info /New 4
1 0.00000000192.168.1.2 T NBN: 92 Nane query o) | THEC CTqRbTEEEhernett /0/TTquTe
20.42148500102.168.1.2 102 e 92 wame query s | F3c]autt
0.79948300192.168.1.2 e NENS 92 Name query na| | HIC>UN
40.80535000192.168.1.2 102.168.1.255 NENS 92 Name query NE m;éﬁ;’i" terminal is disabled to display debugging Togs.
5 1.56004500192.168.1.2 192.168.1.255 NENS 92 Name query N&[|The current terminal is disabled to display logs.
61.56027900102.168.1.2 192.168.1.255 NENS 92 Name query NB| [<H3C>sys
7 2.32481500192.168.1.2 192.168.1.255 NENS 92 Name query NB! %ﬁé]m \(/W‘g- return to User View with ctri+z.
82.32512100192.168.1.2 192.168.1.255 NENS 92 Name query N || FISC1ITEENED o g
93.12917000102.168.1.2 192.168.1.255 NENS 92 Name query N8| (H3c]interface CigabitEthernet 1/0/1
10 3.13268800192.168.1.2 192.168.1.255 NENS 92 Name query NB| | [H3C-GigabitEthernetl/0/1]ping 192.168.1.
11 3.88447600192.168.1.2 102.168.1.255 NENS 92 Name query NBf|Ping 192.168.1.2 (192.168.1.2): 56 data byteiv press CTRL_C to break
12 3.88481600192.168.1.2 192.168.1. 255 NaNs 52 nane query nal||Reduest Eineour
13 4.64931400192.168.1.2 192.168.1.255 NENS 92 name query N || Reduest time out
14 4.64980100192.168.1.2 192.168.1.255 NENS 92 Name query N8| fRequest time out
15 5.46791200192.168.1.2 192.168.1.255 NBNS 92 Name query NB| |Request time out
16 6.22469700192.168.1.2 192.168.1.255 NENS 92 Name query NB
2 - Ping statistics for 192.168.1,2
17 6.98888800192.168.1.2 192.168.1.255 NENS 92 Name query N8| |5 oatkag (3) transmicted, 0 packet(s) received, 100.0% packet 1oss
18 13.3921060192.168.1.2 192.168.1.255 NENS 92 Name query NB| | fH3C-Gigabitethernett /0/1]0
19 14.1492090192.168.1.2 192.168.1.255 NBNS 92 Name query NG
20 14.9136160192.168.1.2 192.168.1.255 NENS 92 Name query NB|| Defautt ~
21 20.7388220192.168.1.2 192.168.1.255 NENS 92 Name query NB
22 30.4982420192.168.1.2 192.168.1.255 NENS 92 Name query NB
23 31.2622180192.168.1.2 192.168.1.255 NENS 92 Name auery NB|
& Frame 4: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface
@ Ethernet II, Src: 48:0f:cf:20:a0:0a (48:0F:cf:20:20:0a), Dst: Broadcast (FF:ff:f
@ Internet Protocol version 4, src: 192.168.1.2 (192.168.1.2), Dst: 192.168.1.255
@ User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137) £ Seriak COMS, 9600 22, 27_22(5, 305 term

NetBIOS Name Service

0000 fF ff ff ff ff ff 48 OF cf 29 a0 0a 08 00 45 00
0010 00 4e 16 ad 00 00 80 11 Of a0 cO a8 01 02 O a8
0020 0L Ff 00 89 00 89 00 3a 53 de e5 59 01 10 00 0L
0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43
0040 41 43 41 43 41 43 4143 41 43 41 434143 41 43
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o# Flo: "CALsers\ w11 227\ AppDatLoca Ta.. | Packets: 0 - Diplayed: 40 (100.0%) ~ Dropped: 0 (0.0%)
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(7 e P [  New 4
5 packet(s) transmitted, 0 packet(s) received, 100.0% packet T.
No. Time Source Destination [H3C-GigabitEthernet1/0/1]ping 192.168.1.2
Pw‘gg 152.158.1.2 (192.168.1.2): 56 data bytes, press CTRL.C t
o breal

Request Time out
Request time out
Request time out
Request time out
Request time out

--- Ping statistics for 192.168.1.2 -—-
5 packet(s) transmitted, O packet(s) received, 100.0% packet

loss
[H3C-Gigabitethernet1/0/110 -
Default -
wE Serial: COM4, 9600 14, 27 14{7,61F] Xterm
« M »
(@] &5 File: "C:\Users\w11327\AppData\Local\Te... | Packets: 40 - Displayed: 0 (0.0%) ° Dropped: 0 (0.0%) profile: Defauft
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[H3C]zone-pair security source local destination trust

[HSC—zone»pair»security—LocaI—Trust] object-policy apply ip test
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A Capturing from FHEMEE  [Wireshark 112.4 (v1,12.4-0-gbA861da from master-1.12)] (=@ = ]
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Fiter: |icmp E[ bipression.. Cloar Asply Save Fier
o, Time Source Jestination ratocol Length Info
27 35.2929480192.168.1.1 192.168.1.2 Icup 98 Echo (ping) request 1d=0x0272, seg=0/0, ttl=255 (no|
31 37.4929910192.168.1.1 192.168.1.2 ICHP 98 Echo (ping) request 1d=0x0272, seq=1/256, ttl=255 (
32 39.6930140192.168.1.1 192.168.1.2 TCHP 98 echo (ping) request 1d=0x0272, seq=2/512, ttl=255 (
33 41.8929140192.168.1.1 192.168.1.2 IcMp 98 Echo (ping) request id=0x0272, seg=3/768, ttl=255 (
34 44.0980500 192.168.1.1 192.168.1.2 ICHP 98 echo (ping) request 1d=0x0272, seq=4/1024, tT1=255
166 465.879592192.168.1.1 192.168.1.2 ICMP 98 Echo_(ping) reguest id=0x0273, seg=0/0, ttl=255 (no|
167 468.079702192.168.1.1 192.1 o W . e wm—
168 470.279662 192.168.1.1 192.1 it - e— -
169 472.479672192.168.1.1 192.14[ witp @@ B8v Emo &N Bas TSy EEE
170 474.679640192.168.1.1 192.1 - . _
& d I
286 705.715960 192, 168.1.1 T WVINDE nh BeI FHY 0 H =
287 707.915638 192.168.1.1 192. 10 [+ New 4 b
288 710.115432192.168.1.1 192.1 e
289 712.315472192.168.1.1 192. 14| ﬁﬁ%ﬂ%m T/0/1 |
291 714.515350192.168.1.1 192. 1§ [H3c- G1gah1tEthernEt1/D/1]p1n 192.16&.1.2 |
[Ping 192.168.1.2 (192.168.1.2 56 data bytes, press CTRL_C to break
[Request time out
[Request time out
[Request time out
[RequesT Time out
[Request time out
—-- Ping statistics for 192.168.1.2 ---
5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss |
T T
Default -
< i Serial: COM4, 9500 13, 27 1317, 747 Xterm xS =
—
OB [F#ER: <Ive capture n progress> Fie: ... | Packets: 318 * Disphyed: 15 (4.7%) [ Profie: Defauft |
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[H3C]dis zoe -
[H3C]dis zone
dis zone-pair se
] = Tty
ource zone Destination zone
Trust
Local
TO7.T68. 1.2
Ping 192.168.1.2 (192.168.1.2): 56 data bytes, press CTRL_C to break
56 bytes from 192.168.1.2: icmp_segq=0 tt1=128& time=0.647 ms
56 bytes from 192.168.1.2: icmp_seq=1 ttl1=128 time=0.505 ms
56 bytes from 192.168.1.2: icmp_seq=2 ttl=128 time=0.573 ms
56 bytes from 192.168.1.2: icmp_seq=3 ttl=128 time=0.603 ms
56 bytes from 192.168.1.2: icmp_seq=4 tt1=128 time=0.601 ms

--- Ping statistics for 192.168.1.2 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss

round-trip min/avg/max/std-dev = 0.505/0.586/0.647/0.047 ms

[H3C]%Dec 18 18:08:01:459 2015 H3C PING/6,/PING_STATISTICS: -Context=l; Ping stat
istics for 192.168.1.2: 5 packet(s) transmitted, 5 packet(s) received, 0.0% pack
et loss, round-trip min/avg/max/std-dev = 0. 505/0 586,/0.647/0.047 ms. 3
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