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1.1 EAFRERY

AZEHERTU02600-6-X1, MSR2600-10-X1, MSR3600-28-X1, MSR3600-28-X1-DPZMSR2600-
XX-X1, 3610-X1&RFIAVEREEE,

1.2 BEERREEMAIHR

RTARSEHEE/MNOGO/ORIEIE/S1.1.1.1 (BN EBAMEREBIIAL) |, RTBEHES/MNOGO/08Y
792,221 (BIIEERAMEREIEIIAE) |, FNERBEIMN Ot 2 BEEHANART LA S HHping

B, EXRTARHEEATENAIRM (192.168.1.0/24) SRTBESHEAMFERIAM (172.16.1.0/24) , LI
PR 2L E@ITGRE over IPsec VPN BRE#H1TEI.
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#IRHEREA LNECESRE, MSR V7ESHREAI EMEMSELSBIESE2.1.2 IRHRINNEREEIP
btk ERECETSE BT MSRE30-WiNet RIS HRREAR LW (B#75IP) dSfTiE (V7) "=fl

3.2 iRBARHE

#ECEGRERE,

system-view

System View: return to User View with Ctrl+Z.

[H3Clinterface Tunnel0 mode gre

[H3C-TunnelO]ip address 10.1.2.1 24

[H3C-TunnelO]source 1.1.1.1

[H3C-TunnelO]destination 2.2.2.1

#ERBE—MAIEEHIFIZ3000, EXHEFRI.1.1.0245FM2.2.2.024050ER, THEGRELXIETR.
[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule permit ip source 1.1.1.0 0.0.0.255 destination 2.2.2.0 0.0.0.255
[H3C-acl-ipv4-adv-3000]quit

#ELB /N RONATEXELAIACI 3001, {EFEIEIPSecRR M MNATEIAIEEERdenys, BiLEIPSe
CEURTMNATI AL R

[H3CJacl number 3001

[H3C-acl-adv-3001]rule 0 deny ip source 1.1.1.0 0.0.0.255 destination 2.2.2.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip

[H3C-acl-adv-3001]quit

#HIE—RIKERI, ISEIKERERIGAEREAMDS, NEEE£/93des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5
[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#BIEFECEIKE keychain, BFRARTA,

[H3Clike keychain RTA

#ELENTHIPHEE2.2.2.1, (FRTRLERE 3123456
[H3C-ike-keychain-RTA]pre-shared-key address 2.2.2.1 255.255.255.0 key simple 123456


https://zhiliao.h3c.com/questions/catesDis/512
https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/23007

[H3C-ike-keychain-RTA]quit

#EEFECEIKE profile, ZFRARTA, 3| LEEEIkeychain RTA, BECEZAMtIEAZRIRAIL M
Okt 111, SfustbiEAR R AREONEN2.2.2.1, SIEZARCEIKERI
H3Clike profile RTA

H3C-ike-profile-RTA]keychain RTA

H3C-ike-profile-RTA]local-identity address 1.1.1.1

H3C-ike-profile-RTA]match remote identity address 2.2.2.1 255.255.255.0
H3C-ike-profile-RTA]proposal 1

H3C-ike-profile-RTA]quit

#ECEIPsecR 2RI, ESPHMRARIINEEILH3des-cbe, AIEEEImd5
[H3Clipsec transform-set 1

[
[
[
[
[
[

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#OliEIPsecReRRE, BIRARTA, FHISA1, REM RN AN mARIEI2.2.2.1, SIEZEIEIE
AYACL3000, 3IFZRIEIEAIIKE profile RTA, 3|FZAIRIIPSecZERiN1

H3Clipsec policy RTA 1 isakmp

H3C-ipsec-policy-isakmp-RTA-1]remote-address 2.2.2.1

H3C-ipsec-policy-isakmp-RTA-1]security acl 3000

H3C-ipsec-policy-isakmp-RTA-1]transform-set 1

H3C-ipsec-policy-isakmp-RTA-1]ike-profile RTA

H3C-ipsec-policy-isakmp-RTA-1]quit

HR BN HNATHARAIBHMZSRERACL 3001 (MIRZBIESEEINNOEE T nat outbound, FESE
undofg) , FIEIPSecRERRERTARN FTESMWEEO

[H3Clinterface GigabitEthernet 0/0

[H3C-GigabitEthernet0/0Jundo nat outbound

[H3C-GigabitEthernet0/0]nat outbound 3001
[
[

[
[
[
[
[
[

H3C-GigabitEthernet0/0lipsec apply policy RTA
H3C-GigabitEthernet0/0]quit

#ECERFJim R RAYESH

[H3Clip route-static 172.16.1.0 24 Tunnel 0
HAFEE

[H3C]save force

3.3 iR EBIRMER

#ELEGRERSE,

system-view

System View: return to User View with Ctrl+Z.

[H3Clinterface Tunnel0 mode gre

[H3C-TunnelOlip address 10.1.2.2 24

[H3C-TunnelO]source 2.2.2.1

[H3C-TunnelO]destination 1.1.1.1

#ECE—MAIEEHIFIZFR3000, EXHFMI.1.1.0245F/2.2.2.0/ 24 EHER, HEGRESURR.
[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule permit ip source 2.2.2.0 0.0.0.255 destination 1.1.1.0 0.0.0.255
[H3C-acl-ipv4-adv-3000]quit

#HECE A MONATERERAIACI 3001, {EFZIEIPSecBSELTRMNATRRIRAYEIERdenyls, BALEIPSe
CEURMNATIL S EiE

[H3CJacl number 3001

[H3C-acl-adv-3001]rule 0 deny ip source 2.2.2.0 0.0.0.255 destination 1.1.1.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip

[H3C-acl-adv-3001]quit

#RUE—RIKERW, 15 IKERERANAEEL/IMDS, IIZEEE/93des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#EEHELEIKE keychain, FIRARTA,

[H3Clike keychain RTA

#ELEIFURIPHELE1.1.1.1, (FERRTRE=2E0RE 123456
[H3C-ike-keychain-RTA]pre-shared-key address 1.1.1.1 255.255.255.0 key simple 123456
[H3C-ike-keychain-RTA]quit

#EIEHECEIKE profile, EFRARTA, 5| LEAEIkeychain RTA, ECEZAitIEAZAIRAT . M
Oithk2.2.2.1, XSmRS RA RO 111, SIRZARCEIKERI



[H3Clike profile RTA

[H3C-ike-profile-RTAJkeychain RTA

[H3C-ike-profile-RTA]local-identity address 2.2.2.1
[H3C-ike-profile-RTA]Jmatch remote identity address 1.1.1.1 255.255.255.0
[H3C-ike-profile-RTA]proposal 1

[H3C-ike-profile-RTA]quit

#ECEIPsecR LRI, ESPHMRARIINZEEEH3des-cbe, TAIEEEImdS5
[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1]esp authentication-algorithm md5
[H3C-ipsec-transform-set-1]quit

#OlEEIPsecReRRE, BRARTA, FHISA1, REMIREIE AN ARIEIET.1.1.1, SIEZRIEIE
AYACL3000, 3IFRZAIEIEAIIKE profile RTA, 3IFZAIRIIPSecEIRiN 1
[H3Clipsec policy RTA 1 isakmp
[H3C-ipsec-policy-isakmp-RTA-1]remote-address 1.1.1.1
[H3C-ipsec-policy-isakmp-RTA-1]security acl 3000
[H3C-ipsec-policy-isakmp-RTA-1]transform-set 1
[H3C-ipsec-policy-isakmp-RTA-1]ike-profile RTA
[H3C-ipsec-policy-isakmp-RTA-1]quit

HZ BN OMNATEAZRIATZREXACL 3001 (MRZBIBEAEINNOEE T nat outbound, FHFESG
undoigl) , FFiGIPSecREFRIERTAR FATE/MNDEEC]

[H3Clinterface GigabitEthernet 0/0

[H3C-GigabitEthernet0/0Jundo nat outbound

[H3C-GigabitEthernet0/0]nat outbound 3001

[H3C-GigabitEthernet0/0]ipsec apply policy RTA

[H3C-GigabitEthernet0/0]quit

HEC B EIXT iR MAYEEH

[H3Clip route-static 192.168.1.0 24 Tunnel 0

HAFECE

[H3C]save force

3.4 BEFEELER
#ERTARR RS EHRping RTBERERERPIMI MKt

BLEXRHER
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