(%" 1CG2000D/ICG3000F &7 & FH=RECEGRE OVER IPSECELET %

GRE VPN  IPSec VPN  BHESE 2019-08-21 K%

{EmI K258

1 B EE Kk

1.1 BERAFERE

AREBHHEATFANICG2000D, ICG3000FRFIAIESHISE,

1.2 BEERRREETIMAIHE

RTABZERES/MM OGO/ ORIMENEA1.1.1.1 (BHIZERAMEZIEIIAE) , RTBEEHES/MNOGO/0H
792,221 (BIIEERAMEREIEIIAE) |, FNERBEIMN Ot 2 BEEHANART LA S HHping

B, EXRTAIRHESFERIAR (192.168.1.0/24) SRTBERHESFIERIAIM (172.16.1.0/24) , 3CH
PR 2L E@ITGRE over IPsec VPN BRE#H1TEI.

2 (ARIE
Tunnel 0 Tunnel 0
10.1.2.1124 10.1.2.2124
—~ ~
0
Router_A 1.1.1.1124 2221124 Router_B
GRER:H IPSecliE
BER
192.168.1.0/24

EELSER

3EMESE

3.1 EERMBEES R

#IEHSEEA FMEEEN, MSR V7ERHSSH EMEMSESBES % 2.1.2 MR FEREEIP
it FREEETSIA BT MSR830-WiNet RFIFKHZEEAR LN (FHSIP) mfTiE (V7) "%l

3.2 igBARHE

#ECEGRERKE,

system-view

System View: return to User View with Ctrl+Z.

[H3Clinterface Tunnel0 mode gre

[H3C-TunnelO]ip address 10.1.2.1 24

[H3C-TunnelO]source 1.1.1.1

[H3C-TunnelO]destination 2.2.2.1

#ERBE—MAIEEHIFIZ3000, EXHEFRI.1.1.0245FM2.2.2.024050ER, FHEGRELIETR.
[H3Clacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule permit ip source 1.1.1.0 0.0.0.255 destination 2.2.2.0 0.0.0.255
[H3C-acl-ipv4-adv-3000]quit

HELB AMONATEXELAIACI 3001, {EFRIEIPSecBI M MNATEGHIEIERdenyis, BiLEIPSe
CEURMMNATILS LR

[H3CJacl number 3001

[H3C-acl-adv-3001]rule 0 deny ip source 1.1.1.0 0.0.0.255 destination 2.2.2.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip

[H3C-acl-adv-3001]quit

#RIE—RIKERM, fEEIKERRINERATAIEEILAMDS, I1ZE%/93des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5
[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#BIEFECEIKE keychain, BFRARTA,

[H3Clike keychain RTA

#ELEITHIPHEIEA2.2.2.1, (FRNTRLERE 3123456


https://zhiliao.h3c.com/questions/catesDis/512
https://zhiliao.h3c.com/questions/catesDis/514
https://zhiliao.h3c.com/User/other/23007

[H3C-ike-keychain-RTA]pre-shared-key address 2.2.2.1 255.255.255.0 key simple 123456
[H3C-ike-keychain-RTA]quit

#RUEFHECEIKE profile, ZFRARTA, 5IFLHEECERIkeychain RTA, ECEAMIEIIAZIRAIA R
Otttk 111, imitt AR AREZEOI2.2.2.1, SIFHZEIEEIKERI

[H3Clike profile RTA

[H3C-ike-profile-RTA]keychain RTA

[H3C-ike-profile-RTA]local-identity address 1.1.1.1

[H3C-ike-profile-RTA]match remote identity address 2.2.2.1 255.255.255.0
[H3C-ike-profile-RTA]proposal 1

[H3C-ike-profile-RTA]quit

#FREIPsecR LRIV, ESPHCRARINIZEILA3des-cbe, IAEEILAMdS

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#OIEEIPsecRERAE, BIRARTA, FHISA1, REM RN A mRARIEI2.2.2.1, SIEZEIEIE
AIACL3000, SIFZREIEIZERIIKE profile RTA, SIFZAIRIIPSec RN

H3Clipsec policy RTA 1 isakmp

H3C-ipsec-policy-isakmp-RTA-1]remote-address 2.2.2.1

H3C-ipsec-policy-isakmp-RTA-1]security acl 3000

H3C-ipsec-policy-isakmp-RTA-1]ike-profile RTA

H3C-ipsec-policy-isakmp-RTA-1]quit

HREINOHNATEHRATEHRRERACL 3001 (WRZBIEELE/MNORET nat outbound, FTEYG
undofg) , FIEIPSecRERIERTARN FTESMEEO

[H3Clinterface GigabitEthernet 0/0

[H3C-GigabitEthernet0/0Jundo nat outbound

[H3C-GigabitEthernet0/0]nat outbound 3001
[
[

[
[
[
[H3C-ipsec-policy-isakmp-RTA-1]transform-set 1
[
[

H3C-GigabitEthernet0/0lipsec apply policy RTA
H3C-GigabitEthernet0/0]quit

#ELERFJim R RAYER R

[H3Clip route-static 172.16.1.0 24 Tunnel 0
HAFEE

[H3C]save force

3.3 iR EBIKMEE

#ELEGRERE,

system-view

System View: return to User View with Ctrl+Z.

[H3Clinterface Tunnel0 mode gre

[H3C-TunnelOlip address 10.1.2.2 24

[H3C-TunnelO]source 2.2.2.1

[H3C-TunnelO]destination 1.1.1.1

#ECE—MAIEEFIFIZR3000, EXHEFMI.1.1.0245F/2.2.2.0/ 24 8HER, $EGRESURR.
[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule permit ip source 2.2.2.0 0.0.0.255 destination 1.1.1.0 0.0.0.255
[H3C-acl-ipv4-adv-3000]quit

HELE AR ONATEXELRIACI 3001, {EFRZRIBIPSecBE MR MNATEGHE IR denyis, BALEIPSe
CEURMENAT S CEE R

[H3Clacl number 3001

[H3C-acl-adv-3001]rule 0 deny ip source 2.2.2.0 0.0.0.255 destination 1.1.1.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip

[H3C-acl-adv-3001]quit

#RUBE—RIKERI, 18R IKERINERANAEEE/IMDS, NIZEEEL/I3des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#EIEHELEIKE keychain, FFRARTA,

[H3Clike keychain RTA

#ECENSUmIPHEIEY91.1.1.1, (ERRTE=EE 083123456
[H3C-ike-keychain-RTA]pre-shared-key address 1.1.1.1 255.255.255.0 key simple 123456
[H3C-ike-keychain-RTA]quit

#EIEHECEIKE profile, ZFRARTA, 5| LEEEkeychain RTA, BECEZAMtIEAZAIRAT . M



[ibr2.2.2.1, Xumttit A3 im ARz OMbiI1.1.1.1, 5IBZBIBCEIKERY
[H3Clike profile RTA

[H3C-ike-profile-RTA]keychain RTA

[H3C-ike-profile-RTA]local-identity address 2.2.2.1
[H3C-ike-profile-RTA]match remote identity address 1.1.1.1 255.255.255.0
[H3C-ike-profile-RTA]proposal 1

[H3C-ike-profile-RTA]quit

#IELEIPsecR 2RIV, ESPIIYRARINNEEIEH3des-cbe, IAIEEIE/IMS
[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc
[H3C-ipsec-transform-set-1]esp authentication-algorithm md5
[H3C-ipsec-transform-set-1]quit

#BIEEIPsecREHKAE, SMARTA, FHISAH1, REWmIEIARTHARIEI 1.1.1, SIRZAIEE
AYACL3000, 3IFZRIEIEAIIKE profile RTA, 3IFZAIRIIPSecRLIRiN1
[H3Clipsec policy RTA 1 isakmp
[H3C-ipsec-policy-isakmp-RTA-1]remote-address 1.1.1.1
[H3C-ipsec-policy-isakmp-RTA-1]security acl 3000
[H3C-ipsec-policy-isakmp-RTA-1]transform-set 1
[H3C-ipsec-policy-isakmp-RTA-1]ike-profile RTA
[H3C-ipsec-policy-isakmp-RTA-1]quit

HEBSNIHNATEIRORHREREEEACL 3001 (MIRZHIBEIESNIOEET nat outbound, BESG
undois) , FEIPSecEHRIERTAR FRTE/MRREE

[H3Clinterface GigabitEthernet 0/0

[H3C-GigabitEthernet0/0Jundo nat outbound

[H3C-GigabitEthernet0/0]nat outbound 3001

[H3C-GigabitEthernet0/0]ipsec apply policy RTA
[H3C-GigabitEthernet0/0]quit

HECEEIXT iR M AR

[H3Clip route-static 192.168.1.0 24 Tunnel 0

HAFEE

[H3C]save force

3.4 IEFEELER
#ERTARSHIRS ET5iRping RTBE FI&S PRI SKithik
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