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3.2 igERARIRMSRIPSEC VPN

HEE—MAIEEHIFIZRS000, EXHESIHEFR192.168.2.0/24K5371F/192.168.1.0/24F1572F
W9192.168.3.0/24793371FW192.168.1.0/24H98= R

system-view

[H3Clacl number 3000

[H3C-acl-adv-3000]rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3000]rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3000]quit

#EE—MAIIEHIFIFR3001, EXHEERTFRM192.168.2.0/24K 332 2FK/192.168.1.0/24F15 21 F
}9192.168.3.0/24753372F W 192.168.1.0/24 9B R

[H3Clacl number 3001

[H3C-acl-adv-3001]rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
[H3C-acl-adv-3001]quit

#ERB/AMONATEXERIACI 3002, {EFREIEIPSecR 4 MNATEIAOEIE Rdenys, BALEIPSe
CERNATIL R

[H3Clacl number 3002

[H3C-acl-adv-3002]rule 0 deny ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3002]rule 1 deny ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3002]rule 2 deny ip source 192.168.2.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
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[H3C-acl-adv-3002]rule 3 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
[H3C-acl-adv-3002]rule 4 permit ip

[H3C-acl-adv-3002]quit

#HEIE—RIKERI, IS IKERERIGAESEAMDS, INEE£/93des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#ECE A RFQDNEZFR9zongbu

[H3Clike identity fqdn zongbu

#BEFHECEIKE keychain, ZFRARTAFIRTB

[H3Clike keychain RTA

HILBESH X ZEMNERANTHEERN, (HTFONRELEEIP, XEFERAnamefIAR), X8
BCE3I1BInameIIRTA, 357269name/IRTB, H3ZnamefBBESHANRKERT—H, ERIIEE
EER/IREL123456

[H3C-ike-keychain-RTA]pre-shared-key hostname RTA key simple 123456
[H3C-ike-keychain-RTA]quit

[H3Clike keychain RTB

[H3C-ike-keychain-RTB]pre-shared-key hostname RTB key simple 123456
[H3C-ike-keychain-RTB]quit

#BIEEFHECEIKE profile, Z#RHBIARTAFIRTB, 5| LEEEIkeychain, ELEIKEE—MERAIINGE
WA, ARSHEENFQDNERYE Hzongby, IEEREIENTHEHZEHFQDNEEL
{ERTATIRTB, S|AZAIACEIKERI

[H3C]ike profile RTA
[H3C-ike-profile-RTA]keychain RTA
[H3C-ike-profile-RTA]exchange-mode aggressive
[H3C-ike-profile-RTA]local-identity fqdn zongbu
[H3C-ike-profile-RTA]match remote identity fqdn RTA
[H3C-ike-profile-RTA]proposal 1
[H3C-ike-profile-RTA]quit
[H3Clike profile RTB
[H3C-ike-profile-RTB]keychain RTB

[H3C-ike-profile-RTB]exchange-mode aggressive

[H3C-ike-profile-RTB]local-identity fqdn zongbu

[H3C-ike-profile-RTB]match remote identity fqdn RTB

[H3C-ike-profile-RTB]proposal 1

[H3C-ike-profile-RTB]quit

#ELEIPsecREIiRIN1, ESPHCRARINIZEILEA3des-cbe, IAEEILAMdS

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]encapsulation-mode tunnel

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#HIEMMEARZFH BRI, IMFSHINREKIEER, 5IFEZAIRIZEAIACL3000%03001, 5]
FZRIBIZEAIIKE profile, 5|AZAINIPSecR &R

H3Clipsec policy-template t1 1

H3C-ipsec-policy-template-t1-1]security acl 3000

H3C-ipsec-policy-template-t1-1]ike-profile RTA

H3C-ipsec-policy-template-t1-1]transform-set 1

H3C-ipsec-policy-template-t1-1]quit
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[H3Clipsec policy-template t2 1
[H3C-ipsec-policy-template-t2-1]security acl 3001

[H3C-ipsec-policy-template-t2-1]ike-profile RTB

[H3C-ipsec-policy-template-t2-1]transform-set 1

[H3C-ipsec-policy-template-t2-1]quit

#3| FBIPSecHR&EMRt1A0R, BlFEEZFApolicy zongbu, RS /91F1209IPseck £ 5%

[H3C] ipsec policy zongbu 1 isakmp template t1

[H3C] ipsec policy zongbu 2 isakmp template t2

HR BTN CHNATEEHRAIBHEKERACL 3002 (WNRZBIEEAE/NNOECE T nat outbound, FHES
undoig) , FiEIPSeceikIEv7 M BEIMNNEEO

[H3Clinterface GigabitEthernet 0/1

[H3C-GigabitEthernet0/1]Jundo nat outbound

[H3C-GigabitEthernet0/1]nat outbound 3002

[H3C-GigabitEthernet0/1]ipsec apply policy zongbu



[H3C-GigabitEthernet0/1]quit
HAFEE

[H3C]save force

3.3 iREHX1MEIPSEC VPN

#HEE—MAIEEEFIR, EXHED1FM192.168.1.0/24 KL E8FK9192.168.2.0/24, HZ1F
}9192.168.1.0/24753372F W 192.168.3.0/24 IR R

system-view

[H3Clacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]rule 1 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]quit

HILBARCNATERXEAIACI 3001, EFRIBIPSecR i MNATEGREERERdenyiZ, BHLEIPSe
CEURMMNATILS IR

[H3CJacl advanced 3001

[H3C-acl-ipv4-adv-3001]rule 0 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 1 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 2 permit ip

[H3C-acl-adv-3001]quit

#EIE—RIKERIN, EEIKERINERATAIEEILAMDS, I1ZE£793des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#ECEAIHFQDNEZFRARTA

[H3C]ike identity fqdn RTA

#BEHFECEIKE keychain, BFRARTA,

[H3Clike keychain RTA

#ECENSUmIPHEAEY91.1.1.1, (ERTE=E5E0RE3 123456
[H3C-ike-keychain-RTA]pre-shared-key address 1.1.1.1 key simple 123456
[H3C-ike-keychain-RTA]quit

#EIEHECEIKE profile, EFRARTA, 5| LEEEkeychain RTA, BEIKESE—MERAIMEER
NEEEN, NpSHSEENFQDNEEYEARTA, IBEEELEiRmS D28 HIFQDNEEY
{Bzongbu, 5|FAZAIEEIKERIN

[H3Clike profile RTA

[H3C-ike-profile-RTA]keychain RTA

[H3C-ike-profile-RTA]exchange-mode aggressive

[H3C-ike-profile-RTA]local-identity fgdn RTA

[H3C-ike-profile-RTA]match remote identity fqdn zongbu

[H3C-ike-profile-RTA]proposal 1

[H3C-ike-profile-RTA]quit

#ECEIPsecREIRINT, ESPHMYURARINNZEEI3des-cbe, INEEFAIMAS

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#RUE—5IPSecRERMERTA, A isakmp, 5|FZAIRIRZAIREIEHERACL3000, EERT
ARipitil, 3|BZEISEAIIKE profile, SIAZAIAYIPSecEiRIN1

[H3Clipsec policy RTA 1 isakmp

[H3C-ipsec-policy-isakmp-RTA-1]security acl 3000

[H3C-ipsec-policy-isakmp-RTA-1]remote-address 1.1.1.1

[H3C-ipsec-policy-isakmp-RTA-1]ike-profile RTA

[H3C-ipsec-policy-isakmp-RTA-1]transform-set 1

[H3C-ipsec-policy-isakmp-RTA-1]quit

BN (FEARFIFPRIZIRS O ADialer 10) HINATEIRIIAHRZXEXACL 3001 (MNRZAIBETE
SMNOBCE T nat outbound, FEEStundols) , FHEIPSeck e RIERTARFIFESMNRIRE,
[H3Clinterface Dialer 10

[H3C-Dialer10]undo nat outbound

[H3C-Dialer10]nat outbound 3001

[H3C-Dialer10lipsec apply policy RTA



[H3C-Dialer10]quit
HAFEE

[H3C]save force

3.4 iRE 3 20ZMERIPSEC VPN

#HEE—MAIEEHFIR, EXHHZ2FKM192.168.3.0/24 KB FK192.168.2.0/24, HZ2F
}9192.168.3.0/24753 717K 192.168.1.0/24H9EU=E R

system-view

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule 0 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]quit

HILBARCNATERXEAIACI 3001, {EFRIBIPSecB i MNATEGREERdenyiZ, BHLEIPSe
CEURMMNATILS IR

[H3CJacl advanced 3001

[H3C-acl-ipv4-adv-3001]rule 0 deny ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 1 deny ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 2 permit ip

[H3C-acl-adv-3001]quit

#EIE—RIKERIN, EEIKERINERATAIEEILAMDS, I1ZE£793des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#ECEAIHFQDNEZFRAIRTB

[H3C]ike identity fqdn RTB

#BEHFECEIKE keychain, BFRARTB,

[H3Clike keychain RTB

#ECENSUmIPHEAEY91.1.1.1, (ERTE=E5E0RE3 123456
[H3C-ike-keychain-RTB]pre-shared-key address 1.1.1.1 key simple 123456
[H3C-ike-keychain-RTB]quit

#EIEHECEIKE profile, EFRARTA, 5| LEAEIkeychain RTB, EEIKEE—ERAIMNEER
NEEEN, NpSHSEENIFQDNEEYEARTB, IBEEELARiRmSH2EEIFQDNEEY
{Bzongbu, 5|FAZAIECEIKERIN

[H3Clike profile RTB

[H3C-ike-profile-RTB]keychain RTB

[H3C-ike-profile-RTB]exchange-mode aggressive

[H3C-ike-profile-RTB]local-identity fqgdn RTB

[H3C-ike-profile-RTB]match remote identity fqdn zongbu

[H3C-ike-profile-RTB]proposal 1

[H3C-ike-profile-RTB]quit

#ECEIPsecREIRINT, ESPHMYURARINNZEEI3des-cbe, INEEFAIMAS

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#RUE—5IPSecRERAERTB, WhEAisakmp, 5|FEZAIRIRZAIREIEHERACL3000, EERT
I ®ipitlt, 5IFZRIEBEAYIKE profile, SIFZATANIPSeckE RN

[H3Clipsec policy RTB 1 isakmp

[H3C-ipsec-policy-isakmp-RTB-1]security acl 3000

[H3C-ipsec-policy-isakmp-RTB-1]ike-profile RTB

[H3C-ipsec-policy-isakmp-RTB-1]remote-address 1.1.1.1
[H3C-ipsec-policy-isakmp-RTB-1]transform-set 1

[H3C-ipsec-policy-isakmp-RTB-1]quit

BN (FEARFIFPRIZIRS O ADialer 10) HINATEIRIIAHRZXEXACL 3001 (MNRZAIBETE
SMNOBCE T nat outbound, FEEStundols) , FHEIPSeck e RIERTARFIFESMNRIRE,
[H3Clinterface Dialer 10

[H3C-Dialer10]undo nat outbound

[H3C-Dialer10]nat outbound 3001

[H3C-Dialer10lipsec apply policy RTB



[H3C-Dialer10]quit
HRFECER

[H3C]save force
3.5 WIFftBEER
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