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3.2 igESARIRERIPSEC VPN

HEE—MAIEEHEIFIZRS000, EXHESEHEFR192.168.2.0/24K5371F/192.168.1.0/24F15372F
}9192.168.3.0/24793371FW192.168.1.0/24H98=ER

system-view

[H3Clacl number 3000

[H3C-acl-adv-3000]rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3000]rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3000]quit

HERE—MAIEEHEFIFR3001, EXHEEEFRI192.168.2.0/24%5372F/192.168.1.0/24F15 1 F
}9192.168.3.0/24753 37 2F W 192.168.1.0/24H9E= R

[H3CJacl number 3001

[H3C-acl-adv-3001]rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
[H3C-acl-adv-3001]rule 1 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
[H3C-acl-adv-3001]quit

#ERB/AMONATEXEHRIACI 3002, {EFREIEIPSecR 4R MNATEEAAOEIERdenys, BALEIPSe
CEURMNATIL CEE

[H3Clacl number 3002

[H3C-acl-adv-3002]rule 0 deny ip source 192.168.2.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3002]rule 1 deny ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.255
[H3C-acl-adv-3002]rule 2 deny ip source 192.168.2.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
[H3C-acl-adv-3002]rule 3 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.255
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[H3C-acl-adv-3002]rule 4 permit ip

[H3C-acl-adv-3002]quit

#RUE—RIKER, 18 IKERIERANAEEE/IMDS, NIZEE/I3des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#ELBE A ERFQDNEZFRzongbu

[H3Clike identity fqdn zongbu

#BEHECEIKE keychain, ZFRARTATIRTB

[H3Clike keychain RTA

HILBESH X ZEMNERANMEEER, (HTFONRELEEP, XBEFEXRANamefIAR), XB
B3 1BInameIIRTA, 53224Iname/IRTB, H3ZnamefBRSHZANRKERT—H, ERIIEHE
A 9BE3 123456

[H3C-ike-keychain-RTA]pre-shared-key hostname RTA key simple 123456
[H3C-ike-keychain-RTA]quit

[H3Clike keychain RTB

[H3C-ike-keychain-RTB]pre-shared-key hostname RTB key simple 123456
[H3C-ike-keychain-RTB]quit

#EUEFECEIKE profile, BFROBIRTAFIRTB, 5|H LEECEIkeychain, EEIKEE—MERAINE
BIAFERER, NRSHEEIFQDNEEYENzZongby, FEESTEITERSIHS /K ZEHIFQDNEE
{ERTATIRTB, S|AZAIARCEIKERI

[H3C]ike profile RTA
[H3C-ike-profile-RTA]keychain RTA
[H3C-ike-profile-RTA]exchange-mode aggressive
[H3C-ike-profile-RTA]local-identity fqdn zongbu
[H3C-ike-profile-RTA]match remote identity fqdn RTA
[H3C-ike-profile-RTA]proposal 1
[H3C-ike-profile-RTA]quit
[H3Clike profile RTB
[H3C-ike-profile-RTB]keychain RTB

[H3C-ike-profile-RTB]exchange-mode aggressive

[H3C-ike-profile-RTB]local-identity fqdn zongbu

[H3C-ike-profile-RTB]match remote identity fqdn RTB

[H3C-ike-profile-RTB]proposal 1

[H3C-ike-profile-RTB]quit

#IREIPsecR LRIV, ESPHCRARINIZEILA3des-cbe, IAEEILAMdS

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]encapsulation-mode tunnel

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#HIEmMEREFH BRI, IMFSAHINREKIEER, 5IEZAIEIZEAIACL3000503001, 5]
FAZRIBIZERIIKE profile, 5IFAZAIRIPSecR &R

H3Clipsec policy-template t1 1

H3C-ipsec-policy-template-t1-1]security acl 3000

H3C-ipsec-policy-template-t1-1]ike-profile RTA

H3C-ipsec-policy-template-t1-1]transform-set 1

H3C-ipsec-policy-template-t1-1]quit
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[H3Clipsec policy-template t2 1
[H3C-ipsec-policy-template-t2-1]security acl 3001

[H3C-ipsec-policy-template-t2-1]ike-profile RTB

[H3C-ipsec-policy-template-t2-1]transform-set 1

[H3C-ipsec-policy-template-t2-1]quit

#5|FAIPSecERERIERIIF2, BIEZF 9policy zongbu, IFS/1F1289IPsecRERER

[H3C] ipsec policy zongbu 1 isakmp template t1

[H3C] ipsec policy zongbu 2 isakmp template t2

HR BTN CHNATEEIRAIBHMZERERACL 3002 (WNRZBIEEA/NNOECE T nat outbound, FES
undof®) , FHFIPSeceHREV7RIFETEIMNWEN

[H3Clinterface GigabitEthernet 0/1

[H3C-GigabitEthernet0/1]Jundo nat outbound

[H3C-GigabitEthernet0/1]nat outbound 3002

[H3C-GigabitEthernet0/1]ipsec apply policy zongbu

[H3C-GigabitEthernet0/1]quit



HRAFEE

[H3C]save force

3.3 iIREHZ1IEMEIPSEC VPN

#HEE—MAIEEHIFIR, EXHEHD1FM192.168.1.0/24 KL E8FK192.168.2.0/24, HZ1F
}9192.168.1.0/24753372F W 192.168.3.0/24H9E=E R

system-view

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]rule 1 permit ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]quit

HECEARONATEREXATACI 3001, {EFRIEIPSecB B MNATEERATEIE Idenyi=, BLEIPSe
CEURMMNATILS IR

[H3CJacl advanced 3001

[H3C-acl-ipv4-adv-3001]rule 0 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.2.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 1 deny ip source 192.168.1.0 0.0.0.255 destination 192.168.3.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 2 permit ip

[H3C-acl-adv-3001]quit

#EIE—RIKERIN, EEIKERINERAPAIEEIL/AMDS, IIZE£793des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#ECEANIHFQDNEZFRARTA

[H3C]ike identity fqdn RTA

#OEEFELEIKE keychain, FFRARTA,

[H3Clike keychain RTA

#ECEXJUHIPHEAEY91.1.1.1, (ERNTES=E5E0RE3123456
[H3C-ike-keychain-RTA]pre-shared-key address 1.1.1.1 key simple 123456
[H3C-ike-keychain-RTA]quit

#BIFEHECEIKE profile, BFRARTA, 5|F_LEECERIkeychain RTA, EEEIKEE—MERAMNEER
NEEEN, NpSHSEEHFQDNEEYEARTA, IBEEELARiRSH2EE HFQDNEEY
{Bzongbu, SIFZRIECEIKERN

[H3C]ike profile RTA

[H3C-ike-profile-RTA]keychain RTA

[H3C-ike-profile-RTA]exchange-mode aggressive

[H3C-ike-profile-RTA]local-identity fqdn RTA

[H3C-ike-profile-RTA]match remote identity fqdn zongbu

[H3C-ike-profile-RTA]proposal 1

[H3C-ike-profile-RTA]quit

#ILEIPsecR RN, ESPIIYRARINNEEIE H3des-cbe, TAIEEIEImdS5

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#HEIE—SRIPSecZRMRAKRTA, thEANAisakmp, 5|2 BICIEAIESEEIERACL3000, EEXT
i ®ipitilt, 5IFZBIEBEAYIKE profile, SIFZATANIPSeckE RN

[H3Clipsec policy RTA 1 isakmp

[H3C-ipsec-policy-isakmp-RTA-1]security acl 3000
[H3C-ipsec-policy-isakmp-RTA-1]remote-address 1.1.1.1
[H3C-ipsec-policy-isakmp-RTA-1]ike-profile RTA

[H3C-ipsec-policy-isakmp-RTA-1]transform-set 1

[H3C-ipsec-policy-isakmp-RTA-1]quit

#HREINNO (FEAFIHERIRIES T ADialer 10) MINATHIEAIAHZKEXACL 3001 (IRZAIEEE
SMNEOECE T nat outbound, FESEundols) , FEIPSecR e RIERTAR /MO,
[H3Clinterface Dialer 10

[H3C-Dialer10]undo nat outbound

[H3C-Dialer10]nat outbound 3001

[H3C-Dialer10lipsec apply policy RTA

[H3C-Dialer10]quit



HRFEE

[H3C]save force

3.4 2B S72kRHIRIPSEC VPN

#HEE—MAIEEHIFIR, EXHHDZ2FKM192.168.3.0/24 K58 FK192.168.2.0/24, HZ2F
}9192.168.3.0/24753 717K 192.168.1.0/24 9B R

system-view

[H3CJacl advanced 3000

[H3C-acl-ipv4-adv-3000]rule 0 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]rule 1 permit ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.2
55

[H3C-acl-ipv4-adv-3000]quit

HECEARONATEREXATACI 3001, {EFRIEIPSecB B MNATEERATEIE Idenyi=, BLEIPSe
CEURMMNATILS TR

[H3CJacl advanced 3001

[H3C-acl-ipv4-adv-3001]rule 0 deny ip source 192.168.3.0 0.0.0.255 destination 192.168.2.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 1 deny ip source 192.168.3.0 0.0.0.255 destination 192.168.1.0 0.0.0.25
5

[H3C-acl-ipv4-adv-3001]rule 2 permit ip

[H3C-acl-adv-3001]quit

#EIE—RIKERIN, EEIKERRINERATAIESEILAMDS, INZE£/93des-cbe

[H3Clike proposal 1

[H3C-ike-proposal-1]authentication-algorithm md5

[H3C-ike-proposal-1]encryption-algorithm 3des-cbc

[H3C-ike-proposal-1]quit

#ECEAIHFQDNEZFRARTB

[H3C]ike identity fqdn RTB

#BOEEFELEIKE keychain, ZFRARTB,

[H3Clike keychain RTB

#ECEXJUHIPHEAEY91.1.1.1, (ERTE =R 0RE3123456
[H3C-ike-keychain-RTB]pre-shared-key address 1.1.1.1 key simple 123456
[H3C-ike-keychain-RTB]quit

#EIEHECEIKE profile, EFRARTA, 5| LEAEIkeychain RTB, EEIKEE—HERAIMEER
NEEEN, NpSHSEEHIFQDNEEYEARTB, IBEEELAR RS D28 HIFQDNEEY
{Bzongbu, SIFZRIECEIKERN

[H3C]ike profile RTB

[H3C-ike-profile-RTB]keychain RTB

[H3C-ike-profile-RTB]exchange-mode aggressive

[H3C-ike-profile-RTB]local-identity fqdn RTB

[H3C-ike-profile-RTB]match remote identity fqdn zongbu

[H3C-ike-profile-RTB]proposal 1

[H3C-ike-profile-RTB]quit

#ILEIPsecR RN, ESPIIRARINNEEIEH3des-cbe, TAIEEEIMdS5

[H3Clipsec transform-set 1

[H3C-ipsec-transform-set-1]esp encryption-algorithm 3des-cbc

[H3C-ipsec-transform-set-1]esp authentication-algorithm md5

[H3C-ipsec-transform-set-1]quit

#HEUE—SRIPSecZ2RAKRTB, thEANAisakmp, 5|2 BICIEAIESEEIERACL3000, EEXT
A Ripitit, 3IRZEIEEAIIKE profile, SIFZAIAYIPSecE1RIN1

[H3Clipsec policy RTB 1 isakmp

[H3C-ipsec-policy-isakmp-RTB-1]security acl 3000

[H3C-ipsec-policy-isakmp-RTB-1]ike-profile RTB

[H3C-ipsec-policy-isakmp-RTB-1]remote-address 1.1.1.1
[H3C-ipsec-policy-isakmp-RTB-1]transform-set 1

[H3C-ipsec-policy-isakmp-RTB-1]quit

#HREINNO (FEAFIHERIRIES T ADialer 10) MINATHIEAIAHZKEXACL 3001 (IRZAIEEE
SMNEOECE T nat outbound, FESEundols) , FEIPSecR e RIERTAR /MO,
[H3Clinterface Dialer 10

[H3C-Dialer10]undo nat outbound

[H3C-Dialer10]nat outbound 3001

[H3C-Dialer10lipsec apply policy RTB

[H3C-Dialer10]quit
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[H3C]save force
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