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1) ACELE

[WX3010-AC]dis cu

#

version 5.20, Release 3111P10
#

sysname WX3010-AC

#

domain default enable system
#

telnet server enable

#

port-security enable

#

dot1x authentication-method eap
#

portal trap server-down

#

oap management-ip 192.168.0.101 slot 0
#

vlan 1

vlan 2

#

vlan 100
#

radius scheme imc
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server-type extended
primary authentication 172.16.100.122
primary accounting 172.16.100.122
key authentication h3c
key accounting h3c
user-name-format without-domain
nas-ip 192.168.1.254
#
domain system
authentication lan-access radius-scheme imc
authorization lan-access radius-scheme imc
accounting lan-access radius-scheme imc
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool ap_add
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.254
#
dhcp server ip-pool sta_add
network 192.168.2.0 mask 255.255.255.0
gateway-list 192.168.2.254
#
user-group system
#
local-user admin
password simple admin
authorization-attribute level 3
service-type telnet
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 1 crypto
ssid test-802.1x
bind WLAN-ESS 1
cipher-suite tkip
security-ie wpa
service-template enable

#



interface NULLO
#
interface Vlan-interface1

ip address 192.168.1.254 255.255.255.0
#
interface Vlan-interface2

ip address 192.168.2.254 255.255.255.0
#
interface Vlan-interface100

ip address 172.16.100.202 255.255.255.0
#
interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vlan all
#
interface WLAN-ESS1

port access vlan 2

port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key

undo dot1x handshake

dot1x mandatory-domain system
#
wlan ap ap1 model WA2620E-AGN id 1
serial-id 000F-E233-5500

radio 1 type dot11a

radio 2

service-template 1

radio enable
#

ip route-static 172.16.100.0 255.255.255.0 192.168.1.253
ip route-static 172.16.100.0 255.255.255.0 192.168.2.253
#

dhcp enable
#

load xml-configuration
#
user-interface aux 0
user-interface vty 0 4
authentication-mode scheme

user privilege level 3
#
return
[WX3010-AC]
ocsO
Press CTRL+K to quit.
Connected to OAP!

%Sep 18 16:46:11:607 2011 WX3010-SW SHELL/5/LOGIN:- 1 - Console(aux0) in unit1



login
dis cu
#
sysname WX3010-SW
#
oap management-ip 192.168.0.100 slot 0
#
radius scheme system
#
domain system
#
local-user admin
password simple admin
service-type telnet
level 3
#
vilan 1to 2
#
vlan 100
#
interface Vlan-interface1
ip address 192.168.1.253 255.255.255.0
#
interface Vlan-interface2
ip address 192.168.2.253 255.255.255.0
#
interface Vlan-interface100
ip address 172.16.100.201 255.255.255.0
#
interface Aux1/0/0
#
interface GigabitEthernet1/0/1
poe enable
#
interface GigabitEthernet1/0/2
port link-type trunk
port trunk permit vlan all
#
interface GigabitEthernet1/0/3
#
interface GigabitEthernet1/0/4
#
interface GigabitEthernet1/0/5
#
interface GigabitEthernet1/0/6
#

interface GigabitEthernet1/0/7



#

interface GigabitEthernet1/0/8

#

interface GigabitEthernet1/0/9

#

interface GigabitEthernet1/0/10

#

interface GigabitEthernet1/0/11

stp disable

port link-type trunk

port trunk permit vlan all

#

interface NULLO

#

user-interface aux 0

user-interface vty 0 4

authentication-mode scheme

user privilege level 3

#

Return

2) TERBELE

(1) eERADIUSHZ.

# BIERADIUSSRimcHHNENE.

[WX3010-AC] radius scheme imc
#IREFINIERADIUSERSS23H0IP1E172.16.100.122,
[WX3010-AC-radius-h3c] primary authentication 172.16.100.122
#18BF1HERADIUSERSSE3HYIPHEIE172.16.100.122,
[WX3010-WX3010-AC-radius-h3c] primary accounting 172.16.100.122
#IREBRFSINERADIUSERS SRR BRI ATAIH = A 9h3c,
[WX3010-AC-radius-h3c] key authentication h3c
#IRBRF51H2ERADIUSIRS SRR BRI ZREE8h3cC,
[WX3010-AC-radius-h3c] key accounting h3c

# FERADIUS 5 ==h3cfIRADIUSHR S5 284 ENS E Sextended,
[WX3010-AC-radius-h3c] server-type extended

(2) gliEdomainig,

# BlcamsiEFFH NEAE.

[WX3010-AC] domain system

# J9lan-access FAFECEIAMIES = ARADIUS X, HE%ERime,
[WX3010-AC-isp-system] authentication lan-access radius-scheme imc
# Jlan-access AP B ER N EARADIUSTIE, F5ESHIMC,
[WX3010-AC-isp-system] authorization lan-access radius-scheme imc
# Alan-accessFBFECEIT #7552 IRADIUSTIZ, 735=&ime,
[WX3010-AC-isp-system]accounting lan-access radius-scheme imc
3) 2/5(ERE802.1x,

[WX3010-AC] port-security enable

(4) 1RE802.1xBFHIAIES N AEAP,



[WX3010-AC] dot1x authentication-method eap

(6)  EEEOWLAN-ESS 1,

# BIEEOWLAN-ESS1HI N EAE.

[WX3010-AC] interface WLAN-ESS 1

# WLAN-ESS 1 Lf8£802. 1ximOL2E,

[WX3010-AC-WLAN-ESS1] port-security port-mode userlogin-secure-ext
# FEEECOWLAN-ESS1TERE1 1key 2 BUHIZRINFITAE.
[WX3010-AC-WLAN-ESS1] port-security tx-key-type 11key

(6) TIRSERIRE.

# Bl cryptosRBURIIR SRR FHIH ANEE.

[WX3010-AC] wlan service-template 1 crypto

#IRELRIIRSSIERAISSID (BRSSHERAVIRR) Jotest-802.1x,
[WX3010-AC-wlan-st-1] ssid test-802.1x

# FBWLAN-ESS1#EOSPERIIRSZ MR«

[WX3010-AC-wlan-st-1] bind WLAN-ESS 1

# IRBTAEFPIMENZLLNRSS (SSID) KHAES AR RSOAL.
[WX3010-AC-wlan-st-1] authentication-method open-system

# (FRETKIPINZE M,

[WX3010-AC-wlan-st-1] cipher-suite tkip

# IREFEAP REEITHREIRRSHETHWPA IE,

[WX3010-AC-wlan-st-1] security-ie wpa

# {FREIRSS RN,

[WX3010-AC-wlan-st-1] service-template enable
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4. BIFER

ITEARIBIE802. 1 XINERIE R FMEAPC1iAEinternet, PCAEESIEInternet EAYEIR,
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