(3 v7 802 XZAHITAIENNES

802.1X

FEEE  2019-08-22 k3%

4EmI K258

V7HacEEFEE R LR TR, APFIClient@EiIDHCP serverskEUIPHEE, HEFFET802.1xAMIAIE, FE
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(1)  E2&Epki domain, FHENIEH.
#RIE— TR Neap-gtchlIPKIE;, S ACAIEHcacert.crifitBiEBlocal.pfx,
[Device] pki domain eap-gtc
[Device] pki import domain eap-gtc pem ca filename cacert.crt
The trusted CA's finger print is:
MD5 fingerprint: CEA3 E3EF C7B6 6BFD 8D9E 8174 606C 8D8E
SHAT fingerprint:4D25 EA37 4885 5E94 3BOE 1B83 7AA7 290D 23A6 4EC3
Is the finger print correct?(Y/N):y
[Device] pki import domain eap-gtc p12 local filename local.pfx
Please input the password: 123456
(2)  BE&ssl server-policy
#EIE— N EFRAIssl-eap AISSLARSS REIMERES, HCESSLARSSSARERFT{ERRIPKIE Seap-gtc.
<Device>system-view
[Device] server-policy ssl-eap
[Device-ssl-server-policy-ssl-eap] pki-domain eap-gtc
(38)  BeEeap-profilet&itl
#RIE— BT eap-srv FIEAPINIESSZ, ECERIAIETIANPEAP-GTC, 5IFISSLARSS f&imtkEE /s
sl-eap,
[Device] eap-profile eap-srv
[Device-eap-profile-eap-srv] method peap-gtc
[Device-eap-profile-eap-srv] ssl-server-policy ssl-eap
(4) ECEZ2Bdot1xiAlE
#EFEAPHY S, XRFEF iR SRADIUSIRS S Z BRTERERIEAPIAIES X,
[Device] dot1x authentication-method eap
(5) ECEISPIER
# BIE— P EFRJveap-gtcAIISPIE, {EAlocalAIE. noneftNAInoneitZi73i%.
[Device] domain eap-gtc
[Device-isp-local] authentication lan-access local
[Device-isp-local] authorization lan-access local
[Device-isp-local] accounting lan-access local
[Device-isp-local] quit
(6) AR
[Device] local-user localuser class network
[Device] password simple 123456
[Device] service-type lan-access

(7)  EEEWLAN JRSBHER

# BIE—NETRA 0BRSS IRIR, EiSEssid. vian, IAEAT. IEEM. ISPiEfleap-profilet&iy,
[Device] wlan service-template 10

[Device-wlan-st-10] ssid bendi1x

[Device-wlan-st-10] vlan 300

[Device-wlan-st-10] akm mode dot1x

[Device-wlan-st-10] cipher-suite ccmp

[Device-wlan-st-10] security-ie rsn

[Device-wlan-st-10] client-security authentication-mode dot1x
[Device-wlan-st-10] dot1x domain eap-gtc
[Device-wlan-st-10] dot1x eap-termination eap-profile eap-srv
[Device-wlan-st-10] service-template enable

(8) HE3fXiminodeRIBLE


https://zhiliao.h3c.com/questions/catesDis/191
https://zhiliao.h3c.com/User/other/21608

1 RELLERRERN

iNode?

T bendilx

=z ==t |I0caluser
5 |eseese |
I ~|
v #EAPE v REED

W Poraixz L

o s0216EE P

2 j%Fwpa2flaes

1 bendilx Eit __
EE | =

el [wPa2
bl =3
ki 1 -
[ sens
[ [ efsRaanEs
| BEhEEr  [2 v
| 802.1X Bt

=

]

ST IR N Tk




T eo21x m s

[ EzwE | E#es |
PR
© TiEiEH
O BSUREE

© EAP-TLS AR FRIET

@ PEAP FHE Bzh 7

U SERSEES
IERHIEE S

W s02.1x B ]

FERE | iSRieE
e

© BEEY

O SEEY

IR

£ Lfeipieit

[ = T
W

¥ LemrikEES

EEARGAE

4IREFTAERTERRA.

bendi1x

PortaliEs

B02. 100

(9) FHUIRAIEE

1. BEEAGIEIET



bendi1x
PEAP

M ER2 S H I
x

CAIE$H
AEGIE

FIEEEMIES. EHMSEEETEnE
i,

g1

localuser

0 BREbD

2 RAEEERDAT



19:41 + A (o Y [}

< REEE 7 Q

bendi1x
Bk, BXEinn BB

HGHIRTE
¥ =S8E hiE
@ ’ﬂ$ 5 GHz
8 =24 802.1x EAP

s BREIHR

=k opll

[T ES

MAC it 20:39:56:77:71:b9

IP H#hht 2.9.9:2

[EES 2821

FRHRD 7255 255 255 N
[l @ <]

BLERHER

1. EE(FHeaplaD
2. BBNARIREEFERinodeZ s, FHLRKHEEEEAIIED
3. E&Eihac HETEH

BT cert_BPS.rar


javascript:void(0)
javascript:void(0)

	v7 802.1x本地认证加密
	组网及说明
	配置步骤
	配置关键点


