(1" BBMV7 ACHRRportal FokKN F ERIZ 30 215

wlanf2 N\  Portal MACHEIHAIE  3KBS 2019-08-23 &%

LELEY S

B AP

L (ACH B>

=77 (portal, AAA, MACHIIEERE ) RS 2%
AN TR, AR, SSHRSSE

[ElRRHEA
AR E RportalAIERINIG, BEMBIEE LR, EEiEERELETHIAMERE EN1-258, 2
RIB(ERT, WLER;

HEDHT

BENSIER LM 1-20%h, MEEESAINEET free-traffic threshold 1024000 &IAIERERIE,

u.&?‘ SRIAEI1024000F BT LAEE E/AY; E@(E-HHEd, FACLBddisplay portal user&8 &
HEEHAR, RMNRZRAESE, RWAREARIRERERFKE TE T, NIUFEERRE, ML
JRRKOARBRI ;

2, WEIIHECEH, FACLEREMELRIRAIdebugging portal allifldebugging radius alfS&;

#&dbeughl, 55E—Tportal TREANTAIERIEARIE :

(1) AR RIREIXEIRENEEZRT, FAPTEHTAE, BARSERPIIMACHIEREEN
EEIRFSIMAC-triggersRIR;

(2) LEPKEIREREIZENSIER, AC £FIMAC Server&i%XPortal Type: 48 (0x30) HI&E
TR EAMAC-trigger R ZiRIMACE S FE,;

(3) WNEEMAC ServerdhEEZILIHHIMAC (BNLHERIHE—RFEEATLE) | MAC Server@ACHE/EPort
al Type: 49 (0x31) HIMEIRY, ErrCodelJ1XTRMACKSPE. ACHSELIREEBEINERER
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Mieginttbit: 192.168.2.179  MUIR£RIHMAC:fc18-3¢36-0f71

*Aug 23 10:25:15:306 2019 AC PORTAL/7/MAC-trigger Event: Set MAC-trigger rule status 0.
*Aug 23 10:25:15:306 2019 AC PORTAL/7/MAC-trigger:

MAC-trigger rule:

InterfaceL3 = WLAN-BSS1/0/9292

InterfaceL2 = WLAN-BSS1/0/9292

VLAN =10

SrcMAC = fc18-3¢36-0f71
SrclP =192.168.2.179
Operation =0

*Aug 23 10:25:15:306 2019 AC PORTAL/7/MAC-trigger Event: Received MAC overflow event, MAC=
fc18-3c36-0f71.

*Aug 23 10:25:15:306 2019 AC PORTAL/7/EVENT: Success to get ssid by user mac, ssid:ceshi, use
r MAC:FC-18-3C-36-0F-71.

*Aug 23 10:25:15:306 2019 AC PORTAL/7/PACKET:
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Portal sent 41 bytes of packet: Type=req_macbind_info(48), ErrCode=0, IP=192.168.2.179 //A
CHMAC Serverki£48SETRY
*Aug 23 10:25:15:306 2019 AC PORTAL/7/PACKET:

[ 11 SESSIONID 11 8] [fc18-3¢36-071]
[ 10 BASIP 11 6][10.0.0.5]

[ 48 NASID 11 4] [AC]

[30 SSID 11 7] [ceshi]

*Aug 23 10:25:15:307 2019 AC PORTAL/7/PACKET:
01 30 00 00 70 7d 00 00 c0 a8 02 b3 00 00 00 04

0Ob 08 fc 18 3¢ 36 0f 71 0a 06 0a 00 00 05 30 04
4143 1e 07 63 65 73 68 69

*Aug 23 10:25:15:307 2019 AC PORTAL/7/MAC-trigger Event: MAC entry(fc18-3c36-0f71) state
changed from DEFAULT to WAIT, user IP = 192.168.2.179.

*Aug 23 10:25:15:307 2019 AC PORTAL/7/EVENT: Success to get info from wlan snooping, vlan:10.
mac:fc18-3¢36-0f71,userip:192.168.2.179

*Aug 23 10:25:15:307 2019 AC PORTAL/7/EVENT: Success to get ifindex(128) and vlan(10) from IP
CIM, user IP=192.168.2.179,MAC=fc18-3¢c36-0f71

*Aug 23 10:25:15:308 2019 AC PORTAL/7/PACKET:

Portal received 16 bytes of packet: Type=ack_macbind_info(49), ErrCode=0, IP=192.168.2.179
/ACIEIMACHRSSSE 49SEIRHRFE ErrCode=0 iEBAMACHIIETFTE, & TFRi#HTERHportaliA
iE

*Aug 23 10:25:15:308 2019 AC PORTAL/7/PACKET:

0131 00 00 70 7d 00 00 cO a8 02 b3 00 00 00 00

*Aug 23 10:25:15:308 2019 AC PORTAL/7/MAC-trigger Event: MAC entry(fc18-3c36-0f71) state
changed from WAIT to BIND. user IP=192.168.2.179.
*Aug 23 10:25:15:308 2019 AC PORTAL/7/MAC-trigger Event: Set MAC-trigger rule status 3.
*Aug 23 10:25:15:308 2019 AC PORTAL/7/MAC-trigger:

MAC-trigger rule:

InterfaceL3 = WLAN-BSS1/0/9292

InterfaceL2 = WLAN-BSS1/0/9292

VLAN =10

SrcMAC = fc18-3¢36-0f71
SrclP =192.168.2.179
Mac status =3

*Aug 23 10:25:15:309 2019 AC PORTAL/7/EVENT: Success to get info from wlan snooping, vian:10.
mac:fc18-3¢36-0f71,userip:192.168.2.179

*Aug 23 10:25:15:309 2019 AC PORTAL/7/EVENT: Success to get ifindex(128) and vlan(10) from IP
CIM, user IP=192.168.2.179,MAC=fc18-3¢36-0f71

*Aug 23 10:25:15:309 2019 AC PORTAL/7/EVENT: Success to get ifindex(128) and vlan(10) from IP
CIM, user IP=192.168.2.179,MAC=fc18-3¢36-0f71

*Aug 23 10:25:15:309 2019 AC PORTAL/7/PACKET:

Portal received 69 bytes of packet: Type=req_auth(3), ErrCode=0, IP=192.168.2.179 //ACE}E
YElportalfRSSEE A EIreq_authiR3;

XBEEATRESERE, NTEE, EEMportaiAERIE, RiZ2portallEsSE5E Ereq_infolX
XEARER, $=HportallRSHREFRSEII™? LportaliMIERFA T CMCC2.0491YAY, &g Treq
_info, req_challengefiE%, EiElIiZIreq_authE2IFERY, ACEEISIERIRR; ME=FHIRSE&EH
W\, SRR EIRSERreq_authiR3L;



A B RE
HTTP-GET
I HTTPE R I
Ponall &3 ARA 5 TF
HTTP L& ik
REQ _INFO
ACK_INFO
REQ CHALLENGE
ACK_CHALLENGE
REQ _AUTH
Access-Reguest o
ACK _AUTH Access-Accept
AFF_ACK_AUTH Accounting-Reguest
FHmTES Accounting-Response
—— e o e e e o e b e e e e e e e e e e e e e e e e e - -
HTTP Fitikd:
REC LOGOUT
ACK_LOGOUT Accounting-Stog
Agcounting-Response

*Aug 23 10:25:15:309 2019 AC PORTAL/7/PACKET:  /Ireq_authiRIEEREZBEERES
TAC

[ 1 USERNAME 1[19] [fc:18:3¢:36:0f:71] /AEEX BRI EZMACHEIL, EERIZZ20N
INEIREA RIS

[ 2 PASSWORD 1018] [****]

*Aug 23 10:25:15:310 2019 AC PORTAL/7/PACKET:
02 03 01 00 34 44 00 00 cO a8 02 b3 00 00 00 02

98 1 93 7 98 50 31 b4 b1 93 66 63 42 92 28 a1l
0113 66 63 3a 31 38 3a 33 63 3a 33 36 3a 30 66

3a 3731021232 386538666164 30326439

39 39 33 33 66

*Aug 23 10:25:15:310 2019 AC PORTAL/7/EVENT:
Auth-SM [192.168.2.179]: Don't Started auth_sm timer for user from local web server or NOC.
*Aug 23 10:25:15:311 2019 AC PORTAL/7/EVENT: Success to get option info from IPCIM, user IP=1
92.168.2.179, user MAC=FC-18-3C-36-0F-71.
*Aug 23 10:25:15:311 2019 AC PORTAL/7/EVENT: Success to get option55 from DHCP
option55:1,121,3,6,15,119,252,len:7, user IP-192.168.2.179, user MAC=FC-18-3C-36-0F-71
*Aug 23 10:25:15:312 2019 AC PORTAL/7/EVENT: Success to get ssid by user mac, ssid:ceshi, use
r MAC:FC-18-3C-36-0F-71.
*Aug 23 10:25:15:312 2019 AC PORTAL/7/EVENT: Success to get ap mac by user mac, ap mac: 3C
-8C-40-45-0B-60, user MAC: FC-18-3C-36-0F-71.
*Aug 23 10:25:15:312 2019 AC PORTAL/7/EVENT: User-SM[192.168.2.179]: Notified Auth-SM to pr
ocess the REQ_AUTH packet.
*Aug 23 10:25:15:312 2019 AC PORTAL/7/FSM: Auth-SM: Started to run.
*Aug 23 10:25:15:312 2019 AC PORTAL/7/FSM: Auth-SM [192.168.2.179]: Entered state Authent
icating. /i A\RADIUSIAIERER, RADIUSIEXH, code=12iMEERIEX, code=22iMERIIRY
, code=3RIMEXRMIRY, X=MRXRIEMF LERIF=E; coded, codeSEIMIERINGITEERAY
*Aug 23 10:25:15:312 2019 AC PORTAL/7/MAC-trigger:

MAC-trigger rule:

InterfaceL3 = WLAN-BSS1/0/9292

InterfaceL2 = WLAN-BSS1/0/9292

VLAN =10

SrcMAC = fc18-3¢36-0f71
SrclP =192.168.2.179
Operation =1

*Aug 23 10:25:15:313 2019 AC RADIUS/7/EVENT:
PAM_RADIUS: Processing RADIUS authentication.
*Aug 23 10:25:15:313 2019 AC RADIUS/7/EVENT:
Processing AAA request data.

*Aug 23 10:25:15:313 2019 AC RADIUS/7/EVENT:
Got request data successfully, primitive: authentication.
*Aug 23 10:25:15:313 2019 AC RADIUS/7/EVENT:



Getting RADIUS server info.

*Aug 23 10:25:15:313 2019 AC RADIUS/7/EVENT:

Got RADIUS server info successfully.

*Aug 23 10:25:15:313 2019 AC RADIUS/7/EVENT:

Created request context successfully.

*Aug 23 10:25:15:314 2019 AC RADIUS/7/EVENT:

Created request packet successfully, dstIP: 10.0.0.3, dstPort: 1812, VPN instance: --(public), socketF

d: 84, pktID: 69.

*Aug 23 10:25:15:314 2019 AC RADIUS/7/EVENT:

Added packet socketfd to epoll successfully, socketFd: 84.

*Aug 23 10:25:15:314 2019 AC RADIUS/7/EVENT:

Mapped PAM item to RADIUS attribute successfully.

*Aug 23 10:25:15:314 2019 AC RADIUS/7/EVENT:

Got RADIUS username format successfully, format: 2.

*Aug 23 10:25:15:314 2019 AC RADIUS/7/EVENT:

Added attribute user-name successfully, user-name: fc:18:3¢:36:0f:71.

*Aug 23 10:25:15:314 2019 AC RADIUS/7/EVENT:

Filled RADIUS attributes in packet successfully.

*Aug 23 10:25:15:315 2019 AC RADIUS/7/EVENT:

Composed request packet successfully.

*Aug 23 10:25:15:315 2019 AC RADIUS/7/EVENT:

Created response timeout timer successfully.

*Aug 23 10:25:15:315 2019 AC RADIUS/7/EVENT:

PAM_RADIUS: Sent authentication request successfully.

*Aug 23 10:25:15:315 2019 AC RADIUS/7/PACKET:
User-Name="fc:18:3c:36:0f:71"  //AJLAERIradiusiR XA PZBEEAEEMACHEHE
User-Password=""****

Service-Type=Framed-User
Framed-Protocol=255

NAS-Identifier="AC"

NAS-Port=16777226
NAS-Port-Type=Wireless-802.11

NAS-Port-

Calling-Station-

Called-Station-

Acct-Session-

H3c-User-Vlan-ld=10
Framed-IP-Address=192.168.2.179
H3c-Ip-Host-Addr="192.168.2.179 fc:18:3¢:36:0f:71"
H3c_DHCP_OPTION55=0x017903060f77fc
NAS-IP-Address=10.0.0.5

H3c-Product-
H3c-Nas-Startup-Timestamp=1565282790

*Aug 23 10:25:15:315 2019 AC PORTAL/7/EVENT: User-SM[192.168.2.179]: AAA processed authen

tication request and returned processing.

*Aug 23 10:25:15:315 2019 AC PORTAL/7/FSM: User-SM[192.168.2.179]: Begin to run.

*Aug 23 10:25:15:316 2019 AC RADIUS/7/EVENT:

Sent request packet successfully. //&ZiZRADIUSIAIESRIE

*Aug 23 10:25:15:316 2019 AC PORTAL/7/FSM: User-SM [192.168.2.179]: State changed from

Initial to Authenticating.

*Aug 23 10:25:15:316 2019 AC RADIUS/7/PACKET:

01 4501 2d 49 aa b8 b9 €0 61 2b ed c6 31 35 5b  //EE—PFTH01FFRcode=1, EradiushIAES

KIRZ

73 0c fd bf 01 13 66 63 3a 31 38 3a 33 63 3a 33

36 3a30663a37310212bc2f4b9d et 119

f2 56 07 28 f2 b3 4d fa e6 06 06 00 00 00 02 07

06 00 00 00 ff 20 04 41 43 05 06 01 00 00 Oa 3d

06 00 00 00 13 57 12 30 31 30 30 30 30 30 30 30

30 303030303130 1f13 46 43 2d 31 38 2d 33

43 2d 33 36 2d 30 46 2d 37 31 1e 19 33 43 2d 38

43 2d 34 30 2d 34 35 2d 30 42 2d 36 30 3a 63 65

73 68 69 2c 28 30 30 30 30 30 30 30 37 32 30 31

39303832333130323531353030303033

34 61 653038313039393336 1a0c 00 0063



a2 85 06 00 00 00 0a 08 06 cO a8 02 b3 1a 27 00
00 63 a2 3c 21 31 39 32 2e 31 36 38 2e 32 2e 31
373920 66 63 3a 31 38 3a 33 63 3a 33 36 3a 30
*Aug 23 10:25:15:317 2019 AC RADIUS/7/PACKET:
66 3a 37 31 1a 0f 00 00 63 a2 d0 09 01 79 03 06
0f 77 fc 04 06 0a 00 00 05 1a 18 00 00 63 a2 ff
12 48 33 43 20 45 57 50 58 4d 32 57 43 4d 44 30
46 1a 0c 00 00 63 a2 3b 06 5d 4c 51 e6
*Aug 23 10:25:15:317 2019 AC RADIUS/7/EVENT:
Sent request packet and create request context successfully. /RADIUSIERIRI &ZIERLLN
*Aug 23 10:25:15:317 2019 AC RADIUS/7/EVENT:
Added request context to global table successfully.
*Aug 23 10:25:15:317 2019 AC RADIUS/7/EVENT:
Processing AAA request data.
*Aug 23 10:25:15:317 2019 AC RADIUS/7/EVENT:
Reply SocketFd recieved EPOLLIN event.
*Aug 23 10:25:15:317 2019 AC RADIUS/7/EVENT:
Received reply packet succuessfully. /MIZIRADIUSHRSSZERHIEISIRY
*Aug 23 10:25:15:317 2019 AC RADIUS/7/EVENT:
Found request context, dstIP: 10.0.0.3, dstPort: 1812, VPN instance: --(public), socketFd: 84, pktID: 6
9.
*Aug 23 10:25:15:318 2019 AC RADIUS/7/EVENT:
The reply packet is valid.
*Aug 23 10:25:15:318 2019 AC RADIUS/7/EVENT:
Decoded reply packet successfully. /f#tTRADIUSEISHRIL
*Aug 23 10:25:15:318 2019 AC RADIUS/7/PACKET:
User-Name="fc:18:3c:36:0f:71" /FRZ}&i=
Reply-Message="authen reject" /AMEERHEIEMS
*Aug 23 10:25:15:318 2019 AC RADIUS/7/PACKET:
03 45 00 36 2a d8 b4 9e de 7e 22 18 39 55 68 0e  //FE—ANF {5033k Rcode=3, EradiusfiNER
i34
24 c8 1d be 01 13 66 63 3a 31 38 3a 33 63 3a 33
36 3a 30 66 3a 37 31 12 0f 61 75 74 68 65 6e 20
72 65 6a 65 63 74
*Aug 23 10:25:15:318 2019 AC RADIUS/7/EVENT:
Sent reply message successfully.
*Aug 23 10:25:15:318 2019 AC RADIUS/7/EVENT:
PAM_RADIUS: Processing RADIUS authentication.
*Aug 23 10:25:15:319 2019 AC RADIUS/7/EVENT:
PAM_RADIUS: Fetched authentication reply-data successfully, resultCode: 1
*Aug 23 10:25:15:319 2019 AC PORTAL/7/EVENT: User-SM[192.168.2.179]: Received authenticatio
n response, RespCode=26.
*Aug 23 10:25:15:319 2019 AC PORTAL/7/FSM: Auth-SM: Started to run.
*Aug 23 10:25:15:320 2019 AC PORTAL/7/PACKET:
Portal sent 62 bytes of packet: Type=ack_auth(4), ErrCode=1, IP=192.168.2.179
*Aug 23 10:25:15:320 2019 AC PORTAL/7/PACKET:

[ 11 SESSIONID ][ 8] [fc18-3¢36-0f71]
[ 5 TEXTINFO ][ 16] [authen reject]
[ 10 BASIP 1[ 6][10.0.0.5]

*Aug 23 10:25:15:321 2019 AC PORTAL/7/PACKET:
02 04 01 00 34 44 00 00 cO a8 02 b3 00 00 01 03

0e 17 07 c4 50 7a a5 02 1f 24 e7 69 58 6d 75 38

Ob 08 fc 18 3¢ 36 0f 71 05 10 61 75 74 68 65 6e

20 72 65 6a 65 63 74 00 0a 06 0a 00 00 05

*Aug 23 10:25:15:321 2019 AC PORTAL/7/EVENT: User-SM[192.168.2.179]: Auth-SM logged out th
e user and notified User-SM to process.

*Aug 23 10:25:15:321 2019 AC PORTAL/7/FSM: User-SM[192.168.2.179]: Begin to run.

*Aug 23 10:25:15:321 2019 AC PORTAL/7/FSM: User-SM [192.168.2.179]: State changed from A
uthenticating to Done. /FIFPIMESBUIAZSIEIDOWN

*Aug 23 10:25:15:321 2019 AC PORTAL/7/FSM: User-SM[192.168.2.179]: User was destroyed.
*Aug 23 10:25:15:323 2019 AC PORTAL/7/EVENT: User-SM[192.168.2.179]: Notified User-Detect-S
M to stop detection.



4, MdebugidFEAILAEE!, portal BRENTEradiustAIENEREN, HTFAENAFRER, MAFEE
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