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3.1 SWAEE

3.1.1 EREGEH TEBAXIEED

BT Evlan 1055 REABXIEAY15F01632 000 A vian10, FHeliEvian1 0 OIPHENE1.1.1.1
system

[H3C]vlan10

[H3C-vlan10]port GigabitEthernet 1/0/15 GigabitEthernet 1/0/16
[H3Clinterface Vlan-interface 10

[H3C-Vlan-interface10]ip address 1.1.1.1 24
ECERAMMERRIEREESH, T—Bk/abkiEReth 132 OMbIE,
[H3Clip route-static 2.2.2.0 24 1.1.1.2
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3.2 SWBEE

3.2.1 BB ERBAAISED

EHECEvIan 2018 FEABIXIEA1 4301582 O I1AvIan20, FElEvian2082MIPiiE/g2.2.2.1,
system

[H3C]vlan20

[H3C-vlan20]port GigabitEthernet 1/0/14 GigabitEthernet 1/0/15
[H3Clinterface Vlan-interface 20

[H3C-Vlan-interface20]ip address 2.2.2.1 24

B EEARHEIR KIS Reth2iE b,

[H3Clip route-static 0.0.0.0 0 2.2.2.2

3.3 BANIEERE

3.3.1 FWASFWBEIIEE
BAERERSENMERIMLE BRG], NERMMNE,

3.3.2 ERREOXER ETTYREO

1. 8EZReth13%0

BlEEReth 1 OB B IPHEN/91.1.1.2/24, FHELE1/0/15MRITEHR 255, 2/0/15pRMSTHRA50,
system-view

[H3C] interface reth 1

[H3C-Reth1] ip address 1.1.1.2 24
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[H3C-Reth1] member interface gigabitethernet 1/0/15 priority 255

[H3C-Reth1] member interface gigabitethernet 2/0/15 priority 50

[H3C-Reth1] quit

2. gliEReth2i&0

BliEReth2B O E IPHEN/92.2.2.2/24, HECE1/0/14RRNFEHR 255, 2/0/14R%R5ERI950.
system-view

[H3C] interface reth 1

[H3C-Reth1] ip address 2.2.2.2 24

[H3C-Reth1] member interface gigabitethernet 1/0/14 priority 255

[H3C-Reth1] member interface gigabitethernet 2/0/14 priority 50

[H3C-Reth1] quit

3.3.3 BERFEOXE L TTYRIEO
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[H3C] track 1 interface gigabitethernet 1/0/15 physical

[H3C-track-1] quit

[H3C] track 2 interface gigabitethernet 1/0/14 physical

[H3C-track-2] quit

[H3C] track 3 interface gigabitethernet 2/0/15 physical

[H3C-track-3] quit

[H3C] track 4 interface gigabitethernet 2/0/14 physical

[H3C-track-4] quit

3.3.4 RERKEAXBKRRED
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[H3C] redundancy group aaa

H3C-redundancy-group-aaa] node 1

H3C-redundancy-group-aaa-node1] bind slot 1
H3C-redundancy-group-aaa-node1] priority 100
H3C-redundancy-group-aaa-node1] track 1 interface gigabitethernet 1/0/15
H3C-redundancy-group-aaa-node1] track 2 interface gigabitethernet 1/0/14

H3C-redundancy-group-aaa-node1] quit

2. ST R2 5P KIEBAERO4NE

[H3C-redundancy-group-aaa)] node 2

[H3C-redundancy-group-aaa-node?2] bind slot 2
[H3C-redundancy-group-aaa-node?2] priority 50
[H3C-redundancy-group-aaa-node?2] track 3 interface gigabitethernet 1/0/15
[H3C-redundancy-group-aaa-node?2] track 4 interface gigabitethernet 1/0/14
[H3C-redundancy-group-aaa-node?2] quit

3.3.5 JERREOMATRE

[H3C-redundancy-group-aaa] member interface reth 1
[H3C-redundancy-group-aaa] member interface reth 2
[H3C-redundancy-group-aaa] quit

3.3.6 FELIEHRE

[H3C] session synchronization enable

3.3.7 ZLEMEERE

1. #Reth1 AR 21

#EReth I\ UntrustX &

[H3C]security-zone name Untrust

[H3C-security-zone-Untrust]import interface Reth1

FEReth2ID \trustX 1z

[H3Cl]security-zone name trust

[H3C-security-zone-trust]import interface Reth2
[H3C-security-zone-trust]quit

PR ERIMAFERERERE, BENBELE RIERIARSIETERMRENT2RIE? LAITE
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2. iBig @S display cu | in security-policy iIREFIHSITFE" security-policy disable”8}&E:g
BEITAEE, WERETERKERS.

[H3C]display cu | in security-policy

security-policy disable

#RIEEXI S KR pass.

[H3C]object-policy ip pass

[H3C-object-policy-ip-pass] rule 0 pass

[H3C-object-policy-ip-pass]quit

#BUEE TrustZUntrustsk itk 81 A8 V8 Fpass 5.8,

[H3C]zone-pair security source Trust destination local



H3C-zone-pair-security-Trust- locallobject-policy apply ip pass
H3C-zone-pair-security-Trust- locallquit

H3C]zone-pair security source local destination Trust
H3C-zone-pair-security-local -trustJobject-policy apply ip pass
H3C-zone-pair-security-local -trust]quit

H3C]zone-pair security source Untrust destination local

[
[
[
[
[
[
[H3C-zone-pair-security-Untrust- locallobject-policy apply ip pass
[H3C-zone-pair-security-Untrust- local]quit

[H3C]zone-pair security source local destination Untrust

[H3C-zone-pair-security-local -Untrust]object-policy apply ip pass

[H3C-zone-pair-security-local -Untrust]quit

[H3C]zone-pair security source Trust destination Untrust

[H3C-zone-pair-security-Trust -Untrust]object-policy apply ip pass

[H3C-zone-pair-security-Trust -Untrust]quit

3. @i &S “display cu | in security-policy iR EZ{FSITIFE“ security-policy ip”HEIGBEZ“
security-policy disable”, N{EATEEREREE.

[H3C]display cu | in security-policy

security-policy ip

Sl eI B ocalEltrustftrustEllocal R £ 5K,

H3C]security-policy ip

H3C-security-policy-ip]rule 10 name test

H3C-security-policy-ip-10-test]action pass

H3C-security-policy-ip-10-test]source-zone local

[

[

[

[

[H3C-security-policy-ip-10-test]source-zone Trust
[H3C-security-policy-ip-10-test]source-zone Untrust
[H3C-security-policy-ip-10-test]destination-zone local
[H3C-security-policy-ip-10-test]destination-zone Trust
[H3C-security-policy-ip-10-test]destination-zone Untrust
[H3C-security-policy-ip-10-test]quit
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[F1060]dis redundancy group bin
Redundancy group bin (ID 1):

Node ID Slot Priority Status Track welght
1 Slotl 100 Primary | 255
2 Slot2 a0 Secondary| 255
Preempt delay time remained 0 min
Preempt delayv timer setting 1 min
Remaining hold-down time ] sec
Hold-down timer setting 1 sec
Manual switchover request : No
Member interfaces:
Rethl Reth2
Node 1:
Track info:
Track Status Reduced weight Interface
1 Positive 255 GE1/0/15
2 Positive 250 GE1/0/14
Node 2:
Track info:
Track Status Reduced weight Interface
3 Positive 255 GE2/0/15
4 Positive 250 GE2/0/14

BRRethEE., TLIEZIReth1FIReth2 ek S IR RIZOG T BB,

[F1060]dis reth interface Reth 1

Rethl :
Redundancy group : bin
Member Phvsical status Forwarding status Presence status
GE1/0/15 UP Active Normal |
GE2/0/15 UP Inactive Normal
[F1060]dis reth interface Reth 2
Reth? :
Redundancy group : bin
Member Physical status Forwarding status Presence status
GE1/0/14 UP Active Normal |
GE2/0/14 UP Inactive Normal
[F1060]

4.1.2 HFWASHIGHEERRARS
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[F1060]dis redundancy group bin

Redundancy group bin (ID 1):
Node ID Slot Priority Status Track weight
1 Slotl 100 Secondary 0
2 Slot2 50 (Primary) 255 |

Preempt delay time remained 1 min
Preempt delay timer setting 1 min
Remaining hold-down time 0 sec
Hold-down timer setting 1 sec
Manual switchover request : No
Member interfaces:
Rethl Reth2
Node 1:
Track info:
Track Status Reduced weight Interface
1 Positive 255 GE1/0/15
2 Negative 255 GEL/0/14
Node 2:
Track info:
Track Status Reduced weight Interface
3 Positive 255 GE2/0/15
4 Positive 255 GE2/0/14
RRRethfER. TR2AARZEOGTEERS.
[F1060]dis reth interface Reth 1
Rethl :
Redundancy group : bin
Member Phvsical status Forwarding status Presence status
GE1/0/15 DOWN (redundancy down) Inactive l Normal
GE2/0/1a UP Active Normal
[F1060]
[F1060]
[F1060]
[F1060]
[F1060]dis reth interface Reth 2
Rezh2—
Redundancv group : bin
Member Physical status Forwarding status Presence status
GE1/0/14 DOWN Inactive Normal
GE2/0/14 up Active Normal

ERFIF/014EOF, TAREAENIEL.

[F1060*GigabitEthernet1/0/14%;3§§_§¥5¥§2§£J

[F1060-GigabitEthernet1/0/141%0c 737744:183 2017 F1060 IFNET/3/PHY_UPDOWN: —Cont
ext=l; Physical state on the interface GigabitEthernetl/0/14 changed to up

%0ct 31 12:34:44:183 2017 F1060 IFNET/5/LINK_UPDOWN: —Context=l; Line protocol state o

n the interface GigabitEthernetl/0/14 changed to up

[F1060-GigabitEthernet1/0/14]

[F1060-GigabitEthernet1/0/14]%0ct 31 12:34:47:217 2017 F1060 IFNET/3/PHY_UPDOWN: —Cont
ext=1: Phvsical state on the interface GigabitEthernetl/0/15 changed to up

%0ct 31 12:34:47:218 2017 F1060 IFNET/5/LINK UPDOWN: —Context=l; Line protocol state o
n the interface GigabitBEthernetl/0/15 changed to un

F1060-GigabitEthernetl/0/14]

F1060-GigabitEthernetl1/0/14]

F1060-GigabitEthernetl1/0/14]

F1060-GigabitEthernet1/0/14]%0ct 31 12:35:44:903 2017 F1060 RDDC/5/RDDC_ACTIVENODE_CH
ANGE: —Context=1;, Redundancy group bin active node changed to node 1 (slot 1), because
of node’ s weight changed
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