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ANZHREATFUIF1000-A-G2, F1000-S-G2, F100-M-G2, F100-S-G2%F1000-X-G2, F100-X-G2&
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3.1 SWAEE

3.1.1 EREGEH TEAXIEED

A ECEvIan 1015 FEABAXEEAY15F0163Z M0 vIan10, FEl#Evian10ZEOIPHEIE1.1.1.1
system

[H3C]vlan10

[H3C-vlan10]port GigabitEthernet 1/0/15 GigabitEthernet 1/0/16

[H3Clinterface Vlan-interface 10

[H3C-Vlan-interface10]ip address 1.1.1.1 24

BEERAMMERRIEFEESE, T—Bk/abkiEReth 132 MbAE,

[H3Clip route-static 2.2.2.0 24 1.1.1.2
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3.2 SWBEE

3.2.1 EREEH ERBAAISED

EHECEVIan 2018 FEABIXIEAT1 4301582 O I0AvIan20, FEUEvian2082MIPiBiE/2.2.2.1,
system

[H3C]vlan20

[H3C-vlan20]port GigabitEthernet 1/0/14 GigabitEthernet 1/0/15

[H3Clinterface Vlan-interface 20

[H3C-Vlan-interface20]ip address 2.2.2.1 24

BLERUABBZIF K EReth2Z ithilt,

[H3Clip route-static 0.0.0.0 0 2.2.2.2
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3.3.1 FWASFWBEIEE
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3.3.2 ERREOXER ETTYREO

1. BEZReth13%0

BlEEReth 1 OB B IPHEN/91.1.1.2/24, FHELE1/0/15MRIAEHK 255, 2/0/15pRMSTHRA50,
system-view

[H3C] interface reth 1


https://zhiliao.h3c.com/questions/catesDis/262
https://zhiliao.h3c.com/User/other/33847

[H3C-Reth1] ip address 1.1.1.2 24

[H3C-Reth1] member interface gigabitethernet 1/0/15 priority 255

[H3C-Reth1] member interface gigabitethernet 2/0/15 priority 50

[H3C-Reth1] quit

2. gliEReth2i&0

BliEReth2iZ O E IPHENE/2.2.2.2/24, FELE1/0/14RRMKIEHR 7255, 2/0/14RLRMHEHRF 50,
system-view

[H3C] interface reth 1

[H3C-Reth1] ip address 2.2.2.2 24

[H3C-Reth1] member interface gigabitethernet 1/0/14 priority 255

[H3C-Reth1] member interface gigabitethernet 2/0/14 priority 50

[H3C-Reth1] quit
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[H3C] track 1 interface gigabitethernet 1/0/15 physical

[H3C-track-1] quit

[H3C] track 2 interface gigabitethernet 1/0/14 physical

[H3C-track-2] quit

[H3C] track 3 interface gigabitethernet 2/0/15 physical

[H3C-track-3] quit

[H3C] track 4 interface gigabitethernet 2/0/14 physical

[H3C-track-4] quit
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[H3C] redundancy group aaa

H3C-redundancy-group-aaa] node 1

H3C-redundancy-group-aaa-node1] bind slot 1
H3C-redundancy-group-aaa-node1] priority 100
H3C-redundancy-group-aaa-node1] track 1 interface gigabitethernet 1/0/15
H3C-redundancy-group-aaa-node1] track 2 interface gigabitethernet 1/0/14

H3C-redundancy-group-aaa-node1] quit
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[H3C-redundancy-group-aaa)] node 2

[H3C-redundancy-group-aaa-node?2] bind slot 2
[H3C-redundancy-group-aaa-node?2] priority 50
[H3C-redundancy-group-aaa-node?2] track 3 interface gigabitethernet 1/0/15
[H3C-redundancy-group-aaa-node?2] track 4 interface gigabitethernet 1/0/14
[H3C-redundancy-group-aaa-node?2] quit
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[H3C-redundancy-group-aaa] member interface reth 1
[H3C-redundancy-group-aaa] member interface reth 2
[H3C-redundancy-group-aaa] quit

3.3.6 FRLIEHE

[H3C] session synchronization enable

3.3.7 R&FEERE

1. $Reth1 AL 21

$EReth I A UntrustX &

[H3C]security-zone name Untrust

[H3C-security-zone-Untrust]import interface Reth1

EReth2ID A\ trustX 1z

[H3Clsecurity-zone name trust

[H3C-security-zone-trust]import interface Reth2
[H3C-security-zone-trust]quit
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2. i@id&s$“display cu | in security-policy i REZ{HSITIFE“ security-policy disable” &g
BEIHIES, WERATERERES.,

[H3C]display cu | in security-policy

security-policy disable

#OIEEXI S KRG pass.

[H3Clobject-policy ip pass

[H3C-object-policy-ip-pass] rule 0 pass

[H3C-object-policy-ip-pass]quit

#EUEE TrustBUntrustis A9 R RBE T8 FApass 5RHK .



H3C]zone-pair security source Trust destination local
H3C-zone-pair-security-Trust- locallobject-policy apply ip pass
H3C-zone-pair-security-Trust- locallquit

H3C]zone-pair security source local destination Trust
H3C-zone-pair-security-local -trust]object-policy apply ip pass
H3C-zone-pair-security-local -trust]quit

H3C]zone-pair security source Untrust destination local

[
[
[
[
[
[
[
[H3C-zone-pair-security-Untrust- local]object-policy apply ip pass
[H3C-zone-pair-security-Untrust- local]quit

[H3C]zone-pair security source local destination Untrust

[H3C-zone-pair-security-local -Untrust]object-policy apply ip pass

[H3C-zone-pair-security-local -Untrust]quit

[H3C]zone-pair security source Trust destination Untrust

[H3C-zone-pair-security-Trust -Untrust]object-policy apply ip pass

[H3C-zone-pair-security-Trust -Untrust]quit

3. iBid#$“display cu | in security-policy” i1 RE R SIT1EE " security-policy ip”HEIGEEF“
security-policy disable”, M{EATERIZES,

[H3C]display cu | in security-policy

security-policy ip

Bl 2SI HuE ocalZEtrustitrustEllocal UL 250

H3Clsecurity-policy ip

H3C-security-policy-ip]rule 10 name test

H3C-security-policy-ip-10-test]action pass

H3C-security-policy-ip-10-test]source-zone local

[

[

[

[

[H3C-security-policy-ip-10-test]source-zone Trust
[H3C-security-policy-ip-10-test]source-zone Untrust
[H3C-security-policy-ip-10-test]destination-zone local
[H3C-security-policy-ip-10-test]destination-zone Trust
[H3C-security-policy-ip-10-test]destination-zone Untrust
[H3C-security-policy-ip-10-test]quit
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[F1060]dis redundancy group bin
Redundancy group bin (ID 1):

Node 1D Slot Priority Status Track weight
1 Slotl 100 Primary | 255
2 Slot2 20 Secondary| 255
Preempt delay time remained ] min
Preempt delay timer setting 1 min
Remaining hold-down time ] sec
Hold—down timer setting 1 sec
Manual switchover request . No
Member interfaces:
Rethl Reth2
Node 1:
Track info:
Track Status Reduced weight Interface
1 Positive 255 GE1/0/15
2 Positive 255 GE1/0/14
Node 2:
Track info:
Track Status Reduced weight Interface
3 Positive 255 GE2/0/15
4 Positive 250 GE2/0/14

ERRethER. HJLIBZIReth1FIReth2LSEREHIR RIEOLTEIERE.

[F1060]dis reth interface Reth 1

Rethl :
Redundancy group : bin
Member Physical status Forwarding status Presence status
GE1/0/15 UP Active Normal |
GEZ2/0/19 UpP Inactive Normal
[F1060]dis reth interface Reth 2
Reth2 :
Redundancy group : bin
Member Physical status Forwarding status Presence status
GE1/0/14 UP Active Normal |
GE2/0/14 Up Inactive Normal

[F1060]
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[F1060]dis redundancy group bin

Redundancy group bin (ID 1):
Node ID Slot Priority Status Track weight
1 Slotl 100 Secondary 0
2 Slot2 50 (Primary) 255 |

Preempt delay time remained 1 min
Preempt delay timer setting 1 min
Remaining hold-down time 0 sec
Hold-down timer setting 1 sec
Manual switchover request : No
Member interfaces:
Rethl Reth2
Node 1:
Track info:
Track Status Reduced weight Interface
1 Positive 255 GE1/0/15
2 Negative 255 GEL/0/14
Node 2:
Track info:
Track Status Reduced weight Interface
3 Positive 255 GE2/0/15
4 Positive 255 GE2/0/14
RRRethfER. TR2AARZEOGTEERS.
[F1060]dis reth interface Reth 1
Rethl :
Redundancy group : bin
Member Phyvsical status Forwarding status Presence status
GE1/0/15 DOWN (redundancy down) Inactive | Normal
GE2/0/1a UP Active Normal
[F1060]
[F1060]
[F1060]
[F1060]
[F1060]dis reth interface Reth 2
Resh2
Redundancy group : bin
Member Physical status Forwarding status Presence status
GE1/0/14 DOWN Inactive Normal
GE2/0/14 Up Active Normal

BI040, UREETIE.,

[F1060-GigabitEthernetl/0/14]undo shutdown
[F1060-GigabitEthernet1/0/141%0ct 31 12:3%2:44:183 2017 F1060 IFNET/3/PHY_UPDOWN: —Cont
ext=l; Physical state on the interface GigabitEthernetl/0/14 changed to up

%0ct 31 12:34:44:183 2017 F1060 IFNET/5/LINK_UPDOWN: —Context=l; Line protocol state o
n the interface GigabitEthernetl/0/14 changed to up

[F1060-GigabitEthernet1/0/14]

[F1060-GigabitEthernet1/0/14]%0ct 31 12:34:47:217 2017 F1060 IFNET/3/PHY_UPDOWN: —Cont
ext=1: Phvsical state on the interface GigabitEthernetl/0/15 changed to up

%0ct 31 12:34:47:218 2017 F1060 IFNET/5/LINK UPDOWN: —Context=l; Line protocol state o
n the interface GigabitEthernet1/0/15 changed to up

F1060-GigabitEthernetl1/0/14]

F1060-GigabitEthernet1/0/14]

F1060-GigabitEthernet1/0/14]

F1060-GigabitEthernet1/0/14]%0ct 31 12:35:44:903 2017 F1060 RDDC/5/RDDC_ACTIVENODE_CH
ANGE: —Context=1; Redundancy group bin active node changed to node 1 (slot 1), because
of node’ s weight changed
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