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1.1 RESE
1.1.1 EgEAC

(1) ECEACHMEO
# BUEVLAN 100 EIRIAIVLANEED, FAiZEORE P, APKEIRELZIPIHESACE T
CAPWAPR$E,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 112.12.1.25 16
[AC-Vlan-interface100] quit
# BIEEVLAN 200 EIXSRAIVLANEE, FmziEOBCEIPitbll, ClientEFHiZVLANBINTCERN
&,
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 112.13.1.25 16
[AC-Vlan-interface200] quit
# ELBACHISwitchiBiZERIIE M GigabitEthernet1/0/1Trunk3EEY, 25 1FVIAN 13RSGEIE, 7iFV
LAN 100F0VLAN 200i&1d, HRITrunkAIPVIDFI100,
[AC] interface gigabitethernet1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vian 1
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200
[AC-GigabitEthernet1/0/1] port trunk pvid vlan 100
[AC-GigabitEthernet1/0/1] quit
(2) BCEDHCP server
# FFISDHCP serverIiigg,
[AC] dhcp enable
# BCEDHCPitBiEtvian100 5 AP ECit S EE/9112.12.0.0/16, WIXitbiEN112.12.1.25,
[AC] dhcp server ip-pool vian100
[AC-dhcp-pool-vlan100] network 112.12.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan100] gateway-list 112.12.1.25
[AC-dhcp-pool-vlan100] quit
# BCEDHCP1tiithvian200/9Clients BeitbSEE/9112.13.0.0/16, WISkitsib112.13.1.25,
[AC] dhcp server ip-pool vlan200
[AC-dhcp-pool-vlan200] network 112.13.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan200] gateway-list 112.13.1.25
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[AC-dhcp-pool-vian200] quit
(3) ECEAMINIE
# BIE—/NEFR Alocal-machIAIE;, Jolan-accessFIFBLEIAIE A Alocal,
[AC] domain local-mac
[AC-isp-local-mac] authentication lan-access local
# ECEFFWETIMEIE 155, MBI EIRFEAIRE 1024775,
[AC-isp-local-mac] authorization-attribute idle-cut 15 1024
[AC] quit
(4) BEcEAMAR
# BB MMSENENAMER, SFRABFIHIIMACHENE3cadf4144c20, AT HBA T3
cadf4144c20, FHEERFAILUERIan-accessfkss.
[AC] local-user 3ca9f4144c20 class network
[AC-luser-network-3ca9f4144c20] password simple 3ca9f4144c20
[AC-luser-network-3ca9f4144c20] service-type lan-access
[AC-luser-network-3ca9f4144c20] quit
(5) EEAMMACHAIBAERIRFEE
# ECEMACHIIB AERI SNBSS AFIMACHIE (ZECEARERE) .
[AC] mac-authentication user-name-format mac-address without-hyphen lowercase
(6) ECEFLMRSS
# QIR ISR, FHNTERSERIE.,
[AC] wlan service-template 1
# BLESSIDfservice,
[AC-wlan-st-1] ssid service
# BEEE Fin N TTEIRS IR 1 E&BESHINAVLAN 200,
[AC-wlan-st-1] vlan 200
# BEEFIHENNES N AMACHIIEAIE,
[AC-wlan-st-1] client-security authentication-mode mac
# ECEMACHBUEIEF 2 FAYISPiE Jalocal-mac,
[AC-wlan-st-1] mac-authentication domain local-mac
# FFEFLIRSS R,
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit
(7) ECEAP
# BIEEFTAP, B Jofficeap, BIERFRIWA4L320i-ACN,
[AC] wlan ap officeap model WA4320i-ACN
#IRBAPFFIS4210235A1Q2C 159000019,
[AC-wlan-ap-officeap] serial-id 210235A1Q2C159000019
#HNAPHIRadio 2iE], FHETEIRSEIR145EEIRadio 2.k,
[AC-wlan-ap-officeap] radio 2
[AC-wlan-ap-officeap-radio-2] service-template 1
# FFIERadio 2H9595ATNEE.
[AC-wlan-ap-officeap-radio-2] radio enable
[AC-wlan-ap-officeap-radio-2] quit
[AC-wlan-ap-officeap] quit

1.1.2 BE&Switch

# B VLAN 100F0VLAN 200, EAVLAN 100FF4&RACHIAPIEICAPWAPRSERATRE, VL
AN 200 F &R ClientTo£eiR 3L,

system-view

[Switch] vian 100

[Switch-vlan100] quit

[Switch] vlan 200

[Switch-vlan200] quit

# Fe & Switch 5SACHRIERIGigabitEthernet1/0/1#ZORIEM A Trunk, Z1EVLAN 1HRGEE, 7
¥FVLAN 100@id, aEITrunk@RIPVID/100,

[Switch] interface gigabitethernet1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk



[Switch-GigabitEthernet1/0/1] undo port trunk permit vian 1
[Switch-GigabitEthernet1/0/1] port trunk permit vian 100
[Switch-GigabitEthernet1/0/1] port trunk pvid vian 100

[Switch-GigabitEthernet1/0/1] quit

# BL& Switch SAPHRIERIGigabitEthernet1/0/2#Z @M IAccess, FIFVLAN 100i&d,
[Switch] interface gigabitethernet1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access

[Switch-GigabitEthernet1/0/2] port access vlan 100

# FFIEPoERE ITFEHEEINRE,

[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

1.2 WBiFfEE

# SRk LEEEE, o ClientEREEIWLANRILEHIFTMACHIIEAIE, 7EAC_ L@ i< di
splay wlan cliente] LAE T2 ClienthA\VLAN 200 4%,
[AC] display wlan client
Total Number of Clients 1
Client Information

SSID: service

MAC Address User Name APID/RID IP Address VLAN ---mommmmmmmm oo

3ca9-f414-4c20 3cadf4144c20 1/2 112.13.0.2 200
1.3 BEXH

AC:

#

dhcp enable

#

vlan 1

#

vlan 100

#

vlan 200

#

dhcp server ip-pool vian100
gateway-list 112.12.1.25

network 112.12.0.0 mask 255.255.0.0
#

dhcp server ip-pool vlan200
gateway-list 112.13.1.25

network 112.13.0.0 mask 255.255.0.0
#

wlan service-template 1

ssid service

vlan 200

client-security authentication-mode mac
mac-authentication domain local-mac
service-template enable
#

interface Vlan-interface100

ip address 112.12.1.25 255.255.0.0
#

interface Vlan-interface200

ip address 112.13.1.25 255.255.0.0
#
interface GigabitEthernet1/0/1

port link-type trunk

undo port trunk permit vian 1



port trunk permit vian 100 200
port trunk pvid vlan 100
#
domain local-mac
authentication lan-access local
authorization-attribute idle-cut 15 1024
#
local-user 3ca9f4144c20 class network
password cipher $c$3$KWMkvg/FnQ20opPgBnpSTs3NPhVKrSOvgFPLAECSIDQ==
service-type lan-access
authorization-attribute user-role network-operator
#
wlan ap officeap model WA4320i-ACN
serial-id 210235A1Q2C 159000019
vlan 1
radio 1
radio 2
radio enable
service-template 1
#
Switch:
#
vlan 1
#
vlan 100
#
vlan 200
#
interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 100
port trunk pvid vian 100
#
interface GigabitEthernet1/0/2
port access vlan 100
poe enable
#
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