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1.1 BRERHE
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1.2 BRELSE

1.2.1 EZEAC

(1) BEcEACHIEO
# BUEEVLAN 100 EIXIMAIVLANEEC], FooiziEECEIPitbit, APISIRENZIPIEIESACET
CAPWAPBSE,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 112.12.1.25 16
[AC-Vlan-interface100] quit
# BUEVLAN 200 EXIRIAIVLANEEC, FHAiZEORE P, ClientERIZVLANBATERN
=&,
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 112.13.1.25 16
[AC-Vlan-interface200] quit
# B2 VLAN 3005 =IMAIVLANEEL, FuiziEOECE P, Client MACHBHE RIS
XFIFIRIVLAN 300 (BPGuest VLAN) PIRIEIR.
[AC] vlan 300
[AC-vIan300] quit

[AC] interface vlan-interface 300
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[AC-Vlan-interface300] ip address 112.14.1.25 16
[AC-Vlan-interface300] quit
# ECEACHISwitch#EiEAY2 [ GigabitEthernet1/0/18TrunkE8Y, 25 EVLAN RSGEE, 7IFV
LAN 100, VLAN 200F0VLAN 300i&Z, ZriTrunkOfIPVIDFI100,
[AC] interface gigabitEthernet1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vian 1
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200 300
[AC-GigabitEthernet1/0/1] port trunk pvid vian 100
[AC-GigabitEthernet1/0/1] quit
(2) BZEDHCP server
# FFFEDHCP serverIhBE,
[AC] dhcp enable
# ECEDHCPbIEtEvian100, JAPHECAIMIEERE/9112.12.0.0/16, MXKH/g112.12.1.25,
[AC] dhcp server ip-pool vian100
[AC-dhcp-pool-vlan100] network 112.12.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan100] gateway-list 112.12.1.25
[AC-dhcp-pool-vian100] quit
# ECEDHCPHBIEtBvian200, AClient D ERATHENSEEA112.13.0.0/16, RIXiBiEA112.12.1.25
[AC] dhcp server ip-pool vian200
[AC-dhcp-pool-vlan200] network 112.13.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan200] gateway-list 112.12.1.25
[AC-dhcp-pool-vlan200] quit
# EREDHCPHBiEvVIan300, J9MGuest VLAN AR S ERItEIEEE/112.14.0.0/16, &
KiehEFg112.12.1.25,
[AC] dhcp server ip-pool vian300
[AC-dhcp-pool-vlan300] network 112.14.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan300] gateway-list 112.12.1.25
[AC-dhcp-pool-vlan300] quit
(8) EBCERADIUSIAIE
# BlFEZ NofficelIRADIUS 52, HHANEME,
[AC] radius scheme office
#EETIAE. TH2ERADIUSHRSSE:YIPHELE/9112.12.1.50,
[AC-radius-office] primary authentication 112.12.1.50
[AC-radius-office] primary accounting 112.12.1.50
# BCERADIUSTAIE. TR AIE=2$R79123456789.,
[AC-radius-office] key authentication simple 123456789
[AC-radius-office] key accounting simple 123456789
# LB RIXEERADIUSIRS RN AP B NS TIRE.
[AC-radius-office] user-name-format without-domain
# FCEIRE RIZRADIUSIR S ERRYIRIPHEIE9112.12.1.25,
[AC-radius-office] nas-ip 112.12.1.25
[AC-radius-office] quit
# QU Aoffice 1RUISPIE, FFANEME,
[AC] domain office1
# Hlan-accessFIFECEINIE. B, i+ HZENRADIUSHZEoffice.,
[AC-isp-office1] authentication lan-access radius-scheme office
[AC-isp-office1] authorization lan-access radius-scheme office
[AC-isp-office1] accounting lan-access radius-scheme office
# LB RS E155%, RETIMANERA=ERIRE 1024575,
[AC-isp-office1] authorization-attribute idle-cut 15 1024
[AC-isp-office1] quit
# EEEMACHIIBNIERIF P SMEYAREFPNMACHEELE, BERNEEFR (ZBEENARERE
) .
[AC] mac-authentication user-name-format mac-address without-hyphen lowercase
(4) EERSER
# QIBTCEIRSIEIRT, FHANTCEIRSIEIREL.



[AC] wlan service-template 1
# BLESSIDgservice,
[AC-wlan-st-1] ssid service
# ILEE Fin M\ TTEIRS R 1 BN VLAN 200,
[AC-wlan-st-1] vlan 200
# BEBEB PR NIAES R IMACHEIEAIE,
[AC-wlan-st-1] client-security authentication-mode mac
# BLEMACHUBANEF P EFRIISPEL Aoffice 1,
[AC-wlan-st-1] mac-authentication domain office1

(5) FEeEGuest VLAN
# LIRSS R TECEMACHIB AT 7189Guest VLANJIVLAN 300,
[AC-wlan-st-1] client-security authentication fail-vian 300
# FFIETLRIRSS &R,
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit

(6) EEFIEOFIERSER
#BIEEFETAP, &R Aofficeap, BISRZFRAWA4L320i-ACN,
[AC] wlan ap officeap model WA4320i-ACN
#1IREAPFSIS79210235A1Q2C 159000020,
[AC-wlan-ap-officeap] serial-id 210235A1Q2C 159000020
# BEANAPHIRadio 20UE|, FIETEIRSEIR19FERIRadio 2.k,
[AC-wlan-ap-officeap] radio 2
[AC-wlan-ap-officeap-radio-2] service-template 1
# FHfSRadio 2(95SRIIAE,
[AC-wlan-ap-officeap-radio-2] radio enable
[AC-wlan-ap-officeap-radio-2] quit
[AC-wlan-ap-officeap] quit

1.2.2 fig&Switch

# BIFEVLAN 100, VLAN 200F0VLAN 300, EAVLAN 100FF 45 &ACFIAPEICAPWAPEKER
BUiRE, VLAN 200 F4EAClient B4R, VLAN 300FF 4 A& Guest VLANAIIRSZ,
system-view

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] vlan 200

[Switch-vlan200] quit

[Switch] vlan 300

[Switch-vlan300] quit

# BELE Switch SACHEIERIGigabitEthernet1/0/13ZOAMIEME A Trunk, ZIEVLAN 3R30GEE, 7
¥FVLAN 100i@id, HaiTrunkdARIPVIDZ100,

[Switch] interface gigabitEthernet1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1] undo port trunk permit vian 1

[Switch-GigabitEthernet1/0/1] port trunk permit vian 100

[Switch-GigabitEthernet1/0/1] port trunk pvid vian 100

[Switch-GigabitEthernet1/0/1] quit

# EE Switch 5 APEIERIGigabitEthernet1/0/282 @M 9Access, FFFiFVLAN 100i@:d,
[Switch] interface gigabitEthernet1/0/2

[Switch-GigabitEthernet1/0/2] port link-type access

[Switch-GigabitEthernet1/0/2] port access vlan 100

# FHEPoERE IR HERIIAE.

[Switch-GigabitEthernet1/0/2] poe enable

[Switch-GigabitEthernet1/0/2] quit

1.2.3 EEERADIUSIRS

TELAMCf (fEFEIMChRAJS: iIMC PLAT 7.1(E0303P10). iMC UAM 7.1(E0303P10), i
BERADIUS serverfIEARE,
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1.3 ISIEACE

# oA EEEES, KR ClientEERIWLANREFHFHITMACHBIHAE, BB FRADIUS serve
r FECENRFZFIEESAC LEEMIMACIBIDIFRIERZFIERA—E, EIAEEY, £
AC_tiEid @< display wlan cliente] LIE W FZFAF Clienth\Guest VLAN 300_-%%,



[AC] display wlan client
Total Number of Clients 1
Client Information

SSID: service

MAC Address User Name APID/RID IP Address VLAN ---mmmmmmmmmmmmmee e

3ca9-f414-4c20 3ca9f4144c20 1/2 112.14.0.2 300

# Guest VLANREI T FIF ClientfEIBIIMACHELBAIEZ IR AE5AVLAN 300HIMLE &R,
# Guest VLANFRIITCEE BB Client@IIMACHIBAIERS, BILUEIT @< display mac-
authenticationEEEMACIAIESE.
[AC] display mac-authentication
Global MAC authentication parameters:
MAC authentication : Enabled
User name format : MAC address in lowercase(XX-XX-XX-XX-XX-XX)
Username : 3ca9f4144c20
Password : $c$3$KWMkva/FnQ2opPgBnpSTs3NPhVKrSOvgFPLAECSIDQ==
Offline detect period : 180 s
Quiet period 1180 s
Server timeout 1100 s
Authentication domain : office1
Online MAC-auth users  : 1

Silent MAC users:

MAC address VLAN ID From port Port index
3ca9-f414-4c20 300 GE1/0/1 1
GigabitEthernet1/0/1 is link-up

MAC authentication : Enabled

Carry User-IP : Disabled

Authentication domain  : Not configured

Auth-delay timer : Disabled

Re-auth server-unreachable : Logoff

Guest VLAN 1300

Guest VLAN auth-period :30s

Critical VLAN : Not configured

Host mode : Single VLAN

Offline detection : Enabled

Max online users 14294967295

Authentication attempts : successful 1, failed 0
Current online users 1
MAC address Auth state
3ca9-f414-4c20 Authenticated

1.4 BEEXH

AC
#
dhcp enable
#
vlan 1
#
vlan 100
#
vlan 200
#
vlan 300
#
dhcp server ip-pool vian100
gateway-list 112.12.1.25



network 112.12.0.0 mask 255.255.0.0
#
dhcp server ip-pool vian200
gateway-list 112.12.1.25
network 112.13.0.0 mask 255.255.0.0
#
dhcp server ip-pool vian300
gateway-list 112.12.1.25
network 112.14.0.0 mask 255.255.0.0
#
wlan service-template 1
ssid service
vlan 200
client-security authentication-mode mac
client-security authentication fail-vian 300
mac-authentication domain office1
service-template enable
#
interface Vlan-interface100
ip address 112.12.1.25 255.255.0.0
#
interface Vlan-interface200
ip address 112.13.1.25 255.255.0.0
#
interface Vlan-interface300
ip address 112.14.1.25 255.255.0.0
#
interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 100 200 300
port trunk pvid vian 100
#
radius scheme office
primary authentication 112.12.1.50
primary accounting 112.12.1.50
key authentication cipher $c$3$IrnigzRDMkG7Jk1FNf2+tm04+zvnCwiaJzI9TA==
key accounting cipher $c$3$ehledYNyJ+vTlcYcyUEisTa+ZXvWqU102QISYg==
user-name-format without-domain
nas-ip 112.12.1.25
#
domain office1
authorization-attribute idle-cut 15 1024
authentication lan-access radius-scheme office
authorization lan-access radius-scheme office
accounting lan-access radius-scheme office
#
wlan ap officeap model WA4320i-ACN
serial-id 210235A1Q2C 159000020
radio 1
radio 2
radio enable
service-template 1
#
Switch
#
vlan 1
#
vlan 100



#

vlan 200

#

vlan 300

#

interface GigabitEthernet1/0/1
port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 100
port trunk pvid vian 100
#
interface GigabitEthernet1/0/2
port access vlan 100

poe enable

B EAPHIFS I SIERIRZFIIS SAPHE—IRL, APHIFSISATLABISAPIRS
EHATREIREL.
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