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1.1 RESE
1.1.1 EEEAC

(1) BEEACHUZO
# BUEVLAN 100 EXIRIAIVLANEED, FRiZEORCE P, APKEIRELZIPIHESACE T
CAPWAPR$E,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 112.12.1.25 16
[AC-Vlan-interface100] quit
# B VLAN 2005 EXIRIAIVLANEEC, FuiZiEOECEIPHE. ClientfERIZVLANEATLRN
&,
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 112.13.1.25 16
[AC-Vlan-interface200] quit
# ECEACHISwitch#EiZERI#Z [ GigabitEthernet1/0/18TrunkE8Y, Z£FVLAN 13RSGEIE, AIFV
LAN 100F0VLAN 200i&1d, HEITrunkAIPVIDFI100,
[AC] interface gigabitethernet1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] undo port trunk permit vlan 1
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200
[AC-GigabitEthernet1/0/1] port trunk pvid vlan 100
[AC-GigabitEthernet1/0/1] quit
(2) BCEDHCP server
# FFISDHCP serverIiigg,
[AC] dhcp enable
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# ECEDHCPtbtiEthvian1009AP S BCitbtIE B /9112.12.0.0/16, MKiEiEY9112.12.1.30,
[AC] dhcp server ip-pool vian100
[AC-dhcp-pool-vlan100] network 112.12.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan100] gateway-list 112.12.1.30
[AC-dhcp-pool-vian100] quit
# BCE DHCPiBiiEithvian200/9 Clients BBl EE79112.13.0.0/16, RIKHENE9112.13.1.30,
[AC] dhcp server ip-pool vian200
[AC-dhcp-pool-vlan200] network 112.13.0.0 mask 255.255.0.0
[AC-dhcp-pool-vlan200] gateway-list 112.13.1.30
[AC-dhcp-pool-vlan200] quit
(3) ECERADIUSIRSS2:
# Bl = AofficeRIRADIUSTIEE, FHENEMEL.
[AC] radius scheme office
#EEFIAE. HZEERADIUSIRSSS5Y Pl 798.1.1.50,
[AC-radius-office] primary authentication 8.1.1.50
[AC-radius-office] primary accounting 8.1.1.50
#BLERADIUSTAIE, IHERIRAIHSZE1R79123456789,
[AC-radius-office] key authentication simple 123456789
[AC-radius-office] key accounting simple 123456789
# BLERIZLARADIUSIRS SR B B TEHIES.
[AC-radius-office] user-name-format without-domain
# BLEIRERIZRADIUSIR X EAYIRIPHELE/9112.12.1.25,
[AC-radius-office] nas-ip 112.12.1.25
[AC-radius-office] quit
# Bl E Aoffice1AISPIE, FHHANEME.
[AC] domain office1
# Jlan-access FHFPECEIANIE. 8. &5 IRADIUS S Zoffice,
[AC-isp-office1] authentication lan-access radius-scheme office
[AC-isp-office1] authorization lan-access radius-scheme office
[AC-isp-office1] accounting lan-access radius-scheme office
# ECEFIFWETIMEIA 155, BRI EARE 1024575,
[AC-isp-office1] authorization-attribute idle-cut 15 1024
[AC-isp-office1] quit
# ECEMACHBIBIFRI A SR IERSY AR IIMACHEIE, BEREEFH (ZERENHRERE
) .
[AC] mac-authentication user-name-format mac-address without-hyphen lowercase
(4) ECERSER
# QIBTTEIRS IR, FANTTEIRSIEIRE.
[AC] wlan service-template 1
# BLESSID fgservice,
[AC-wlan-st-1] ssid service
# BEEEFin M\ TEIRS AR _ELESHINAVLAN 200,
[AC-wlan-st-1] vlan 200
# BEBER PR NIAES R IMACHEIEAGE,
[AC-wlan-st-1] client-security authentication-mode mac
# ECEMACHBIENIEFBFSEFBRYISPIgi Aoffice 1,
[AC-wlan-st-1] mac-authentication domain office1
(65) EEEFHRSHINESEHEEER
# EEZEFinSMINESZREERIIPSK,
[AC-wlan-st-1] akm mode psk
# BeEPSKEZRNLIF RS U ARIBAS 253123456789,
[AC-wlan-st-1] preshared-key pass-phrase simple 123456789
# ECEEFIAES-CCMPIERINEEMY, ERARSNIEAREEETE.
[AC-wlan-st-1] cipher-suite ccmp
[AC-wlan-st-1] security-ie rsn
# FFBFLRSS EIR.

[AC-wlan-st-1] service-template enable



[AC-wlan-st-1] quit

(6) EcEFHUENHEERSER
# BIEFETAP, ZF#RNofficeap, BELEZFRAIWA4L320i-ACN,
[AC] wlan ap officeap model WA4320i-ACN
#IZRBAPFSIE78210235A1Q2C 159000021,
[AC-wlan-ap-officeap] serial-id 210235A1Q2C 159000021
# BENAPHIRadio 281E, FHETLIRSSHEMR148EERIRadio 2.k,
[AC-wlan-ap-officeap] radio 2
[AC-wlan-ap-officeap-radio-2] service-template 1
# FHfSRadio 2(95SRIIAE,
[AC-wlan-ap-officeap-radio-2] radio enable
[AC-wlan-ap-officeap-radio-2] quit
[AC-wlan-ap-officeap] quit

1.1.2 Eg&Switch

# BIZ2VLAN 100FIVLAN 200, HAVLAN 100FF45&ACFIAPIEICAPWAPBHERRYRE, VL
AN 200 F &£ & ClientToEeiR L.

system-view

[Switch] vlan 100

[Switch-vlan100] quit

[Switch] vlan 200

[Switch-vlan200] quit

# FLE Switch SACHBIZEAIGigabitEthernet1 /01 ORIEMEA Trunk, ZIEVLAN HRSGEY, 8
¥FVLAN 100@id, HaITrunkARIPVIDZ100,

[Switch] interface gigabitethernet1/0/1

[Switch-GigabitEthernet1/0/1] port link-type trunk

[Switch-GigabitEthernet1/0/1
[Switch-GigabitEthernet1/0/1
[Switch-GigabitEthernet1/0/1] port trunk pvid vian 100

[Switch-GigabitEthernet1/0/1] quit

# E B Switch 5APHEIEAYGigabitEthernet1/0/282 @M IAccess, FFVLAN 100i@id,
[Switch] interface gigabitethernet1/0/2

undo port trunk permit vian 1
port trunk permit vian 100

]
]
]
]

[Switch-GigabitEthernet1/0/2] port link-type access
[Switch-GigabitEthernet1/0/2] port access vlan 100
# FFEPoERE CIi2 (it TR,
[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit
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1.2 WiEfE

# SRk LEEERE, TP Client EZ#{TMACHEIBAIE, EAC LiBid @< display wlan clie
ntRLAB TR MVLAN 200 £4;, iRBAFE R EERIIANET T MACIAIERIPSKIAIERE
AWLANRIZ,
[AC] display wlan client
Total Number of Clients 1

Client Information
SSID: service

MAC Address User Name APID/RID IP Address VLAN ----emmmmmmmm oo

3891-d583-3b20 3891d5833b20 12 112.13.0.2 200

1.3 BEXH

AC
#
dhcp enable
#
vlan 1
#
vlan 100
#
vlan 200



#
dhcp server ip-pool vian100
gateway-list 112.12.1.30
network 112.12.0.0 mask 255.255.0.0
#
dhcp server ip-pool vian200
gateway-list 112.13.1.30
network 112.13.0.0 mask 255.255.0.0
#
wlan service-template 1
ssid service
vlan 200
akm mode psk
preshared-key pass-phrase cipher $¢$3$heDUT35pg2/Zmsuy18nxS3vSHAeolC6kobTrDA==
cipher-suite ccmp
security-ie rsn
client-security authentication-mode mac
mac-authentication domain office1
service-template enable
#
interface Vlan-interface100
ip address 112.12.1.25 255.255.0.0
#
interface Vlan-interface200
ip address 112.13.1.25 255.255.0.0
#
interface GigabitEthernet1/0/1
port link-type trunk
undo port trunk permit vian 1
port trunk permit vian 100 200
port trunk pvid vian 100
#
radius scheme office
primary authentication 8.1.1.50
primary accounting 8.1.1.50
key authentication cipher $c$3%$0/3Ueu4pLSdJOr1kLdAwzJU/AaBGCxnGuBXHMQ==
key accounting cipher $¢$3$0KqS/GRbPQCc8AG+Vp+bJO4ZPKIk5+ceFuye/tQ==
user-name-format without-domain
nas-ip 112.12.1.25
#
domain office1
authorization-attribute idle-cut 15 1024
authentication lan-access radius-scheme office
authorization lan-access radius-scheme office
accounting lan-access radius-scheme office
#
wlan ap officeap model WA4320i-ACN
serial-id 210235A1Q2C 159000021
vlan 1
radio 1
radio 2
radio enable
service-template 1
#
Switch
#
vlan 1
#
vlan 100



#

vlan 200

#

interface GigabitEthernet1/0/1
port link-type trunk

undo port trunk permit vian 1
port trunk permit vian 100
port trunk pvid vian 100
#
interface GigabitEthernet1/0/2
port access vlan 100

poe enable

EEEAC EHIMACHIBMIEF R EE AT LE FinlIMACHEIE, RADIUSHRSSE:
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