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1.1 BRELSE

1.1.1 EEEAC

(1) EcEACHIEO
# BUEEVLAN 100LARIIRIAGVLANEEC], FooizEOEcEIPitbit, APISIRENZIPIEIESACEZ
CAPWAPR%E,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 10.1.1.46 24
[AC-Vlan-interface100] quit
# BUEVLAN 200 BRI RIAIVLANEEL, FOZEOBCEIPHE, ClientSfERZVLANEANTE
R,
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 10.1.2.1 24
[AC-Vlan-interface200] quit

(2) BEERADIUSHZE
# BIEERADIUS 5 Zradius1FHHNEE],
[AC] radius scheme radius1
# EEEEINIEAT22RADIUSRSS88RYIPHENE/910.1.1.3,
[AC-radius-radius1] primary authentication 10.1.1.3
[AC-radius-radius1] primary accounting 10.1.1.3
# EEEACSIAIL/ T2 RADIUSHRSS 283X ER AT = 2350 OBA /788 12345,
[AC-radius-radius1] key authentication simple 12345
[AC-radius-radius1] key accounting simple 12345
# BCEIR# RIXRADIUSIR X ERRYIRIPiEAE/910.1.2.1,
[AC-radius-radius1] nas-ip 10.1.2.1
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[AC-radius-radius1] quit
# BlF2E Jadom 1 AIISPIEIFHIHNENE.
[AC] domain dom1
# FCE802.1XFIFEFRADIUS /5 Rradius THETIAIE. Y. 1T8,
[AC-isp-dom1] authentication lan-access radius-scheme radius1
[AC-isp-dom1] authorization lan-access radius-scheme radius1
[AC-isp-dom1] accounting lan-access radius-scheme radius1
[AC-isp-dom1] quit
# {FRERADUIS session controlIhgg,
[AC] radius session-control enable
#FFERADIUS DAERRSS, FF#HARADIUS DAERRSSZENE.
[AC] radius dynamic-author server
#1ZERADIUS DAEZFimfYIPHEE/910.1.1.3, SRADIUS DAEZ i3 B DAEIR AT FIRY
HEEIRIEN12345,
[AC-radius-da-server] client ip 10.1.1.3 key simple 12345
[AC-radius-da-server] quit
(3) FECES802.1XIAIE
# BCE802. 1 XRAHIAIETTIEZHEAP,
[AC] dot1x authentication-method eap
(4) BECETLIRSIER
# QIR T IR S EMRservice, FHENTELIRSEMRINE.
[AC] wlan service-template service
# BeESSID/Iservice,
[AC-wlan-st-service] ssid service
# LB TR IERVLAN9200,
[AC-wlan-st-service] vlan 200
# EESHINESEREEAE/9802.1X,
[AC-wlan-st-service] akm mode dot1x
# BECECCMPANINEEM, ERSNAZLEEITE.
[AC-wlan-st-service] cipher-suite ccmp
[AC-wlan-st-service] security-ie rsn
# BEeE PR IAIEER 98021,
[AC-wlan-st-service] client-security authentication-mode dot1x

# BeE802. 1 XA P ERITAIE, S9dom1.

[AC-wlan-st-service] dot1x domain dom1

# {ERETTE ARSI,

[AC-wlan-st-service] service-template enable
[AC-wlan-st-service] quit

# QIEAP, BLEAPETRAoffice, BISHEFRIEEWAL320i-ACN, HECEFFIS210235A1GQCH
58004457,

[AC] wlan ap office model WA4320i-ACN
[AC-wlan-ap-office] serial-id 210235A1GQC158004457
# ¥t \Radio 1#1[&],

[AC-wlan-ap-office] radio 1

# BT RS R servicegBESradio 1, FFFFEEIM.
[AC-wlan-ap-office-radio-1] service-template service
[AC-wlan-ap-office-radio-1] radio enable
[AC-wlan-ap-office-radio-1] quit

[AC-wlan-ap-office] quit

1.1.2 BE&Switch

# BIEEVLAN 100, FAFH&ACFHIAPEICAPWAPRXERRIE.

system-view

[Switch] vlan 100

[Switch-vlan100] quit

# BIEEVLAN 200, FIFEAClientToLiR .

[Switch] vlan 200

[Switch-vlan200] quit

# B & Switch SACHEIERIGigabitEthernet1/0/1FOAREMEATrunk, FBIFVLAN 100FVLAN 200



[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk
[Switch-GigabitEthernet1/0/1] port trunk permit vian 100 200
[Switch-GigabitEthernet1/0/1] quit

# BL& Switch SAPHRIERIGigabitEthernet1/0/2#Z @M IAccess, FBIFVLAN 100i@d,
[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernet1/0/2] port link-type access
[Switch-GigabitEthernet1/0/2] port access vlan 100
# {EREPOETRE,

[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit

#ECEVLAN 10052 OAYIPHEE,

[Switch] interface vlan-interface 100
[Switch-Vlan-interface100] ip address 10.1.1.47 24
[Switch-Vlan-interface100] quit

# ECEVLAN 2008 OAYIPHELL,

[Switch] interface vlan-interface 200
[Switch-Vlan-interface200] ip address 10.1.2.2 24
[Switch-Vlan-interface200] quit

# ECEDHCPHEHEE100, T AAPHERIPHELL,
[Switch] dhcp server ip-pool 100

[Switch-dhcp-pool-100] network 10.1.1.0 mask 255.255.255.0
[Switch-dhcp-pool-100] gateway-list 10.1.1.46

[Switch-dhcp-pool-100] quit

# EcEDHCPHBLEB200, F3FClientBLIPHELE,

[Switch] dhcp server ip-pool 200

[Switch-dhcp-pool-200] network 10.1.2.0 mask 255.255.255.0
[Switch-dhcp-pool-200] gateway-list 10.1.2.1
[Switch-dhcp-pool-200] quit
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1.2 ISEECE
EFImBIT802. XGAEMIIRERAP, FEATILUBIETEMES,
FEAC ERJLAEIT display wlan client verbosefs S EE = i H4&iE .
[AC] display wlan client verbose

Total number of clients: 1

MAC address : cc3a-61a8-fb8c

IPv4 address :10.1.2.3

IPv6 address :N/A

Username “user

AID B

AP ID 13

AP name : office

Radio ID 1

SSID : service

BSSID : 741f-4ad4-1fe0

VLAN ID :200

Sleep count 10

Wireless mode :802.11ac

Channel bandwidth : 80MHz

SM power save : Disabled

Short Gl for 20MHz : Supported

Short Gl for 40MHz : Supported

Short Gl for 80MHz : Supported

Short Gl for 160/80+80MHz : Not supported
STBC RX capability : Not supported

STBC TX capability : Not supported

LDPC RX capability : Not supported

SU beamformee capability : Not supported
MU beamformee capability : Not supported
Beamformee STS capability :N/A

Block Ack :N/A

Supported VHT-MCS set :NSS10,1,2,3,4,5,6,7,8,9
Supported HT MCS set :0,1,2,3,4,5,6,7
Supported rates 16,9, 12, 18, 24, 36, 48, 54 Mbps

QoS mode : WMM



Listen interval 110

RSSI :0

Rx/Tx rate :0/0

Authentication method : Open system
Security mode : RSN

AKM mode :802.1X

Cipher suite : CCMP

User authentication mode :802.1X

Authorization ACL ID :N/A
Authorization user profile :N/A

Roam status :N/A

Key derivation : SHA1

PMF status :N/A

Forwarding policy name :N/A

Online time : 0days Ohours Ominutes 15seconds
FT status - Inactive

# 7EAC_EETLAE Z display dot1x connectionfip $EEdot1 x AP L4 1ER.
[AC] display dot1x connection

Total connections: 1

User MAC address : cc3a-61a8-fb8c
AP name : office

Radio ID 1

SSID : service

BSSID : 741f-4ad4-1fe0
Username : user

Authentication domain ~ : dom1

IPv4 address :10.1.2.3
Authentication method  : EAP

Initial VLAN 1200

Authorization VLAN 1200

Authorization ACL number : N/A
Authorization user profile : N/A
Termination action : Default

Session timeout period  : 36000001 s
Online from 12015/12/21 11:27:11

Online duration :0h1m 1s

1.3 BEEXH

AC:
#
dot1x authentication-method eap
#
vlan 100
#
vlan 200
#
wlan service-template service
ssid service
vlan 200
akm mode dot1x
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dot1x

dot1x domain dom1



service-template enable

#

interface Vlan-interface100

ip address 10.1.1.46 255.255.255.0

#

interface Vlan-interface200

ip address 10.1.2.1 255.255.255.0

#

radius scheme radius1

primary authentication 10.1.1.3

primary accounting 10.1.1.3

key authentication cipher $c$3$Bb61SHV2ZsVYPJU2+RFB/8ntkOuCQkmxdA==

key accounting cipher $¢$3$w03NfxnBmfDuedv9/xo7ESnoxKjowmmX9A==

nas-ip 10.1.2.1

#

radius dynamic-author server

clientip 10.1.1.3 key cipher $c$3$AKTEB7OgMYnCasfDeplhoAgXUek/rVrLZw==
#

domain dom1

authentication lan-access radius-scheme radius1
authorization lan-access radius-scheme radius1
accounting lan-access radius-scheme radius1
#

wlan ap office model WA4320i-ACN

serial-id 210235A1GQC 158004457

radio 1

radio enable

service-template service
#
Switch:

#

vlan 100
#
vlan 200
#
dhcp server ip-pool 100

network 10.1.1.0 mask 255.255.255.0
gateway-list 10.1.1.46
#
dhcp server ip-pool 200

network 10.1.2.0 mask 255.255.255.0
gateway-list 10.1.2.1
#
interface Vlan-interface100

ip address 10.1.1.47 255.255.255.0
#
interface Vlan-interface200

ip address 10.1.2.2 255.255.255.0
#
interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vian 1 100 200
#
interface GigabitEthernet1/0/2

port link-type access

port access vlan 100

poe enable
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