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1.1.1 BEHAC

(1) EEEACHIENO
# BIEEVLAN 100 EXSRAIVLANEEL, HIDZEOECEIPiNE192.1.0.1/16, APEBRENZIPit
HESACESICAPWAPRAIE,
system-view
[AC] vlan 100
[AC-vlan100] quit
[AC] interface vlan-interface 100
[AC-Vlan-interface100] ip address 192.1.0.1 16
[AC-Vlan-interface100] quit
# BIEEVLAN 200 EXSRIAGVLANEEC, HOZiEOBCEIPiNE192.2.0.1/16, ACKERIZIEN
RYIPHELERNClient 1 TiEIE.
[AC] vlan 200
[AC-vlan200] quit
[AC] interface vlan-interface 200
[AC-Vlan-interface200] ip address 192.2.0.1 16
[AC-Vlan-interface200] quit
# FRBAC5SwitchiBiEAIE2 [ GigabitEthernet 1/0/1A9EE2EEY /9 Trunk, FEAIFVLAN 100F0VL
AN 200i@id.
[AC] interface gigabitethernet 1/0/1
[AC-GigabitEthernet1/0/1] port link-type trunk
[AC-GigabitEthernet1/0/1] port trunk permit vian 100 200
[AC-GigabitEthernet1/0/1] quit
(2) EETLRS
# QIBTCEIRSIEIRT, FHANTCEIRSIEIREL.
[AC] wlan service-template 1
# EL&ESSIDservice,
[AC-wlan-st-1] ssid service
# B ETCE IR IEIRAYVLAN 9200,
[AC-wlan-st-1] vlan 200
# FFEFTEIRS ISR,
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit
(3) ECEAP
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1.1.2

# QIEFTAP, EEBAPEFRapl, BEISHWA4320-ACN, FFIS
79210235A1GUC158005091,
[AC] wlan ap ap1 model WA4320-ACN
[AC-wlan-ap-ap1] serial-id 210235A1GUC 158005091
# it Nap1f9Radio 1HREl, FHIETLIRSER148EERIRadio 1.k,
[AC-wlan-ap-ap1] radio 1
[AC-wlan-ap-ap1-radio-1] service-template 1
# FFf=Radio 1A9STSRTNRE.
[AC-wlan-ap-ap1-radio-1] radio enable
[AC-wlan-ap-ap1-radio-1] quit
[AC-wlan-ap-ap1] quit
(4) BRBEIHTTPSHRERIEE
# QIEEPKIET, FXACRUGE, (EAHTCRULE, BIAIERTRME)
[AC] pki domain 1
[AC-pki-domain-1] undo crl check enable
[AC-pki-domain-1] quit
# [FPKUEHRSACAIES, IERMHEHPEMERRD, IERX4-&FR groot.pem,
[AC] pki import domain 1 pem ca filename root.pem
# APKIFHSARMIES, IEBXHEHIPEMERRS, IEBXH-EFRIradius.pem,
[AC] pki import domain 1 pem local filename radius.pem
Please input the password:****
# QI SSLARSS BRImERMEmyss|, IEEZRISERPKIE1.
[AC] ssl server-policy myssl
[AC-ssl-server-policy-myssl] pki-domain 1
[AC-ssl-server-policy-myssl] quit
# BLBHTTPSIRSS S5 SSLIRSS 28im kA myssIKEX.
[AC] ip https ssl-server-policy myssl
# FIESHTTPSIRSS
[AC] ip https enable
# N INBRTR AAuseraf KR EIRRAMB,, Ei379123, IRS5HRE Ahtps, AP A& Inetwork-
admin,
[AC] local-user usera
[AC-luser-manage-usera] password simple 123
[AC-luser-manage-usera] service-type https
[AC-luser-manage-usera] authorization-attribute user-role network-admin

[AC-luser-manage-usera] quit
Eg&Switch

(1) FERESwitchf9iEO
# B VLAN 1005 B RIAOVLANEEL], FOiZEOREIPHINE192.1.0.2/16, SwitchiS{EFE%
EORIPHIEFIACHTIE(E,
system-view
[Switch] vlan 100
[Switch-vlan100] quit
[Switch] interface vlan-interface 100
[Switch-Vlan-interface100] ip address 192.1.0.2 16
[Switch-Vlan-interface100] quit
# BUEVLAN 2005 BRI RIAIVLANEEL], FuiZiEOIBCEIPHENE192.2.0.2/16, Switch{§ (&A%
EORIPHEIEFNClient#{TIE(E,
[Switch] vlan 200
[Switch-vlan200] quit
[Switch] interface vlan-interface 200
[Switch-Vlan-interface200] ip address 192.2.0.2 16
[Switch-Vlan-interface200] quit
# L& Switch SACHIZERIEEOIGE1/0/1A9EEO28E A Trunk, FFFSFVLAN 100FIVLAN 200i@id
[Switch] interface gigabitethernet 1/0/1
[Switch-GigabitEthernet1/0/1] port link-type trunk



[Switch-GigabitEthernet1/0/1] port trunk permit vian 100 200
[Switch-GigabitEthernet1/0/1] quit
# BLE Switch SAPIEIEAYEOIGE1/0/2A912 O8N Trunk, FREVLANAVLAN100, FRIFVLA
N 100j&id.,
[Switch] interface gigabitethernet 1/0/2
[Switch-GigabitEthernet1/0/2] port link-type trunk
[Switch-GigabitEthernet1/0/2] port trunk pvid vian 100
[Switch-GigabitEthernet1/0/2] port trunk permit vian 100
# FFEEOGE1/0/269PoERE AR HBINAE,
[Switch-GigabitEthernet1/0/2] poe enable
[Switch-GigabitEthernet1/0/2] quit
(2) BECEDHCPHRSES
# FFISDHCPHRSS.,
[Switch] dhcp enable
# BIFEDHCPHBIEE100, FAPISHEMER/9192.1.0.0/16, KIXK/3192.1.0.289IPHIE,
[Switch] dhcp server ip-pool 100
[Switch-dhcp-pool-100] network 192.1.0.0 16
[Switch-dhcp-pool-100] gateway-list 192.1.0.2
# B B E LA/ UECE Option 43897, JIAPISTEACHIIPItENE192.1.0.1, jEROption 4
SEMAN BT HREIIFT5c0010001 (192.1.0.1) , BDIACHIIPHELE,
[Switch-dhcp-pool-100] option 43 hex 8007000001c0010001
[Switch-dhcp-pool-100] quit
# BIEEDHCPHENE200, AFLEFinaISoEIER79192.2.0.0/16, MX/9192.2.0.289IPithit
[Switch] dhcp server ip-pool 200
[Switch-dhcp-pool-200] network 192.2.0.0 16
[Switch-dhcp-pool-200] gateway-list 192.2.0.2
[Switch-dhcp-pool-200] quit

1.2 WBRiFEE

ClientZEZRIZLMEST, FTFFIERRS, BMAMiLhttps:/192.2 0 ENERNE. FERRIE
. MNP &usera, 3123 NACHIWebECETUE, SEIIXSACHIIEIFIEH,

1.3 BEXH

AC:
#
vlan 100
#
vlan 200
#
wlan service-template 1
ssid service
vlan 200
service-template enable
#
interface Vlan-interface100
ip address 192.1.0.1 255.255.0.0
#
interface Vlan-interface200
ip address 192.2.0.1 255.255.0.0
#
interface GigabitEthernet1/0/1
port link-type trunk
port trunk permit vian 100 200
#
local-user usera class manage
password hash
$h$6$FOrfdnZ2QRORxXU70$0K/dcQ/N/S7m+zrhpyh+xDm2aerS7vvN8WwFVuhQuk8hdeFjDtgz
PJthCen1ylEITKE7OqbCG5YhiRnjHtEr0g==


https://192.2.0.1/

service-type https
authorization-attribute user-role network-admin
#

pki domain 1

undo crl check enable
#

ssl server-policy myssl|

pki-domain 1
#

ip https ssl-server-policy myssl

ip https enable
#
wlan ap ap1 model WA4320-ACN
serial-id 210235A1GUC158005091
vlan 1

radio 1

radio enable

service-template 1
#

Switch:

#

dhcp enable
#
vlan 100
#
vlan 200
#
interface Vlan-interface100

ip address 192.1.0.2 255.255.0.0
#
interface Vlan-interface200

ip address 192.2.0.2 255.255.0.0
#
dhcp server ip-pool 100

network 192.1.0.0 mask 255.255.0.0
gateway-list 192.1.0.2

option 43 hex 8007000001C0010001
#
dhcp server ip-pool 200

network 192.2.0.0 mask 255.255.0.0
gateway-list 192.2.0.2
#
interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vian 100 200
#
interface GigabitEthernet1/0/2

poe enable

port link-type trunk

port trunk permit vian 100

port trunk pvid vian 100
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