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1 B EE KRR

1.1 ERAN~ERET

REFIERTFIIF1000-A-G2, F1000-S-G2, F100-M-G2, F100-S-G22F1000-X-G2, F100-X-G2&
FIRIBE KIS,

1.2 BEERREEMAHR

RIS HSE—aESESEEHFENHO, RUSEERMBAMIISEEBIGRE VPNEEISE
o IPHENE R BRI R RN :

ATER SR | ARBIEE | AREE ARED | AR
BER 1/0/3 101.88.26.34/30 101.88.26.33 1/0/4 192.168.10.0/24
DEB 1/0/3 198.76.26.90/30 198.76.26.89 1/0/4 192.168.20.0/24
2 NI

Internet

BEp: 101.88,326.34 TER: 198.76.26.90

EEBR -
192.168.10.024

7 PR
192.168.20.024

BELE

SEMESE

3.1 SEMUBSXIEE A RLEEE

3.1.1 BB ERSMRIE Otk

HEANS system-view HARGAEG/91/0/35 B E 101.88.26.34/30091tb3E, FFECE natitbiltiEie
system-view

[H3Clinterface GigabitEthernet 1/0/3

[H3C-GigabitEthernet1/0/3]ip address 101.88.26.34 255.255.255.252

[H3C-GigabitEthernet1/0/3]nat outbound

[H3C-GigabitEthernet1/0/3]quit

3.1.2 QB SR ARIE DOt

#E1/0/4E OB BIEEPI M 192.168.10.1/24,

[H3Clinterface GigabitEthernet 1/0/4

[H3C-GigabitEthernet1/0/4lip address 192.168.10.1 255.255.255.0

[H3C-GigabitEthernet1/0/4]1quit

3.1.3 B BEREI 2 MEREH

#ELEERIARL R B AV R #465790.0.0.0, T—8k (MX) #BhA101.88.26.33,

[H3ClJip route-static 0.0.0.0 0 101.88.26.33

3.2 BERMIGRE VPNELE

3.2.1 FfiETunnel OFFEIEC

#ETEETunnel OBZIEHEC], FECEIPHILYS1.1.1.1/24, $EETunnel OEERIEIES BRSNS BIRI RS
Eiapl:nyNThcxl

[H3Clinterface Tunnel 0 mode gre

[H3C-TunnelOJip address 1.1.1.1 255.255.255.0

[H3C-TunnelO]source 101.88.26.34

[H3C-TunnelO0]destination 198.76.26.90

[H3C-Tunnel0]quit

3.2.2 #FHiEHtunnel3ECAIRBLMERER

#ETE— S ERIMNE9192.168.20.0/24, T—HE (MX) HJ9tunnel0EORIEREH, FAFILACEE192


https://zhiliao.h3c.com/questions/catesDis/721
https://zhiliao.h3c.com/User/other/28887

.168.20.0/24ERANEE = F B BB R .

[H3Clip route-static 192.168.20.0 24 Tunnel 0

3.3 SEMIRLRIREE

3.3.1 155N, FIRI. tunneBECIMARIRIZS
#IMEE O MuntrustXis, PIRIEEA. tunnelEzANAtrustXis,
[H3C]security-zone name Untrust
[H3C-security-zone-Untrust]import interface GigabitEthernet 1/0/3
[H3C-security-zone-Untrust]quit

[H3C]security-zone name Trust

[H3C-security-zone-Trust]limport interface GigabitEthernet 1/0/4
[H3C-security-zone-Trust]import interface Tunnel 0
[H3C-security-zone-Trust]quit

3.3.2 BT REESIBEEES

1. iitrustEluntrust, localfiZLHENE, ERMAFIBRMENRITEESERRKITLE.

H3Cl]security-policy ip

[

[H3C-security-policy-ip]rule 5 name trust-untrust, local
[H3C-security-policy-ip-5-trust-untrust, locallaction pass
[H3C-security-policy-ip-5-trust-untrust, local]source-zone trust [H3C-security-policy-ip-5-trust-untrust
. local]destination-zone untrust

[H3C-security-policy-ip-5-trust-untrust, localldestination-zone local
[H3C-security-policy-ip-5-trust-untrust, locallquit

[H3C-security-policy-ip]quit

2. WiBuntrustZltrustE A9ithilt 79192.168.20.0/24RIEZZ192.168.10.0/24ERAYETHE
HETERIPVAIIE RS SRAB 5 BRR R 5 R BRI ER 5 BUXT 2 192.168.20.0/245192.168.10.0/24K9ER
[H3C]object-group ip address 93 ERMIER

[H3C-obj-grp-ip-7>EBMER]0 network subnet 192.168.20.0 255.255.255.0
[H3C-obj-grp-ip-4>#BMIER]quit

[H3C]Jobject-group ip address SEBRIER

[H3C-obj-grp-ip-/=EBMER]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-/AEBMER]quit

AR IPVARBHEITSRE

H3Clsecurity-policy ip

H3C-security-policy-ip]rule 10 name untrust-trust
H3C-security-policy-ip-10-untrust-trust]action pass
H3C-security-policy-ip-10-untrust-trust]source-zone untrust

]

]
H3C-security-policy-ip-10-untrust-trust]source-ip 73 EBRIER
H3C-security-policy-ip-10-untrust-trust]destination-ip /S EBRIER
]

[
[
[
[
[H3C-security-policy-ip-10-untrust-trust]destination-zone trust
[
[
[H3C-security-policy-ip-10-untrust-trust]quit
[H3C-security-policy-ip]quit
#IBRERSIAN R RS
[H3C]security-zone intra-zone default permit
3.4 SYEBMIBAXIBEGREEE
D EBPIX RS S BB ) RE B TT A
3.5 ZERMizkt
#EFREBMIPCHIPINGURE 2 SHUIP CAHNAL :
AILEEHESERMHE S SEUEENL, FE@id display interface Tunnel OBILABZI A BEE.
display interface Tunnel 0
TunnelO
Current state: UP
Line protocol state: UP
Description: TunnelO Interface
Bandwidth: 64 kbps
Maximum transmission unit: 1476
Internet address: 1.1.1.1/24 (primary)
Tunnel source 101.88.26.34, destination 198.76.26.90
Tunnel keepalive disabled
Tunnel TTL 255
Tunnel protocol/transport GRE/IP
GRE key disabled
Checksumming of GRE packets disabled
Last clearing of counters: Never
Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec



Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Input: 5 packets, 420 bytes, 0 drops

Output: 5 packets, 420 bytes, 0 drops

3.6 (FFECE

[H3C]save f

BCERHER
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