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1 BEERRIR

1.1 ERAN~ERET

AREHREARTFUNF1000-AK180, F1000-AK1702F1000-AKZRFIRIBH NS,

1.2 BERKRREMIIYEE

BEMOSSE—amIEBEEEHMEN, RUSEERHRIMISEERIYGRE VPNEEAR
o IPHBIER BECIANRION FaRRN

REEMR | SEO | ARHERD AZIEES AREO | IRt/ RS

DD 1/0/3 101.88.26.34/30 | 101.88.26.33 1/0/4 192.168.10.0/24

DEB 1/0/3 198.76.26.90/30 | 198.76.26.89 1/0/4 192.168.20.0/24
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Internet

BEp: 101.88.26.34 7Ep: 198.76.26.90
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EEBR
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3.1 SEMUBSXIEE A RLEEE

3.1.1 BB ARSMRIE Otk

#HMNT S system-view AN RFIEF/91/0/3 O ECE 101.88.26.34/30891t4E, FFECEnatitilit i
system-view

[H3Clinterface GigabitEthernet 1/0/3

[H3C-GigabitEthernet1/0/3]ip address 101.88.26.34 255.255.255.252

[H3C-GigabitEthernet1/0/3]nat outbound

[H3C-GigabitEthernet1/0/3]quit

3.1.2 QB SR AIRIE O

#E1/0/4 OB B iSRRI Mitbi192.168.10.1/24,

[H3Clinterface GigabitEthernet 1/0/4

[H3C-GigabitEthernet1/0/4]ip address 192.168.10.1 255.255.255.0

[H3C-GigabitEthernet1/0/4]quit

3.1.3 gEBEREI 2 MEREH

#ECEBERIARL R B AOHEHE R #465790.0.0.0, T—8k (M%) #BhA101.88.26.33,

[H3Clip route-static 0.0.0.0 0 101.88.26.33

3.2 SZFMIGRE VPNELE

3.2.1 FEETunnel OFFEEC]

#FEETunnel OBZIEHEC], FECEIPHIEYS1.1.1.1/24, $EETunnel OEERIEIES BAOMIE BIRI RS
BB SZMIAI A RIsEE

[H3Clinterface Tunnel 0 mode gre

[H3C-TunnelOJip address 1.1.1.1 255.255.255.0

[H3C-TunnelO]source 101.88.26.34

[H3C-TunnelO0]destination 198.76.26.90

[H3C-TunnelO]quit

3.2.2 FEZltunneliEORYBPLAEZH

#EmE— S EROMNE/9192.168.20.0/24, T—Bk (M%) Hehbstunnel03EORYEEEH, FATITEIEE192
.168.20.0/24MER AR R FIBIT BRERE K.
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[H3Clip route-static 192.168.20.0 24 Tunnel 0

3.3 EEMRLEREE

3.3.1 185N, MR, tunneEOMANRZRS

#MNREEC DuntrustXIg;, AIRIEEN. tunnel AN trust X,
[H3C]security-zone name Untrust
[H3C-security-zone-Untrust]import interface GigabitEthernet 1/0/3
[H3C-security-zone-Untrust]quit

[H3C]security-zone name Trust

[H3C-security-zone-Trust]limport interface GigabitEthernet 1/0/4
[H3C-security-zone-Trust]import interface Tunnel 0
[H3C-security-zone-Trust]quit

3.3.2 BT RIRESIBEEIES

1. iitrustEluntrust, localfiEZLHENE, ERMAFIBRMNENRITGESERKIELE.

H3Cl]security-policy ip

[

[H3C-security-policy-ip]rule 5 name trust-untrust, local
[H3C-security-policy-ip-5-trust-untrust, locallaction pass
[H3C-security-policy-ip-5-trust-untrust, local]source-zone trust [H3C-security-policy-ip-5-trust-untrust
. localldestination-zone untrust

[H3C-security-policy-ip-5-trust-untrust, localldestination-zone local
[H3C-security-policy-ip-5-trust-untrust, locallquit

[H3C-security-policy-ip]quit

2. fiBuntrustEltrustE AYitblik#7192.168.20.0/24RERE 192.168.10.0/24FIER AL

HETERIPVAIE RS SRAB 5 BRR R 5 R BRI ER 5 BUXT 2 192.168.20.0/245192.168.10.0/24K9ER
[H3C]object-group ip address 93 ERMIER

H3C-obj-grp-ip-/3&BMIER]0 network subnet 192.168.20.0 255.255.255.0
H3C-obj-grp-ip-73 BB ER]quit

H3CJobject-group ip address /Z1EZR/IER

H3C-obj-grp-ip- /2 &BMIER]0 network subnet 192.168.10.0 255.255.255.0
[H3C-obj-grp-ip-iAERMIER]quit

HFTEEIPVARBHERS S4B

[H3C]security-policy ip

H3C-security-policy-ip]rule 10 name untrust-trust

[
[
[
[

H3C-security-policy-ip-10-untrust-trust]action pass
H3C-security-policy-ip-10-untrust-trust]source-zone untrust
H3C-security-policy-ip-10-untrust-trust]destination-zone trust

]

]
H3C-security-policy-ip-10-untrust-trust]source-ip 73 EB8RIER
H3C-security-policy-ip-10-untrust-trust]destination-ip /S EBRER
]

H3C-security-policy-ip-10-untrust-trust]quit

H3C-security-policy-ip]quit
HUBRZ BN SR
[H3C]security-zone intra-zone default permit
3.4 SEMUBAKIEGRERCE
D EBPIX RS S AU I IEE B TS E
3.5 LMkt
HEFEEMPCHPINGU /SR MPCHLIL :
AIERIEREMNG a5 EEUERNL, FEIBIT display interface Tunnel 0B LAEZIW A SR,
display interface Tunnel 0
Tunnel0
Current state: UP
Line protocol state: UP
Description: TunnelO Interface
Bandwidth: 64 kbps
Maximum transmission unit: 1476
Internet address: 1.1.1.1/24 (primary)
Tunnel source 101.88.26.34, destination 198.76.26.90
Tunnel keepalive disabled
Tunnel TTL 255
Tunnel protocol/transport GRE/IP
GRE key disabled
Checksumming of GRE packets disabled
Last clearing of counters: Never
Last 300 seconds input rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec
Last 300 seconds output rate: 0 bytes/sec, 0 bits/sec, 0 packets/sec



Input: 5 packets, 420 bytes, 0 drops
Output: 5 packets, 420 bytes, 0 drops
3.6 FFECE

[H3C]save f

BCERHER
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